	ERCOT Operating Procedure Manual

	Communications Protocols



Power Operations Bulletin # 1004
ERCOT has posted/revised the Communications Protocols.

The Various Changes are shown below.

A copy of the procedure can be found at:

http://www.ercot.com/mktrules/guides/procedures/index.html
1.
Introduction

1.1
Purpose

This procedure provides the ERCOT ISO System Operators with predefined communications protocols that reduce the possibility of miscommunication that could lead to action or inaction harmful to the reliability of the Bulk Electric System (BES).  This procedure satisfies applicable requirements for NERC Reliability Standard COM-002-4, Operating Personnel Communications Protocols. 
This procedure also outlines the method used to evaluate the adherence to and effectiveness of the communications protocols.  This method is designed to provide a reasonable level of assurance as to the adherence to and effectiveness of these communications protocols as well as provide a means to address deviations from and to modify the communications protocols as necessary.

1.2
Scope

The requirements in this procedure set out the communication expectations of the ERCOT ISO System Operators and how they communicate with ERCOT Transmission Operators (TOs) and Qualified Scheduling Entities (QSEs) for the issuance of any oral or written Operating Instructions.  An Operating Instruction, as defined by NERC, will have the same meaning as a Dispatch Instruction as defined in the ERCOT Protocols for the purpose of this procedure.  NERC Transmission Operators (TOPs) are represented by an ERCOT TO and NERC Generator Operators (GOPs) are represented by a QSE.

ERCOT ISO issues all Operating Instructions orally. A written Operating Instruction would be an Operating Instruction issued via email, fax or similar in lieu of orally issuing the command due to abnormal circumstances or unavailability of voice communications.  The applicable communications protocols would apply equally to any Operating Instructions that ERCOT may choose to issue in a written format.  ERCOT ISO System Operators are designated as the operating personnel that issue Operating Instructions.  ERCOT ISO System Operators do not receive Operating Instructions.  While ERCOT TOs and QSEs may request ERCOT ISO to direct actions to other entities, ERCOT ISO maintains ultimate authority and discretion in determining what Operating Instructions it will issue and thus, any requests or similar communications from ERCOT TOs and QSEs to ERCOT ISO are not commands and are thus not classified as Operating Instructions. [COM-002-4 R1.3].
Electronic, system to system communications is not included in the scope of this procedure (e.g., electronic Dispatch Instructions), nor are the MIS postings sent by the ERCOT ISO System Operators.  General communications with Market Participants and/or discussions that precede or follow an actual Operating Instruction are also not included the scope of this procedure.  
While this procedure does not address the details of the training, ERCOT ISO’s Operations Training department shall conduct initial training for each System Operator on the communications protocols identified in Section 3 prior to the System Operator issuing an Operating Instruction [COM-002-4 R2].
2.
Definitions (Reliability Standards Glossary of Terms)

Operating Instruction – A command by operating personnel responsible for the Real-time generation control and operation of the interconnected Bulk Electric System to change or preserve the state, status, output, or input of an Element of the Bulk Electric System or Facility of the Bulk Electric System.  (A discussion of general information and of potential options or alternatives to resolve Bulk Electric System operating concerns is not a command and is not considered an Operating Instruction.)

Emergency: Any abnormal system condition that requires automatic or 
immediate manual action to prevent or limit the failure of transmission facilities or generation supply that could adversely affect the reliability of the Bulk Electric System. 
Element: Any electrical device with terminals that may be connected to other electrical devices such as a generator, transformer, circuit breaker, bus section, or transmission line. An element may be comprised of one or more components.

Facility: A set of electrical equipment that operates as a single Bulk Electric System Element (e.g., a line, a generator, a shunt compensator, transformer, etc.)
System Operator: An individual at a control center (Balancing Authority,

Transmission Operator, Generator Operator, Reliability Coordinator) whose responsibility it is to monitor and control that electric system in real time.

3.
Communications Protocols
The following requirements outline the communications protocols expectations for the ERCOT ISO System Operators.  

· System Operators shall use the English language when issuing an oral or written Operating Instruction [COM-002-4 R1.1].
· System Operators shall exercise 3-part communication when issuing oral two-party, person-to-person Operating Instruction by first waiting for a response from the receiver.  Once a response is received, or if no response is received, the System Operator shall take one of the following actions [COM-002-4 R1.2]:
· Confirm the receiver’s response if the repeated information is correct.

· Reissue the Operating Instruction if the repeated information is incorrect or if requested by the receiver. 

· Take an alternative action if a response is not received or if the Operating Instruction was not understood by the receiver.
· System Operators when issuing an oral Operating Instruction using the hotline system, shall verbally confirm receipt by at least one receiver [COM-002-4 R1.4]. 

· The 24-hour clock shall be used in the instances when issuing an oral or written Operating Instruction that is intended to be executed at a future time.  Operating Instructions intended for immediate execution do not require a 24-hour clock time.  Since the ERCOT Region is only operated in one time zone, it is not required to use the time zone indication as it is expected that all QSEs and TOs operating in the ERCOT Interconnection will use Central Prevailing Time (CPT) (Example: 19:30 for 7:30 pm) [COM-002-4 R1.5].
· The nomenclature found in the Network Operations Model shall be used for Transmission interface Elements and Facilities when issuing an oral or written Operating Instruction.  All line-identifiers will be consistent through the ERCOT systems since they use the Network Operations Model [COM-002-4 R1.6].
4.
Assessing Adherence to Communications Protocols
The following method shall be used to evaluate the adherence to and effectiveness of the communications protocols and implement corrective actions necessary to meet the expectations in this document [COM-002-4 R4].
4.1
 Compliance Review

The ERCOT ISO Compliance department will sample and review approximately 22 Operating Instructions1 monthly.  All Operating Instructions issued by any ERCOT System Operator will be reviewed in an ERCOT declared Emergency and will serve as the review for the month. The sampling of Operating Instructions will be selected as specified below: 

1. Identify voice logs to sample through review of operator logs in order of priority below:
a. Operating Instructions issued during an ERCOT declared Emergency [COM-002-4 R5, R7]
b. Operating Instructions issued as part of hotline call [COM-002-4 R1.4, R7]
c. Operating Instructions issued during normal operations
2. When possible, attempts should be made to sample a variety of System Operators.  System Operators whose adherence to the communications protocols that has not been reviewed or have been reviewed less frequently should take priority.  A tracking system will be maintained to facilitate sample selection. 
3. Each voice call will be reviewed for the System Operator’s adherence to the communications protocols identified in Section 3.  All sampled calls will be saved along with a record of adherence and effectiveness of the communications protocols. 

The ERCOT ISO’s Compliance department will initiate a monthly assessment in the Governance, Risk and Compliance (GRC) tool for the purposes of documenting and storing evidence and to provide notification to System Operations Management. 

____________________________


 http://www.surveysystem.com/sscalc.htm#one  : Inputs: Population = 150 (approximate number of Operating Instructions in a month), Confidence Level = 95%, Confidence Interval = 20.

4.2 
System Operations Review

System Operations Management will make determination as to the appropriate feedback to be given to the System Operators based on the adherence or non-adherence to the communications protocols.  If System Operations Management determines additional training needs, the Operations Training department will be notified. 

System Operations Management shall provide, as part of its determination, evidence of any feedback provided, or corrective actions taken for a System Operator’s non-adherence to the communications protocols. [COM-002-4 R4.1].

Note that any System Operator calls that are found to be non-compliant with COM-002-4 Requirements R5 and R7, during an ERCOT declared Emergency, will also follow the Compliance self-report process.

ERCOT ISO Compliance, System Operations and the Operations Training department shall keep documented evidence of training and assessments, including but not limited to: review spreadsheets, training records, emails, logs or other evidence of System Operator training feedback, and determinations of ineffectiveness of the communications protocols. [COM-002-4 R4.1, R4.2].

5.
Document Review
ERCOT ISO Compliance and System Operations shall, at least once every twelve (12) calendar months, review this Operating Procedure Manual [COM-002-4 R4].  

Any review of this Operating Procedure Manual shall consider the following to determine if modifications or additions to the existing communications protocols are needed [COM-002-4 R4.2]:

· Results from the monthly sampling to determine the effectiveness of the communications protocols  

· Feedback

· Identified miscommunications

· New guidelines

· New requirements

6.
Distribution

This document is posted on the ERCOT Website with all System Operator Operating Procedure Manuals as a means of distribution to any affected entities.
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