
Power Operations Bulletin # 396

ERCOT has revised the Shift Supervisor Desk Procedure Manual.

The specific changes are shown below.

A copy of the procedure can be found at:

http://www.ercot.com/mktrules/guides/procedures/index.html
1.
Introduction

1.1 Purpose

This Manual provides the ERCOT Shift Supervisor with information to assist in addressing technical and operational issues, disturbances, disputes, system performance and reports.  This procedure guides the ERCOT Shift Supervisor in addressing responsibilities to supervise system operators working on each of the desks in the control room:  Day-Ahead, Operating Period, Transmission & Security, Frequency Control, and DC-Tie Desks.  

This procedure also instructs performance on a number of tasks specific to the ERCOT Shift Supervisor
1.2 Scope

This procedure governs tasks assigned to the ERCOT Shift Supervisor.  These include oversight of control room operations, personnel, and ERCOT response on grid issues.  It also includes specific guidance on processing dispatching complaints, creating and reviewing NERC reports, and assessing QSE performance in relation to the provision of ancillary services.

1.3 Roles/Responsibilities

1.3.1 
ERCOT Shift Supervisor

ERCOT Shift Supervisor


The Shift Supervisor is responsible for carrying out the procedures contained in this manual and the supervision of all the Control Centers’ positions.

The Shift Supervisor’s primary responsibility will be to provide support to the System Operators in performing their daily tasks.  The Shift Supervisor is expected to understand the processes and procedures behind the Control Center in order to coordinate the efforts of the different desks and improve the quality of output produced each day by the System Operators.  Therefore, the Shift Supervisor will be responsible for understanding the roles, duties, and tasks performed at each of the system operations’ desks. 

For more information on these roles, duties, and tasks, please reference the Operating Procedure Manuals for each of the Systems Operator Desks:

· Day-Ahead Desk

· Operating Period Desk

· Transmission and Security Desk 

· Frequency Control Desk
· DC-Tie Desk
1.3.2 ERCOT System Operator Responsibility and Authority


English shall be used as the language for all communications between and among operating personnel responsible for the real-time generation control and operation of the interconnected Bulk Electric System.  

The System Operator (SO) shall, in accordance with NERC Standard PER-001, have the responsibility and authority to implement real-time actions to ensure the stable and reliable operation of the Bulk Electric System during both normal and emergency conditions.  These actions shall include shedding of firm load without obtaining approval from higher-level personnel.  The ERCOT System Operator represents the following NERC functional entities collectively for the ERCOT ISO at any time:
· Reliability Coordinator.

· Balancing Authority

· Transmission Operator

The SO on duty is, in accordance with the ERCOT Protocols, Operating Guides, and NERC Reliability Standards, the Balancing Authority, Transmission Operator, and Regional Reliability Coordinator shall request and receive information required to continually monitor the operating conditions and request that individual Market Participants (MPs) make changes, which will assure security and reliability of the ERCOT system.

The SO shall, on an ERCOT-wide basis, coordinate the ERCOT System Restoration (Black Start) Plan.  The SO shall implement the Black Start Plan and shall direct the reconnection efforts of the islands, established by restoration activities.  The SO shall coordinate the mutual assistance activities of the ERCOT participants during system restoration activities.

The SO shall review the ERCOT Daily Operations Plan (DOP) and calculate and post the Allocated Responsive Reserve and other Ancillary Services Obligations.  The SO shall ensure compliance with the ERCOT Protocols and Operating Guides on identified transfer limits.  The SO receives all specified notifications for the MPs with regard to energy transactions (Balanced Schedules), AGC control modes, routine adjustments, and equipment limitations or outages.

The SO processes all Balanced Schedules and Resource Plans. The SO performs security analyses on a Day Ahead and real-time basis and ensures all Forced Outages are entered into the Outage Scheduler. The SO shall obtain or arrange to provide Emergency Assistance over the DC Tie(s) on behalf of ERCOT.

The SO shall issue appropriate advisories and alerts, emergency notices, and coordinate the reduction or cancellation of clearances, redispatch of generation, and request, order, or take other action(s) that the SO determines is necessary to maintain safe and reliable operating conditions on the ERCOT system in accordance with ERCOT Protocols, Operating Guides, and NERC Standards.  The SO will implement and terminate ERCOT Time Corrections, and will determine the need for and implement the operation of a Qualified Scheduling Entity (QSE) on Constant Frequency Control for loss of ERCOT’s frequency control system.
As the Reliability Coordinator, ERCOT shall comply with its regional reliability plan that has been approved by the NERC Operating Committee.

The North DC-Tie processes, procedures, or plans that support or affect SPP shall be reviewed at least once every 3 years and updated if needed.  These would include any DC-Tie procedures, inadvertent procedures and emergency procedures.

1.3.3 ERCOT Hot line Conference Call Instructions (to trigger SSRG calls)
ERCOT will initiate a hot line conference call with Qualified Scheduling Entities (QSEs) and Transmission Operators (TOs) using the ERCOT conference bridge for the following reasons: 
· The Manager, System Operations, or designee, will provide an SSRG conference call number, and the associated date and time of the SSRG conference call, to the Shift Supervisor.  
· The Shift Supervisor is responsible for notifying all QSEs and TOs via a hotline call and requesting that they notify their SSRG designee of the scheduled SSRG conference call, and providing them the information needed to participate.

Threats and emergencies can be classified as, but are not limited to, the following four SSRG event-types:
1.   Internal to ERCOT: 
a. Physical Security: 

Verifiable attacks or sabotage, or threats of attacks or sabotage that could jeopardize the operation of physical equipment within the electrical boundaries of the ERCOT grid that have a direct affect on the reliability of the ERCOT grid.  This could be, but is not limited to, generation equipment, transmission equipment, and communication equipment.

b. Cyber Security:

Verifiable loss of control of the ERCOT EMS or MMS that is identified by EMMS Production Support as an actual or probable act of sabotage or the loss of control by any of the market participants EMS Systems that is reported to ERCOT as an act of sabotage. 

2.   External to ERCOT:

      a. Physical Security:

Verifiable attacks or sabotage, or threats of attacks or sabotage that could jeopardize the operation of physical equipment in any electrical sector outside of the boundaries of ERCOT.

b. Cyber Security:

Verifiable loss of control over the EMS System of any participant in the electrical sector outside of the boundaries of ERCOT that is identified as an actual or probable act of sabotage.  

3.   Pandemic 
4. Other unforeseen business continuity events (not to include grid instability)

When there is a change in the Threatcon Level or other emergency events occur and an SSRG conference call is required the Shift Supervisor will: 


Notify the ERCOT Manager, System Operations or designee.

Notify the ERCOT Director of ERCOT Security or designee.


See Phone Book on Shift Supervisors Desk for contact information.

The SSRG conference call may be used for System Security Response Group Notifications and as warranted by the Manager, System Operations.

· when there is a change in the Threatcon Level as identified on the Electric Sector Information Sharing and Analysis Center (ESISAC) website, www.esisac.com;

· to disseminate information and develop plans related to system emergencies and business continuity threats, 

· to conduct a quarterly test with the minimum objective of reviewing and updating the contact list. (test to be conducted in February, May, August and November) 
Instructions on how to utilize the ReadyConferencePlus system:

· The Manager, System Operations, or designee, will moderate the conference call by dialing 1-866-642-1665. The moderator pass code is 6741151 
· All other participants will dial 1-866-642-1665. Participants pass code is 674115
	1.3.4 System Security Response Group (SSRG) Conference Call

	Step #
	Procedural Steps

	NOTE:
	The Shift Supervisor may designate one or more ERCOT System Operators to perform all steps except chairing the conference call.

	NOTE:
	Hot line call should allow time for all SSRG members to be notified and participate in SSRG conference call.

	
	


	1
	Using the Hotline:

a. Notify QSEs of the SSRG conference call.

b. Provide the time and phone number for the SSRG conference call.

c. Request they notify their SSRG representative of the SSRG conference call.
Typical Script: “This is [Shift Supervisor or System Operator’s name] at ERCOT. There will be an SSRG conference call at [time]. The topic will be [quarterly test call, physical security, cyber security, pandemic or other topic]. Please notify your SSRG representative. The conference call number is 1-866-642-1665.  Participants’ pass code is 674115. Wait for the moderator to begin the meeting.  Any questions, thank you.”

	2
	Using the Hotline:

a. Notify Transmission Operators of the conference call.

b. Provide the time and phone number for the conference call.

c. Request they notify their SSRG representative of the conference call.
Typical Script: “This is [Shift Supervisor or System Operator’s name] at ERCOT. There will be an SSRG conference call at [time]. The topic will be [quarterly test call, physical security, cyber security, pandemic or other topic]. Please notify your SSRG representative. The conference call number is 1-866-642-1665.  Participants pass code is 674115. Wait for the moderator to begin the meeting.  Any questions, thank you.”

	3
	Send an e-mail to “1 SSRG” to make notification of the SSRG conference call.

Typical Script for e-mail:  An SSRG conference call has been schedule for today at [time].  The topic will be [quarterly test call, physical security, cyber security, pandemic or other topic].  Participation is mandatory.

Include signature on email

	4
	If changing the Threat Level:

After the SSRG conference call is complete:
· Call QSEs and TOs using the Hotline and announce the new Threat Level or other pertinent information.

EXAMPLE:

“ERCOT is going to Threat Level Orange.”
EXAMPLE issuing a modified Threat Level:

“ERCOT is modifying Threat Level Orange due to pandemic threat.”

	
	


	5
	Log actions taken.


	1.3.5 Disseminating Information 

	Step #
	Procedural Steps

	NOTE:
	The SSRG e-mail exploder list is used to disseminate information to the SSRG members of the ERCOT Region when an SSRG conference call is not necessary.  Some of this information is intended for use within the industry and not for public release.  Insure that all correspondence state a Confidentiality Notice and include your signature on email. 

	NOTE:
	The Reliability Coordinator Information System (RCIS) is used to disseminate information to other RCs in NERC.

	1
	· Types of incidents could include but are not limited to the following:

· Copper thefts

· Substation break-in
· Vandalism
· Malicious mischief
· Suspicious photos
· Potential Sabotage (cyber or physical) 

	2
	Once notified by a QSE or TO of an incident, determine the following:

· “Theft of property” or a “potential sabotage event”
· Verify that local Law Enforcement Agencies (LEAs) have been notified. 

	3
	If “theft of property” can be reasonably determined and the event is not related to a sabotage  type activity:
· Post on the RCIS under “CIP Free form”
· Send an SSRG e-mail

Ensure that the communications state that local law enforcement agencies have been notified and that the event is not a form of sabotage.

	4
	If “potential sabotage event” can be reasonably determined:
· Verify that local Federal Bureau of Investigation (FBI) office where the incident occurred has been notified 
· Notify the Director or Manager of ERCOT Security. 

· Send an SSRG e-mail

· Post on the RCIS, use the “Dept Homeland Security Form”
· Coordinate with the Manager, System Operations or designee and follow procedure 1.3.3 to initiate an SSRG conference call if necessary
Ensure that the communications state that Federal Bureau of Investigation (FBI) office where the incident occurred has been notified.

	5
	When the “potential sabotage event” can be reasonably determined to be closed:

· Send an SSRG e-mail

· Post follow-up on the RCIS, use the “Dept Homeland Security Form”


	6
	In the event an actual event occurs, refer to 2.2.9 NERC and DOE Disturbance Reporting.



Appendix 3:  ERCOT EECP and NERC EEA Notifications Requirements
· Send out a Communicator! NXT message in each EECP/EEA step
	Condition
	Notified Entity
	Notification Type
	Time
	How Notified
	Update Requirements

	EEA 1
	NERC
	RCIS
	ASAP
	Via web link
	As changes occur, minimum of 1 hour.

	EECP 1

EEA 1
	TRE, NERC & DOE
	Event Investigation Form

RCIS
	≤ 1 Hour

ASAP
	E-mail

Via web link
	As changes occur, minimum of 1 hour.

	EECP 2,

EEA 2
	TRE, NERC & DOE
	Event Investigation Form

RCIS

EIA-417 - Schedule 1 

EIA-417 – Schedule 2 
	≤ 1 Hour

ASAP

1 Hour

48 Hours
	E-mail

Via web link

DOE web link

DOE web link
	As changes occur, minimum of 1 hour.

	EECP 3,

EEA 2
	TRE, NERC & DOE
	Event Investigation Form

RCIS

EIA-417 - Schedule 1 

EIA-417 – Schedule 2 
	≤ 1 Hour

ASAP

1 Hour

48 Hours
	E-mail

Via web link

DOE web link

DOE web link
	As changes occur, minimum of 1 hour.

	EECP 4,

EEA 3

IROL
	TRE, 
NERC & DOE

NERC
	Event Investigation Form

RCIS

EIA-417 - Schedule 1 

EIA-417 – Schedule 2

NERC Prelim. Report

Final Report

NERC Prelim. Report
	≤ 1 Hour

ASAP

1 Hour

48 Hours

24 Hours

60 Days

72 Hours
	E-mail

Via web link

DOE web link

DOE web link
	As changes occur, minimum of 1 hour.

	Alert 0
	NERC
	RCIS


	ASAP
	Via web link
	Upon termination of EEA


NOTE:  RCIS - Reliability Coordinator Information System

EEA – Energy Emergency Alert

LINKS:

RCIS - https://scis.nerc.net/scis.asp
NERC Standard EOP-004-1 System Disturbance - http://www.nerc.com/fileUploads/File/Disturbance%20Reports/NERC_EOP-004-1_Form.doc
DOE OE-417 - ftp://ftp.eia.doe.gov/pub/electricity/eiafor417.doc
Texas RE Analysis Form - Attachment B

Appendix 4:  Conducting Primary Operations from the Back-up Control Center
Primary operations will be conducted from the back-up Control Center no less than once per month.  Each month, the Manager of System Operations will notify the shift assigned to work from the back-up. 

When conducting primary operations from the back-up Control Center, the following notification will be made:

Hotline call to TSP – Typical Script:

“This is ERCOT operator [first and last name], at [time], ERCOT will be conducting primary operations from the back-up Control Center.  The long distance number to the Transmission and Security desk is 512.225.7130.  Another hotline call will be made when ERCOT transfers back to the primary Control Center”.

Hotline call to QSE’s – Typical Script:


“This is ERCOT operator [first and last name], at [time], ERCOT will be conducting primary operations from the back-up Control Center.  The long distance number to the Frequency desk is 512.225.7100.  Another hotline call will be made when ERCOT transfers back to the primary Control Center”.

Post a message on the MIS and ENS:


ERCOT is conducting primary operations from the back-up Control Center.

When operations returns to the primary Control Center, the following notifications will be made:

Hotline call to TSP – Typical Script:

“This is ERCOT operator [first and last name], at [time], ERCOT will be transferring back to the primary Control Center”.

Hotline call to QSE’s – Typical Script:


“This is ERCOT operator [first and last name], at [time], ERCOT will be transferring back to the primary Control Center”.

Terminate the messages that were posted on the MIS and ENS.[image: image1.png]









