Power Operations Bulletin # 573
ERCOT has posted/revised the Shift Supervisor Manual.

The Various Changes are shown below.

A copy of the procedure can be found at:

http://www.ercot.com/mktrules/guides/procedures/index.html
3.3
Disseminating Information to System Security Response Group (SSRG)
Procedure Purpose: To communicate information concerning disturbances or unusual occurrences to appropriate parties in the Interconnection.
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	Step
	Action

	NOTE
	Threats can be viewed at the following links: 

http://www.esisac.com/SitePages/Home.aspx, OR

http://www.dhs.gov/files/programs/ntas.shtm
The definitions for the threat alert levels are listed in the Security Alert Plan.

	NOTE
	· The SSRG e-mail exploder list is used to disseminate information to the SSRG members of the ERCOT Region when an SSRG conference call is not necessary.  
· This information is intended for use within the industry and not for public release.  
· At the beginning of each e-mail state the follow “This information is intended for use within the industry and not for public release”
· At the bottom of each e-mail, be sure to include a Confidentiality Notice and your signature.
· The Reliability Coordinator Information System (RCIS) is used to disseminate information to other RCs in other Interconnections.
· Do not list the entity name on the SSRG e-mails or on the RCIS.

	NOTE
	Types of disturbances or unusual occurrences include but are not limited to the following:

· Copper thefts
· Substation break-in
· Vandalism
· Malicious mischief
· Suspicious photos
· Suspected Sabotage (cyber or physical)

	1
	IF:

·  Notified by a QSE or TO of a disturbance or unusual occurrence; 
THEN:
· Verify the following:
· Is the occurrence considered “theft of property”? (proceed to Step 2)
· Is the occurrence being investigated as a “suspected sabotage event” (proceed to Step 3).

	2
	IF:
· Theft of property can be reasonably determined and the incident is not related to a suspected sabotage event;
THEN:
· Verify that local Law Enforcement Agencies have been notified,  
· Send an e-mail to the ‘SSRG’ distribution list, stating in the e-mail that the event is currently not considered as an act of suspected sabotage. 

	3
	IF:

· The entity has determined the event to be a suspected sabotage event or if the entity is unable to make that determination without further investigation/information;
THEN:
· 
· Verify that the FBI has been notified,  
· Send an e-mail to the ‘SSRG’ distribution list, stating in the e-mail that the event is considered an act of suspected sabotage OR further investigation/information is needed to determine if event is an act of suspected sabotage,
· Post on the RCIS using “CIP Free Form” (see section 2.2, Desktop Guide),
· Coordinate with the Manager, System Operations or designee to determine if procedure 3.4 SSRG Conference Calls is necessary and for any NERC and DOE reporting requirements.

	4
	WHEN:

· Updates are received;
THEN:
· Send an updated e-mail to the ‘SSRG’ distribution list, 
· Update RCIS as needed
· 

	
	
· 
· 

	Physical
	For suspected physical sabotage at the ERCOT facilities, refer to ERCOT Guideline GL7.8.1 located under the “Sabotage Event Recognition” tab in each procedure manual.  RCIS and SSRG postings will also be required.

	Cyber
	When notified by Cyber Security of a reportable event at ERCOT, collect the information to post under “CIP Free Form” on the RCIS.  


6.2
MIS Posting

Procedure Purpose: Outlines process for posting a message on MIS using Notice Builder.
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	Step
	Action

	POSTING MESSAGE

	1
	In Internet Explorer, go to ERCOT MIS: https://mis.ercot.com/pps/tibco/mis/
MIS>Application>Notice Builder.

	NOTE
	Defaults to the New Notice Tab

	2
	Select “Preformatted Notice or Create Freeform Notice”

· If Preformatted Notice is selected choose the correct notice and select create
· If a Create Freeform Notice message is selected choose the proper Notice Type  and enter message into the Notice Text box then select continue
· For “free form” messages, the “Notice Priority” will be specified as follows:

· Operational Information/OCN type messages – low priority

· Advisory/Watch type messages – medium priority

· Emergency type messages – high priority

	3
	Select “Submit” to post the message to the public messages area on the portal.

	CANCELING MESSAGE

	1
	Select “Active Notices Tab”

· Choose the desired message
· Select “Cancel Notice”

	NOTE
	Select “Delete From This Page” only when an error has occurred.  This function will permanently remove the record from the posting.

	SENT NOTICES

	1
	Select “Sent Notices Tab”

	2
	View all messages posted (New and Cancelled) or go to ERCOT MIS: https://mis.ercot.com/pps/tibco/mis
MIS>Notices. 


6.3
Requests for Public Appeal

Procedure Purpose: Provide instructions to initiate public appeals to conserve electricity when needed.
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	Step
	Action

	1
	An appeal through the public news for voluntary load curtailments can be made at any time or in no case later than Level 2 of the EEA.  This can be coordinated with the Manager of System Operations or designee. 

	2
	When notified by the Manager of System Operations or designee that an appeal through the public news media has been made, ensure the Transmission and Real-Time Operators make a Hotline call to notify TOs and QSEs.

	3
	The Manager of System Operations or designee will coordinate the recall of the media appeal with Manager of Communications.

	4
	This is an event that will trigger an OE-417 Report.  Coordinate with Manager of System Operations or designee to verify the report will be submitted on the event, see section 6.1 “NERC and DOE Reporting”.
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