Power Operations Bulletin # 475

ERCOT has revised the Shift Supervisor Desk Procedure Manual.

The Various Changes are shown below.

A copy of the procedure can be found at:

http://www.ercot.com/mktrules/guides/procedures/index.html
1.3.6
Disseminating Information

Procedure Purpose: To communicate information concerning disturbances or unusual occurrences to appropriate parties in the Interconnection.
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	Step
	Action

	NOTE:
	· The SSRG e-mail exploder list is used to disseminate information to the SSRG members of the ERCOT Region when an SSRG conference call is not necessary.  
· This information is intended for use within the industry and not for public release.  
· At the beginning of each e-mail state the follow “This information is intended for use within the industry and not for public release”
· At the bottom of each e-mail, be sure to include a Confidentiality Notice and your signature.

	NOTE:
	The Reliability Coordinator Information System (RCIS) is used to disseminate information to RCs in other Interconnections.

	NOTE:
	Do not list the entity name on the SSRG e-mails or on the RCIS.

	1
	Types of disturbances or unusual occurrences include but are not limited to the following:

· Copper thefts

· Substation break-in

· Vandalism

· Malicious mischief

· Suspicious photos
· Suspected Sabotage (cyber or physical)

	2
	Once notified by a QSE or TO of a disturbance or unusual occurrence, ask the following:

· Is the occurrence considered “theft of property”? (proceed to Step 3)
· Is the occurrence being investigated as a “suspected sabotage event” (proceed to Step 4)

	3
	If “theft of property” can be reasonably determined and the incident is not related to a suspected sabotage  event:

· Ensure that local Law Enforcement Agencies (LEAs) have been notified.  If the event is not considered a form of suspected sabotage event.

· Send an SSRG e-mail stating the event is not considered as an act of suspected sabotage. 

	4
	If the entity has determined the disturbance or unusual occurrence to be a “suspected sabotage event”:

· Verify that Federal Bureau of Investigation (FBI) field office closest to the event location has been notified.  If entity will not notify FBI, notify the appropriate Director or Manager of ERCOT Security (Cyber/Physical).  
· Notify the appropriate Director or Manager of ERCOT Security of each occurrence. 

· Send an SSRG e-mail stating the event is considered as an act of suspected sabotage (do not list the name of the entity involved).
· Post on the RCIS (omit entity’s name, use “ERCOT entity”); use the “Dept Homeland Security Form”.
· Refer to 2.2.9 NERC and DOE Disturbance Reporting in a timely manner for additional reporting notifications.
· Coordinate with the Manager, System Operations or designee and follow procedure 1.3.3 to initiate an SSRG conference call as deemed necessary.


	5
	When the “suspected sabotage event” is determined to be closed by the entity:

· Send an SSRG e-mail (do not list the name of entity involved)
· Post follow-up on the RCIS (do not list the name of entity involved), use the “Dept Homeland Security Form”

	NOTE:
	For suspected sabotage at the ERCOT facilities, refer to ERCOT Guideline GL7.8.1 located under the “Sabotage Event Recognition” tab in each procedure manual.  RCIS and SSRG will also be required.

	Cyber
	When notified by Cyber Security of a reportable event, collect the information to post under “CIP Free Form” on the RCIS (do not list the name of entity involved).  


2.2.9
NERC and DOE Disturbance Reporting

Procedure Purpose: Outlines the reporting requirements required by NERC and DOE
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	Step
	Action

	
	

	NOTE:
	NERC E-mail address:  esisac@nerc.com, fax (609) 452-9550

DOE E-mail address:  doehqeoc@oem.doe.gov, fax (202) 586-8485

DOE Operation Center voice phone:  (202) 586-8100

	Report
Timing
	· A preliminary EOP-004-1 Disturbance Report is to be submitted within 24 hours of the incident or disturbance.  
· The DOE OE-417 Schedule 1 report is to be submitted within 1 hour after the start of the incident or disturbance. 

	TSP/
QSE

Reporting
	When an OE-417 or a NERC Disturbance Report is received from a TSP or QSE, forward the report to:

· NERC,
· DOE, 
· “NERC and DOE Disturbance Reporting” e-mail list.
In the e-mail, type the following:
"Contains Privileged Information and/or Critical Energy Infrastructure Information - Do Not Release."

	ERCOT
Reporting
	If ERCOT is required to issue the report to NERC and DOE when the disturbance does not require a report from a TSP or QSE (e.g. the disturbance involves two or more areas that meet the requirements for reporting):
· Contact the Manager, System Operations or designee to complete the form.






	ERCOT 
Cyber

Reporting
	If an ERCOT ISO Cyber incident has occurred, the Cyber Security department will provide System Operations with the information to be reported. 

	Reference:
	NERC report forms can be downloaded at http://www.nerc.com/page.php?cid=5|66
DOE OE-417 report forms can be downloaded at
ftp://ftp.eia.doe.gov/pub/electricity/eiafor417.doc

	Reference:
	A guideline on “Threat and Incident Reporting” can be found at http://www.esisac.com/publicdocs/Guides/Threat-Incident_Rptg_Guideline_EffDate_1Apr08_Rev_29July08.pdf



2.7.8
Monthly Testing of Non-Routinely used Telecommunications Facilities
Procedure Purpose: To ensure backup communications are tested monthly.
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	Step
	Action

	Primary Control Center

	PHONE TESTS
	On the first weekend of each month, between the hours of 0000 Saturday and 0500 Monday:

· Test the Control Room Cell Phone by calling the ERCOT Helpdesk Cell Phone.
· Test the Standalone Satellite phone.  It isn’t necessary to call a satellite number, just verify the phone is operational. Refer to Desktop Guide 7.9.4.
· 

	NXT
TEST
	· Test NXT Communicator by activating the “Test Message Monthly” between the hours of 08-22.   Refer to Desktop Guide 7.10.

	Alternate Control Center

	PHONE TESTS
	When working out of the alternate Control Room during the monthly scheduled dates:

· Test Control Room Cell Phone with the ERCOT Helpdesk Cell Phone.
· Test the Satellite phone associated to the Operations Desk on each turret.  It isn’t necessary to call a satellite number, just verify the phones are operational.

· Test the Standalone Satellite phone operation located in the Control Room.  It isn’t necessary to call a satellite number, just verify the phone is operational. Refer to Desktop Guide 7.9.4.
· 

	NXT

TEST
	· Test NXT Communicator by activating the “Test Message Monthly” between the hours of 08-22.  Refer to Desktop Guide 7.10.

	LOG
	Log the test date and results for each of the bulleted items above in the Shift Supervisors Operations Log.  If problems are encountered with NXT Communicator, open a help ticket.
































