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Shift Supervisor Desk
	



Power Operations Bulletin # 448
ERCOT has revised the Shift Supervisor Desk Procedure Manual.

The Various Changes are shown below.

A copy of the procedure can be found at:

http://www.ercot.com/mktrules/guides/procedures/index.html
1.3.6
Disseminating Information

Procedure Purpose: To communicate information concerning disturbances or unusual occurrences to appropriate parties in the Interconnection.
	Protocol Ref.
	
	
	
	

	
	
	
	
	

	Guide Ref.
	2.7.2.3
	3.1.4.7
	3.1.5.3.4
	

	
	
	
	
	

	NERC Std.
	CIP-001

R1, R2, R3
	EOP-004
OE-417
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	Version:
	4.0
	Revision:
	8


	Step
	Action

	NOTE:
	The SSRG e-mail exploder list is used to disseminate information to the SSRG members of the ERCOT Region when an SSRG conference call is not necessary.  Some of this information is intended for use within the industry and not for public release.  Ensure that all correspondence state a Confidentiality Notice and include your signature on e-mail.

	NOTE:
	The Reliability Coordinator Information System (RCIS) is used to disseminate information to other RCs in NERC.

	1
	Types of disturbances or unusual occurrences include but are not limited to the following:

· Copper thefts

· Substation break-in

· Vandalism

· Malicious mischief

· Suspicious photos
· Suspected Sabotage (cyber or physical)

	2
	Once notified by a QSE or TO of a disturbance or unusual occurrence, ask the following:

· Is the occurrence considered “theft of property”? (proceed to Step 3)
· Is the occurrence being investigated as a “suspected sabotage event” (proceed to Step 4)



	3
	If “theft of property” can be reasonably determined and the incident is not related to a suspected sabotage  event:

· Ensure that local Law Enforcement Agencies (LEAs) have been notified.  If the event is not considered a form of suspected sabotage event.

· Post on the RCIS under “Free form”
· Send an SSRG e-mail stating the event is not considered as an act of suspected sabotage. 


	4
	If the entity has determined the disturbance or unusual occurrence to be a “suspected sabotage event”:

· Verify that Federal Bureau of Investigation (FBI) field office closest to the event location has been notified.  If entity will not notify FBI, notify the appropriate Director or Manager of ERCOT Security (Cyber/Physical).  
· Notify the appropriate Director or Manager of ERCOT Security of each occurrence. 

· Send an SSRG e-mail stating the event is considered as an act of suspected sabotage.
· Post on the RCIS, use the “Dept Homeland Security Form”
· Refer to 2.2.9 NERC and DOE Disturbance Reporting in a timely manner for additional reporting notifications

· Coordinate with the Manager, System Operations or designee and follow procedure 1.3.3 to initiate an SSRG conference call as deemed necessary



	5
	When the “suspected sabotage event” is determined to be closed by the entity:

· Send an SSRG e-mail

· Post follow-up on the RCIS, use the “Dept Homeland Security Form”

	NOTE:
	For suspected sabotage at the ERCOT facilities, refer to ERCOT Guideline GL7.8.1 located under the “Sabotage Event Recognition” tab in each procedure manual.  RCIS and SSRG will also be required.

	Cyber
	When notified by Cyber Security of a reportable event, collect the information to post under “CIP Free Form” on the RCIS.  


2.2.1
Supervise Response to System Disturbances

Procedure Purpose:

	Protocol Ref.
	
	
	
	

	
	
	
	
	

	Guide Ref.
	
	
	
	

	
	
	
	
	

	NERC Std.
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	Step
	Action

	NERC:
	ERCOT ISO shall fully restore the minimum Contingency Reserve requirement of the ERCOT Region’s largest single contingency (1354 MW) as soon as practical. 
Within 90 minutes, ERCOT ISO will restore Responsive Reserves to 2300 MW or greater.  This 90 minute restoration period begins at the end of the disturbance recovery period.


	1
	IF the system disturbance cannot be normalized with current on-shift staff, THEN IDENTIFY and ASSIGN additional System Operators, Operations Support, Operations Planning, or Market Operations staff to assist in normalizing the system condition.

	2
	The ERCOT Shift Supervisor will ACT as the main contact and answer inquiries between the control room and other ERCOT operations groups during system disturbances.

	3
	The ERCOT Shift Supervisor will ISSUE Emergency Communications & Notifications to ERCOT staff and management in accordance with Section 2 of the Desktop Reference Guide: Emergency Communication/Notification Guidelines.

	NOTE:
	See Phone Book at Shift Supervisor’s Desk.


2.7.5
Critical Data and/or Voice Communication Failures

Procedure Purpose: To ensure situational awareness during communication failure
	Protocol Ref.
	
	
	
	

	
	
	
	
	

	Guide Ref.
	
	
	
	

	
	
	
	
	

	NERC Std.
	COM-001-1
R5
	EOP-008
R1.4
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	Step
	Action

	1
	NOTIFY the Help Desk of the loss and request assistance to re-establish voice and/or data communications.  The EMMS Production group will be responsible for data communications and the Telecommunications group will be responsible for voice communications.

	2
	Use back-up communications if needed such as the Control Room cell phone or the PBX Bypass phones to maintain communications with the other control room, TOs, QSEs, SPP and any other entities as needed.  The list of phone numbers is located in the Phone Book at Shift Supervisor’s Desk and also programmed into the cell phone.

	3
	IF the criticality and impact of events, failures, or incidents is such that Market Participants are or will be affected before the problem can be resolved, notify all market participants via HOTLINE or cell phone of the problem and expected duration.  REQUEST additional assistance from other support staff.  

	4
	If data failure, TO control centers can be reached on the ERCOT Black Start Satellite phone (see Section 7 of the Desktop Reference Guide: TDSP Satellite Phone Numbers), cell phone, or EPF phones.

	5
	RECORD the following in the shift log:

· Date

· Time of event

· Description of events, failures, or incident

· Actions taken and resolution

· Time of system or function restoration

	6
	When a critical problem affecting market participants is resolved, NOTIFY all participants via HOTLINE of the problem resolution.

	NOTE:
	See Phone Book at Shift Supervisor’s Desk.


2.7.6
Loss of Primary Control Center Functionality
Procedure Purpose: To maintain grid reliability during the loss of the primary control center.
	Protocol Ref.
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	NERC Std.
	COM-001-1
R5
	EOP-008
R1.4
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	Step
	Action

	1
	It will be the responsibility of the Shift Supervisor to determine the risk and ensure the safety of Control Center personnel.

	2
	Upon confirmation of imminent danger to Control Center personnel immediately evacuate the Control Center to a secure area, taking the Control Center cell phone and a copy of this procedure with you.

	NOTE:
	After the Control Center has been evacuated the Shift Supervisor may:

· Re-locate the entire shift to the Alternate Control Center (ACC).

· Send a partial shift or contact extra personnel to report to the ACC.

· Remain in the secure area in anticipation of a quick return to the Primary Control Center (PCC).

· The Shift Supervisor may choose another course of action that will best maintain grid security depending on the circumstances causing the evacuation.

	3
	The Shift Supervisor is responsible for the following notifications in the event of a Control Center evacuation. Information and instructions conveyed will be based on the Shift Supervisor’s decision regarding relocation to the ACC.

· Frequency Desk Operator at the BCC 

· ERCOT Security TCC1 – Ext. 3000

· ERCOT Security TCC2 – Ext. 6400

· ERCOT Security ACC – Ext. 7000

· Help Desk (to notify EMMS Support, Telecommunications)

· Manager of System Operations

· Engineering Support 

· NERC

These phone numbers have been programmed into the control room cell phone

	NOTE:
	The Frequency Desk Operator at the BCC will be responsible for all notifications if there is a loss of the PCC and he/she has not been contacted by the Shift Supervisor.

	NOTE:
	Once additional staff members have arrived, including a Shift Supervisor at the ACC:

· Refer to Frequency Desk Procedure: 2.6.11
Restoration of Primary Control Center Functionality


2.7.8
Monthly Testing of Non-Routinely used Telecommunications Facilities
Procedure Purpose: To ensure backup communications are tested monthly.
	Protocol Ref.
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	Step
	Action

	1
	On the first weekend of each month, between the hours of 0000 Saturday and 0500 Monday, test the Primary Site Control Room Cell Phone with the ERCOT Helpdesk Cell Phone to determine whether or not ERCOT has communication capability via the Cell Phones.

	2
	Test the Standalone Satellite phone operation located in the Control Room.  It isn’t necessary to call a satellite number, just verify the phone is operational; refer to Desktop Reference Guide 7.9.4.

	3
	When working out of the alternate Control Room during the monthly scheduled dates, test Austin Control Room Cell Phone with the ERCOT Helpdesk Cell Phone to determine whether or not ERCOT has communication capability via the Cell Phones.

	4
	When working out of the alternate Control Room during the monthly scheduled dates, test the Satellite phone associated to the Operations Desk on each turret.  It isn’t necessary to call a satellite number, just verify the phones are operational.

	5
	When working out of the alternate Control Room during the monthly scheduled dates, test the Standalone Satellite phone operation located in the Control Room.  It isn’t necessary to call a satellite number, just verify the phone is operational; refer to Desktop Reference Guide 7.9.4.

	6
	Log the test date and results in the Shift Supervisors Operations Log.








	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


	
	

	
	
	
	


	
	

	
	

	
	

	
	

	
	

	
	
































