Power Operations Bulletin # 430
ERCOT has revised the Shift Supervisor Desk Procedure Manual.

The Various Changes are shown below.

A copy of the procedure can be found at:

http://www.ercot.com/mktrules/guides/procedures/index.html
1.3.4
System Security Response Group (SSRG) Conference Call

Procedure Purpose:  To communicate information concerning disturbances or unusual occurrences to appropriate parties in the Interconnection.
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	NERC Std.
	CIP-001-1
R1, R2, R3
	
	
	

	
	
	
	
	


	Approved by:
	Effective Date: August 3, 2009

	Version:
	4.0
	Revision:
	4


	Step
	Action

	NOTE:
	Hot line call should allow time for all SSRG members to be notified and participate in SSRG conference call.

	NOTE:
	It is no longer necessary to have two separate conference calls (QSEs and TOs), our bridge capacity can now hold both groups.

	1
	Using the Hotline:

a. Notify QSEs of the SSRG conference call.

b. Provide the time and phone number for the SSRG conference call.

c. Instruct they notify their SSRG representative of the SSRG conference call.
Typical Script: “This is [Shift Supervisor or System Operator’s name] at ERCOT. There will be an SSRG conference call at [time]. The topic will be [quarterly test call, physical security, cyber security, pandemic or other topic]. Please notify your SSRG representative. The conference call number is 1-866-642-1665.  Participants pass code is [code].  Any questions, thank you.”

	2
	Using the Hotline:

a. Notify Transmission Operators of the conference call.

b. Provide the time and phone number for the conference call.

c. Instruct they notify their SSRG representative of the SSRG conference call.
Typical Script: “This is [Shift Supervisor or System Operator’s name] at ERCOT. There will be an SSRG conference call at [time]. The topic will be [quarterly test call, physical security, cyber security, pandemic or other topic]. Please notify your SSRG representative. The conference call number is 1-866-642-1665.  Participants pass code is [code]. Any questions, thank you.”

	3
	Send an e-mail to “1 SSRG” to make notification of the SSRG conference call.

Typical Script for e-mail:  An SSRG conference call has been schedule for today at [time].  The topic will be [quarterly test call, physical security, cyber security, pandemic or other topic].  The conference call number is 1-866-642-1665.  Participant pass code is [insert code].  Participation is mandatory.

Include signature on email.

	4
	If changing the Threat Level:

After the SSRG conference call is complete:

· Call QSEs and TOs using the Hotline and announce the new Threat Level or other pertinent information.

EXAMPLE:

“ERCOT is going to Threat Level Orange.”
EXAMPLE issuing a modified Threat Level:

“ERCOT is modifying Threat Level Orange due to pandemic threat.”

	5
	Log actions taken.


2.1.5
In-Service Approval Procedure

Procedure Purpose:
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	Step
	Action

	NOTE:
	· Energization Request – A verbal request from a Market Participant to energize equipment

· ‘Approval to Energize Notification’ – A form for written documentation of an Energization Request

· Operations Support Engineer (OSE)

· Operations Planning Engineer (OPE)

	1
	If a Market Participant makes a request to energize new or relocated equipment, the Shift Supervisor will review the “Approved List” provided by OSE.

	2
	If the equipment is not on the “Approved List,” the Shift Supervisor will delay the request and notify the OPE.

	3
	If the equipment is on the “Approved List,” the Shift supervisor shall confirm that the equipment is in the model (SCADA one lines)

	4
	If the equipment is not in the model, the Shift Supervisor will delay the request and notify the OPE.

	5
	If the equipment is in the model, the Shift Supervisor will approve the request and notify the OPE as to when the equipment will be energized.

	6
	If it is discovered that new or relocated equipment is energized without ERCOT’s approval, AND the equipment is in the model, the Shift Supervisor will instruct the Market Participant to submit an “Approval to Energize Notification” and then notify the OPE.

	7
	If it is discovered that new or relocated equipment is energized without ERCOT’s approval, AND the equipment does not exist in the model, the Shift Supervisor shall:

· Instruct the Market Participant to submit a “Service Request” to the Network Modeling Group as soon as possible

· Instruct the Market Participant to submit an “Approval to Energize Notification”

· Notify the OPE


2.2.9
NERC and DOE Disturbance Reporting
Procedure Purpose: Outlines the reporting requirements required by NERC and DOE
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	Step
	Action

	
	When Disturbance reporting is required:

	NOTE:
	NERC E-mail address:  esisac@nerc.com, fax (609) 452-9550

DOE E-mail address:  doehqeoc@oem.doe.gov, fax (202) 586-8485

DOE Operation Center voice phone:  (202) 586-8100

	NOTE:
	Disturbance Reporting requirements can be found in NERC Reliability Standard EOP-004-1.  The DOE OE-417 Schedule 1 report and NERC Preliminary report are to be filed within 1 hour after the start of the incident or disturbance. The Operations Support Engineering group will follow-up with the DOE OE-417 Schedule 2 report and NERC Final report.

	1
	Forward the TSP(s) report or the Director of Security’s report to NERC, DOE, and the “NERC and DOE Disturbance Reporting” e-mail list.  Ensure all three entities receive the report.  (e.g. If TSP or Director, Cyber Security sends a report to only one entity; make sure the other two entities receive the report as well.)

	2
	ERCOT is required to issue a report to NERC and DOE even when the disturbance does not require a report from a TSP (e.g. The disturbance involves two or more TSP areas that meets the requirements for reporting.) or if a report is received from the Director, Cyber Security, then do the following:

· Complete required NERC report per Attachment 1-EOP-004 and/or
· Complete required DOE OE-417 Schedule 1 report
· Forward reports to NERC, DOE, and the internal ERCOT “NERC and DOE Disturbance Reporting” e-mail list.
· esisac@nerc.com
· doehqeoc@oem.doe.gov
· NERC and DOE Disturbance Reporting

	3
	In the body of the e-mail, type the following:

"Contains Privileged Information and/or Critical Energy Infrastructure Information - Do Not Release."

	NOTE:
	NERC report forms can be downloaded at http://www.nerc.com/page.php?cid=5|66
DOE OE-417 report forms can be downloaded at
ftp://ftp.eia.doe.gov/pub/electricity/eiafor417.doc

	NOTE:
	A guideline on “Threat and Incident Reporting” can be found at http://www.esisac.com/publicdocs/Guides/Threat-Incident_Rptg_Guideline_EffDate_1Apr08_Rev_29July08.pdf



2.2.14

EEA (Energy Emergency Alert) Reporting
Procedure Purpose
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	Step
	Action

	NOTE:
	There are four levels of EEA’s, as ERCOT enters each level; postings must be made on the NERC Reliability Coordinator Information System (RCIS). 

EEA 0: All previous Watches have been terminated and the entity can supply all energy requirements.  

EEA 1 – All available resources in use.  The entity foresees or is experiencing conditions where all available resources are committed to meet firm load, AND is concerned about maintaining its required Operating Reserves.

EEA 2 - Load management procedures in effect. The entity can no longer provide expected energy requirements and foresees or has implemented procedures up to, but excluding, shedding firm load. EEA 2 is comparable to EEA 2A and EEA 2B.
EEA 3 – Firm load interruption imminent or in progress. The entity foresees or has implemented firm load shed.

You may declare whatever alert level is necessary, and need not proceed through the alerts sequentially.

Reference NERC Reliability Standard EOP-002-2 Capacity and Energy Emergencies for detailed information.

http://www.nerc.com/files/EOP-002-2.pdf


	1
	If EEA Level 1 is implemented, post following message to RCIS:

“ERCOT is in EEA 1.”

	2
	If EEA Level 2A or Level 2B is implemented, post following message to RCIS:

“ERCOT is in EEA 2.”

	3
	If EEA Level 3 is implemented, post following message to RCIS:

“ERCOT is in EEA 3.”

	4
	When recalling EEA, reverse the order and make the appropriate RCIS postings.

When the emergency condition has been terminated, post EEA 0 (zero), as shown below:

“ERCOT is in EEA 0.”

	NOTE:
	Progression to EEA Level 3 requires filing a report with NERC.  The report (Energy Emergency Alert 3 Report) can be obtained from the following link:

http://www.nerc.com/fileUploads/File/Energy_Emergency_Alerts/Energy_Emergency_Alert_3_Report_Form.doc


	NOTE:
	Refer to Section 2 of the Desktop Reference Guide: ERCOT/NERC EEA Notification Requirements.
































