	
	



Power Operations Bulletin # 386
ERCOT has revised the Shift Supervisor Desk Procedure Manual.

The specific changes are shown below.

A copy of the procedure can be found at:

http://www.ercot.com/mktrules/guides/procedures/index.html
1.3.3     ERCOT Hot line Conference Call Instructions (to trigger SSRG calls)
ERCOT will initiate a hot line conference call with Qualified Scheduling Entities (QSEs) and Transmission Operators (TOs) using the ERCOT conference bridge for the following reasons: 
· The Manager, System Operations, or designee, will provide an SSRG conference call number, and the associated date and time of the SSRG conference call, to the Shift Supervisor.  
· The Shift Supervisor is responsible for notifying all QSEs and TOs via a hotline call and requesting that they notify their SSRG designee of the scheduled SSRG conference call, and providing them the information needed to participate.

Threats and emergencies can be classified as, but are not limited to, the following four SSRG event-types:
1.   Internal to ERCOT: 
a. Physical Security: 

Verifiable attacks of sabotage, or threats of attacks of sabotage that could jeopardize the operation of physical equipment within the electrical boundaries of the ERCOT grid that have a direct affect on the reliability of the ERCOT grid.  This could be, but is not limited to, generation equipment, transmission equipment, and communication equipment.

b. Cyber Security:

Verifiable loss of control of the ERCOT EMS or MMS that is identified by EMMS Production Support as an actual or probable act of sabotage or the loss of control by any of the market participants EMS Systems that is reported to ERCOT as an act of sabotage. 

2.   External to ERCOT:

      a. Physical Security:

Verifiable attacks of sabotage, or threats of attacks of sabotage that could jeopardize the operation of physical equipment in any electrical sector outside of the boundaries of ERCOT.

b. Cyber Security:

Verifiable loss of control over the EMS System of any participant in the electrical sector outside of the boundaries of ERCOT that is identified as an actual or probable act of sabotage.  

3.   Pandemic 
4. Other unforeseen business continuity events (not to include grid instability)

When there is a change in the Threatcon Level or other emergency events occur and an SSRG conference call is required the Shift Supervisor will: 


Notify the ERCOT Manager, System Operations or designee.

Notify the ERCOT Director of ERCOT Security or designee.


See Phone Book on Shift Supervisors Desk for contact information.

The SSRG conference call may be used for System Security Response Group Notifications and as warranted by the Manager, System Operations.

· when there is a change in the Threatcon Level as identified on the Electric Sector Information Sharing and Analysis Center (ESISAC) website, www.esisac.com;

· to disseminate information and develop plans related to system emergencies and business continuity threats, 

· to conduct a quarterly test with the minimum objective of reviewing and updating the contact list. (test to be conducted in February, May, August and November) (see Section 1.3.4, Step 5)

The conference bridge will acknowledge each participant’s entry and departure from the conference call automatically.

Instructions on how to utilize the conference bridge:

The Manager, System Operations, or designee, will chair the conference call by dialing ext. xxxx or (xxx) xxx-xxxx.  This is an internal use only number; do not give it to the participants.  All other participants will dial (512) 225-7220.  Participants will be prompted to state their name when entering the bridge and ERCOT will be notified when they enter/depart.  There are 32 ports available 24/7 for System Operations.

	1.3.5   Disseminating Information 

	Step #
	Procedural Steps

	NOTE:
	The SSRG e-mail exploder list is used to disseminate information to the SSRG members of the ERCOT Region when an SSRG conference call is not necessary. 

	NOTE:
	The Reliability Coordinator Information System (RCIS) is used to disseminate information to other RCs in NERC.

	1
	Types of incidents could include but are not limited to the following:

· Copper thefts

· Substation break-in
· Vandalism
· Malicious mischief
· Suspicious photos
· Potential Sabotage (cyber or physical)


	2
	Once notified by a QSE or TO of an incident, determine the following:

· “Theft of property” or a “potential sabotage event”
· Verify that local Law Enforcement Agencies (LEAs) have been notified. 


	3
	If “theft of property” can be reasonably determined and the event is not related to a sabotage  type activity:
· Post on the RCIS under “CIP Free form”
· Send an SSRG e-mail
Ensure that the communications state that local law enforcement agencies have been notified and that the event is not a form of sabotage.

	4
	If “potential sabotage event” can be reasonably determined:
· Notify the Director or Manager of ERCOT Security. 
· Post on the RCIS, use the “Dept Homeland Security Form”
· Follow procedure 1.3.3 to initiate an SSRG conference call



	2.1.6     Notification of a Protective Relay or Equipment Failure Report

	Step #
	Procedural Steps

	NOTE:
	NERC Standard PRC-001-1 R2.2 states “If a protective relay or equipment failure reduces system reliability, the Transmission Operator shall notify its Reliability Coordinator and affected Transmission Operators and Balancing Authorities.  The Transmission Operator shall take corrective action as soon as possible.”

	1
	Notify the on-call engineer as soon as possible when notified that a protective relay or equipment failure reduces system reliability and there is no back-up protective relay available.   

	2
	After notification from a TO or QSE, NOTIFY by e-mail:

· OPS Support Engineering 

· OPS Planning
· 
· Shift Supervisors
The subject line of the e-mail should read “Protective Relay or Equipment Failure.”
Include in the e-mail:

· Entity Name

· Brief description

· Contact information

· Any significant information

	3
	The TO or QSE may e-mail a “Mis-Operation Relay form”, forward to the above identified e-mail address.

	4
	Log information available in the Log as time permits


	2.2.9    Texas RE Event Analysis 

	
	Procedural Steps

	
	WHEN a significant event (see NOTE: below) occurs, within one hour
· complete the form located in Attachment B “Texas RE Event Analysis Form”
· E-mail to distribution group entitled “TRE Event.”
· The subject line of the e-mail should read “TRE Event.”

	NOTE:
	For purposes of this event analysis process, significant events include, but are not limited to, the following:

· Emergency Electric Curtailment Plan (“EECP”) implementation

· Emergency Notice issued
· Deployment of LaaRs
· Simultaneous loss of any combination of three generating units, transmission lines, and autotransformers (138 kV and above)

· Special Protection System (“SPS”) activation

· Remedial Action Plan (“RAP”) or Mitigation Plan (“MP”) implementation requiring load shedding

· Under frequency relay operations (or frequency deviations greater than 0.3 Hz from scheduled frequency)

· Sustained voltage deviations greater than 5% on 345 kV system

· First contingency security violations for significant transmission elements 
· Failure of computer systems at ERCOT, QSE, or TO (NOTE: Failure of backup systems or failover to backup systems is not a reportable event)
· Voltage collapse on portions of 138 kV or 345 kV system

· Loss of an ERCOT, QSE, or TO control center

· Black Start Plan initiation

· Uncontrollable loss of 150 MW or more of firm load shed for more than 15 minutes from a single incident

· ERCOT failure to meet NERC Performance Standards related to frequency control or transmission security

	NOTE:
	There are also DOE and several NERC reportable events that could trigger an investigation.  To report such an event, see section 2.2.10.


	2.2.14    Provide Advanced Notice of Diminishing Responsive Reserve 

	
	Procedural Steps

	PURPOSE:  
	Guidelines for issuing advance notice of diminishing Responsive Reserves.

	NOTE:
	Adjusted Responsive Reserve (ARR)

Reference Display: EMS, Generation Area Status, ADJ_RESPONS

	1
	IF Adjusted Responsive Reserve is equal to or less than 3000 MW:

· Issue an Advisory
· Update PUCT e-mail

	2
	IF Adjusted Responsive Reserve is equal to or less than 2500 MW:

· Issue an Alert
· Send a Communicator NXT message
· Update PUCT e-mail


	3
	When the alert for Adjusted Responsive Reserve has been canceled:
· Send a Communicator! NXT message
· Update PUCT e-mail

	4
	When the advisory for Adjusted Responsive Reserve has been canceled:

· Update PUCT e-mail
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