	

	



ERCOT Operations Bulletin 317
ERCOT has revised the Shift Supervisor Desk section of the Operating Procedure Manual.

This change updates section 1.3.3 regarding SSRG conference calls. Changes are based on OTF recommendations and the need to provide internal communication information.
1.3.3 ERCOT Conference Call Instructions (SSRG)

ERCOT will initiate a conference call with Operations Managers from Qualified Scheduling Entities (QSE’s) and Transmission Operators (TO’s) using the ERCOT conference bridge for the following reasons:

·  when there is a change in the Threatcon Level as identified on the Electric Sector Information Sharing and Analysis Center (ESISAC) website, www.esisac.com;

· to develop plans and disseminate information related to system emergencies and business continuity threats.
· to conduct a quarterly test with the objective of reviewing and updating the contact list. (test to be conducted in February, May, August and November)
Threats and emergencies can be classified as, but not limited to, the following:
Internal to ERCOT: 
Physical Security : 
Verifiable attacks or sabotage, or threats of attacks or sabotage, that could jeopardize the operation of physical equipment within the electrical boundaries of the ERCOT grid or in  neighboring control areas that have a direct affect on the reliability of the ERCOT grid.  This could be, but is not limited to generation equipment, transmission equipment, and communication equipment.
Cyber Security:

Verifiable loss of control of the ERCOT EMS / MMS that is identified by EMMS Production Support as an actual or probable act of sabotage or the loss of control by any of the market participants EMS Systems that is reported to ERCOT as an act of sabotage. 

External to ERCOT:

Physical Security:

Verifiable attacks or sabotage, or threats of attacks or sabotage, that could jeopardize the operation of physical equipment in any electrical sector outside of the boundaries of ERCOT.
Cyber Security:

Verifiable loss of control over the EMS System of any participant in the electrical sector outside of the boundaries of ERCOT that is identified as an actual or probable act of sabotage. 
Pandemic and other unforeseen events (not to include grid instability, copper theft, etc.)
When there is a change in the Threatcon Level or an emergency exists and an SSRG conference call is required the Shift Supervisor will: 

Notify the ERCOT Manager, System Operations or designee.

Notify the ERCOT Director, Security and Facilities or designee.

See Phone Book on Shift Supervisors Desk for contact information.
The conference call may be used for System Security Response Group Notifications and as warranted by the Manager, System Operations.

The Manager, System Operations , or designee, will provide a conference call number and, the date and time of the conference call, to the Shift Supervisor.  The Shift Supervisor is responsible for notifying all QSE’s and TO’s via a hotline call and request that they notify their Operations Manager, or designee, of the scheduled conference call and providing them the information needed to participate.

The conference bridge will acknowledge each participant’s entry and departure from the conference call automatically.

Instructions on how to utilize the conference bridge:

The Manager, System Operations, or designee, will chair the conference call by dialing ext. xxxx or xxxxxxxxxxx.  This is an internal use only number; do not give it to the participants.  All other participants will dial (512) 225-7220.  Participants will be prompted to state their names when entering the bridge and ERCOT will be notified when they enter/depart.  There are 32 ports available 24/7 for System Operations.

A copy of the procedure is available at

http://www.ercot.com/mktrules/guides/procedures/index.html
[image: image1.png]


[image: image2.png]









