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Overview 

This Manage Multi Factor Authentication (MFA) job aid provides guidance for 
PowerGADS users who need to configure, use, or update MFA to protect account 
access. 

It covers three core tasks: 

• Accessing Manage MFA through Account Management 
• Registering a passkey or Authenticator App 
• Removing a passkey or Authenticator App 

 

Prerequisite   
Users should complete Registering and Setting Up Your Stakeholder Login Account 
before using this job aid.  
 

Target Audience 

  

Audience Description 

Market Participant 
Users 

Users who need to register for, sign in to, or maintain 
access to the Stakeholder Login Portal to manage MFA 
and password. 
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Procedural Steps: Manage MFA – Passkey Registration 

To register your passkey, follow the steps below: 

 

1. On the PowerGADS home page, click Manage My Account. 

 

 

 

 

 

 

 

 

Note: This home page is illustrative and may look different based on your login 
application. 

2. Click Manage MFA. 
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3. The previously enrolled method will appear in light green color. 

4. Click Add MFA Method for passkey registration. 
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5. Click Register Passkey. 
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6. In the Enter verification code box, enter the 6-digit verification code from your 
Authenticator app. 

7. Click Submit. 
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8. Click Continue. 

 

 

 

 

 

 

 

 

 

 

 
9. Enter a display name for your passkey. 

10. Click Continue. 
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11. In the Windows Security pop-up that appears, click Continue to complete the 

passkey registration. 
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You will receive a confirmation message, indicating that the new authentication method 
was enrolled successfully. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
You will also receive a confirmation email indicating that your MFA enrollment was 
successful. 
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Procedural Steps: Manage MFA – Authenticator App Registration 

To register your Authenticator App, follow the steps below: 

1. On the PowerGADS home page, click Manage My Account. 

 

 

 

 

 

 

 

 

Note: This home page is illustrative and may look different based on your login 
application. 

2. Click Manage MFA. 
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3. Click Add MFA Method for Authenticator App registration. 
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4. Click Set Up Authenticator App. 
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5. Verify your Identity using your passkey. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

6. Enter your PIN. 
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7. A QR code will appear. Scan the QR code using the Authenticator App on your 

device, to register it. 

8. Click Next. 
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9. In the Enter verification code box, enter the 6-digit verification code from your 

Authenticator app. 

10. Click Submit. 
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You will receive a confirmation message, indicating that the new authentication method 
was enrolled successfully. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
You will also receive a confirmation email indicating that your MFA enrollment was 
successful. 
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Procedural Steps: Manage MFA – Remove Passkey 

To remove passkey from your MFA Method, follow the steps below: 

1. On the PowerGADS home page, click Manage My Account. 

 

 

 

 

 

 

 

 

Note: This home page is illustrative and may look different based on your login 
application. 

2. Click Manage MFA. 
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3. Click Remove MFA Method. 
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4. Click Passkey. 
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5. Click Yes, Remove Method to confirm the removal. 
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6. In the Enter verification code box, enter the 6-digit verification code from your 
Authenticator app. 

7. Click Submit. 
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After verifying your identity, a confirmation message appears, indicating that the new 
authentication method has been removed successfully. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
You will also receive a confirmation email indicating that your MFA was successfully 
removed from your account. 
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Procedural Steps: Manage MFA – Remove Authenticator App 

To remove the Authenticator App from your MFA method, follow the steps below: 

1. On the PowerGADS home page, click Manage My Account. 

 

 

 

 

 

 

 

 

Note: This home page is illustrative and may look different based on your login 
application. 

2. Click Manage MFA. 
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3. Click Remove MFA Method. 
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4. Click Authenticator App. 
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5. Click Yes, Remove Method to confirm the removal. 
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After verifying your identity, a confirmation message appears, indicating that the 
selected authentication method was removed successfully. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
You will also receive a confirmation email indicating that the authentication method was 
removed successfully. 
 
 
 
 
 

 

 

 

 

 

 

 

 



 

  

  
  
  

 
September 2026  28 
 

     

    

 

 

 

Further Support 

You have reached the end of the job aid.  

For assistance with the activities described in this job aid, please contact 
IAM2FutureReady@ercot.com for further support. 
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