NPRR Comments
	NPRR Number
	1334
	NPRR Title
	Revision to Cybersecurity Incident Notification

	
	

	
	

	Date of Decision
	July 14, 2026

	
	

	Submitter’s Information

	Name
	Constance McDaniel Wyman; Erin Rasmussen 

	E-mail Address
	cmcdanielwyman@aep.com; ejrasmussen@aep.com

	Company
	American Electric Power (AEPSC) (ETT and AEP Texas)

	Phone Number
	(512) 391-2966

	Market Segment
	Investor-Owned Utility (IOU)



	Comments


American Electric Power (AEPSC), for AEP Texas and ETT, appreciate the opportunity to provide formal comments regarding Nodal Protocol Revision Request (NPRR) 1334. These comments are filed on top of ERCOT’s original language, posted May 26, 2026. While we support timely notification of Cybersecurity Incidents that could impact ERCOT systems, and understand the driving geopolitical forces, AEPSC has concerns about the specific timelines and expansion of the reporting to include our vendors’ systems and believes the new 24-hour requirement throughout the NPRR could have unintended consequences, as elaborated upon below.
First, AEPSC believes that the expansion to include vendor systems and their environments could be difficult for Market Participants to implement and presents meaningful challenges to compliance. Paragraph (2) of Section 16.18 requires notification if an incident on a vendor’s system “…interfaces with the ERCOT Wide Area Network (WAN), the Market Information System (MIS), or any other ERCOT computer network or system…[or] [impacts] the Market Participant’s reliable operation or performance of its obligations under the Protocols, an Other Binding Document, or Agreement.” While AEPSC does require notification from its vendors of Cybersecurity Incidents on their systems, we don’t have an enforceable ability to require them to share details that would enable the determination required in paragraph (2)(a) of Section 16.18, or to make them provide the information that may be requested in updates by ERCOT regarding incidents covered under paragraphs (a) or (b). Additionally, in some instances vendors may be restricted in their ability to share this type of sensitive information while an investigation is on-going. 
Second, similarly, given the broad nature of the Protocols, Other Binding Documents, and the Agreement, it could be difficult to determine impacts, particularly within the initial 24-hour period after an incident is identified for AEPSC’s or its vendors’ systems. Regarding vendor systems, AEPSC contractually requires reporting of cybersecurity incidents, but the specified reporting time frames range between 24 and 72-hours, therefore, existing contracts create the inability to meet the proposed revision language, and vendors are not obligated to agree to new language. 
Regarding our own system, when a Cybersecurity Incident is identified, an analysis and investigation is undertaken to determine what has occurred, what is impacted, and what other systems could have been impacted. That analysis takes time to complete. AEPSC believes that if ERCOT institutes the proposed 24-hour timeline, it may cause Market Participants to report any incident by default, to meet the 24-hour requirement, even if the potential implication for ERCOT systems is minimal. Said differently, ERCOT may receive false positive reporting, that later turns out not to impact systems that interface with ERCOT or affect performance of operational obligations.
Last, AEPSC believes that the language proposed in this revision goes beyond North American Electric Reliability Corporation (NERC) Critical Infrastructure Protection (“CIP”)-8 requirements with regard to the reporting of Cybersecurity Incidents. NERC CIP-8 requires reporting of incidents that impact Bulk Electric System (“BES”) Cyber Systems, and this proposed language more broadly applies to “any…ERCOT computer network or system” This can create implementation challenges that stem from the broad nature of the language, or one Regional Transmission Organization having more stringent requirements than others. The most apparent challenge results from the fact that AEPSC operates across both ERCOT and the Eastern Interconnection, so where this language goes beyond NERC CIP requirements, we would have to bifurcate our systems and controls in this regard to comply with both sets of requirements. Similar to the 24-hour timing discussed above, this may result in an increased number of false positive reports in order to comply with the proposed Protocol language. To address these issues, and still receive the desired information, ERCOT may be able to mirror required notifications of the Electric Information Sharing and Analysis Center (E-ISAC) or the Deportment of Energy (DOE).
AEPSC offers the following language changes for consideration:
1. Alter the language in paragraph (2) of Section16.18 in one of the following ways:  
a. Preferred Option 1, reflected in the text below: revert the proposed 24-hours back to “as soon as practicable upon determination.” Additionally, remove the expansion to vendor’s systems by deleting the words “or it’s vendors” from paragraph (2) of Section 16.18.
b. Option 2, Insert the following words in the highlighted location below: “As soon as practicable upon determination of a Cybersecurity Incident on a Market Participant’s computer network or system that interfaces with an ERCOT computer network or system, the Market Participant shall notify ERCOT, but no later than within the initial 24-hour period after the earlier of (i) the Market Participant's implementation of its incident response procedures in response to a Cybersecurity Incident, or (ii) the time the Market Participant became aware, or reasonably should have become aware, of a Cybersecurity Incident, on the Market Participant's or its vendor's computer network or system, where such network or system directly supports the Market Participant's registered ERCOT market functions or its interconnection with the ERCOT WAN or MIS, and where such determination of a Cybersecurity Incident is on:” 
2. Replace the phrase “foreseeably jeopardize” with “degrade” throughout the NPRR. 
AEPSC appreciates the opportunity to comment and requests ERCOT's consideration of these recommendations.
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[bookmark: _Toc73847662][bookmark: _Toc118224377][bookmark: _Toc118909445][bookmark: _Toc205190238]2.1	DEFINITIONS
Definitions are supplied for terms used in more than one Section of the Protocols.  If a term is used in only one Section, it is defined there at its earliest usage.
Cybersecurity Contact
The person, desk, or hotline designated by an Entity, as set forth in Section 16, Registration and Qualification of Market Participants, that is the primary point of contact for communications between the registered Entity and ERCOT with respect to Cybersecurity Incidents.  A Market Participant may designate a temporary Cybersecurity Contact for a particular Cybersecurity Incident pursuant to Section 16.189, Cybersecurity Incident Notification.
Cybersecurity Incident
A malicious or suspicious act that compromises or disrupts a computer network or system that could foreseeably jeopardizedegrade the reliability or integrity of the ERCOT System, a Resource or any other ERCOT System Infrastructure, or ERCOT’s ability to perform the functions of an independent organization under the Public Utility Regulatory Act (PURA).

[bookmark: _Toc70591679][bookmark: _Toc148960916][bookmark: _Toc175159208][bookmark: _Toc214886979]16.18	Cybersecurity Incident Notification
(1)	Each Market Participant shall designate and maintain a Cybersecurity Contact for communications with ERCOT with respect to Cybersecurity Incidents.  Registered Market Participants shall use the Notice of Change of Information form, as provided for in Section 23, Form E, Notice of Change of Information, to designate a Cybersecurity Contact, and maintain updated Cybersecurity Contact information.
(2)	As soon as practicable upon determination of a Cybersecurity Incident on a Market Participant’s computer network or system that interfaces with an ERCOT computer network or system, the Market Participant shall notify ERCOT.  after determination of a Cybersecurity Incident on.:
(a)	The Market Participant’s computer network or system that interfaces with the ERCOT Wide Area Network (WAN), the Market Information System (MIS), or any other ERCOT computer network or system; or
(b)	The Market Participant’s computer network or system that could degrade the Market Participant’s reliable operation or performance of its obligations under the Protocols, an Other Binding Document, or Agreement.
(3)	For purposes of this section, in the event a Market Participant delegates authority to an agent, the Market Participant shall ensure that the agent is obligated to notify the Market Participant, as soon as practicable , upon upon the agent’s discovery of a Cybersecurity Incident on the agent’s computer network or system that either interfaces with an ERCOT computer network or system or could degrade the Market Participant’s reliable operation or performance of its obligations under the Protocols, an Other Binding Document, or Agreement. 
(4)	A Market Participant shall notify ERCOT, as soon as practicable within the initial 24-hour period after, upon the agent’s notification to the Market Participant of a Cybersecurity Incident on the agent’s computer network or system that interfaces with an ERCOT computer network or system or could degrade the Market Participant’s reliable operation or performance of its obligations under the Protocols, an Other Binding Document, or Agreementfor the purpose of transacting with ERCOT on behalf of the Market Participant.  If a Market Participant’s agent is also registered with ERCOT as a Market Participant, only the agent is required to notify ERCOT about thereport a Cybersecurity Incident on its computer network or system that interfaces with an ERCOT computer network or system to ERCOT or could degrade the Market Participant’s reliable operation or performance of its obligations under the Protocols, an Other Binding Document, or Agreement.  The failure of an agent to notify the Market Participant of a Cybersecurity Incident shall not constitute a violation of this section if the Market Participant can demonstrate that a reporting mandate exists in a contract between the Market Participant and its agent.  If the agent is also registered with ERCOT as a Market Participant, then the agent’s failure to notify the Market Participant will constitute a violation of this section by the agent.
(5)	In order to notify ERCOT of a Cybersecurity Incident, Market Participants shall submit a Notice of Cybersecurity Incident (Section 23, Form O, Notice of Cybersecurity Incident) to NCSI@ercot.com.  If, as a result of the Cybersecurity Incident, a Market Participant is unable to securely send the Notice of Cybersecurity Incident to ERCOT, the Market Participant shall call the ERCOT HelpDesk at (512) 248-6800 and/or its Client Service Representative to request a secure means for sending the Notice of Cybersecurity Incident to ERCOT.
(a)	A Market Participant may designate a temporary cCybersecurity cContact for a particular Cybersecurity Incident by providing contact information for such individual in the Notice of Cybersecurity Incident form submitted to ERCOT. Should a Market Participant designate a temporary cCybersecurity cContact in its Notice of Cybersecurity Incident, ERCOT will direct communications concerning that particular Cybersecurity Incident to the temporary cCybersecurity cContact.
(b)	Following initial notification, the Market Participant shall provide ERCOT with updated information concerning the Cybersecurity Incident as it becomes available, and upon ERCOT’s request, until ERCOT provides written notice to Market Participant that information regarding the Cybersecurity Incident is no longer needed.  To the extent practicable, the Notice of Cybersecurity Incident form shall be used to provide ERCOT with updated information.
(6)	In the event ERCOT determines that a Cybersecurity Incident may materially impact computer networks or systems of ERCOT and/or Market Participants, ERCOT shall issue a Market Notice to all Market Participants with general information concerning the Cybersecurity Incident.  ERCOT may utilize and include the information contained in a Notice of Cybersecurity Incident in a Market Notice to all Market Participants, except that in no event shall the Market Notice contain information identifiable to a specific Market Participant or ERCOT Critical Energy Infrastructure Information (ECEII).
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