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Oncor Electric Delivery Company LLC (Oncor) submits these comments to Nodal Protocol Revision Request (NPRR) 1334, Revision to Cybersecurity Incident Notification, posted by ERCOT on May 26, 2026.  Oncor has identified six key concerns with NPRR1334 in its current form, and proposes the following changes be made to the NPRR: 
1. Remove the reference to “other ERCOT System Infrastructure” from the Cybersecurity Incident definition;
2. Remove the proposed 24-hour reporting obligation; 
3. Clarify that the relevant determination is one made by the Market Participant; 
4. Remove obligations that extend to incidents on a vendor’s system;
5. Remove the reporting requirement tied to Cybersecurity Incidents that foreseeably jeopardize a Market Participant’s performance of its obligations under the Protocols, an Other Binding Document, or Agreement; and
6. Modify the manner in which ERCOT will use information contained in a Market Participant’s Notice of Cybersecurity Incident.
These issues are described in further detail below.
1. Reference to “ERCOT system Infrastructure” in the Cybersecurity Incident definition


The definition of Cybersecurity Incident should not include ERCOT System Infrastructure.  The proposed change in Section 2.1, Definitions, to the definition of Cybersecurity Incident will expand Market Participants’ notification obligations under Section 16.18, Cybersecurity Incident Notification, in addition to the proposed changes to Section 16.18 that will increase those obligations.  Oncor’s current notification obligation under Section 16.18 is tied to incidents that could foreseeably jeopardize the reliability or integrity of the ERCOT System (meaning the interconnected power system that is under the jurisdiction of the Public Utility Commission of Texas (PUCT) and that is not synchronously interconnected with either the Eastern Interconnection or the Western Electricity Coordinating Council).[footnoteRef:1]  This NPRR’s proposal to add “or any other ERCOT System Infrastructure” to the definition of “Cybersecurity Incident” in Section 2.1 would result in the notification obligation becoming much broader, now extending to distribution facilities.[footnoteRef:2]  For example, the revised definition could extend to an incident that could foreseeably jeopardize the reliability or integrity of a feeder on Oncor’s distribution system, even if Oncor does not foresee that the incident will ultimately impact the reliability or integrity of the overall ERCOT System.  The broadened notification obligation under this change to the definition should not be adopted.  Not only would it result in a more onerous notification obligation for Market Participants, but it would yield a greater volume of notifications that ERCOT must review, even though some of those notifications will not involve incidents that are expected to impact the reliability or integrity of the ERCOT System (and thus may be of little value or relevance to ERCOT).  [1:  See the definition of ERCOT System in Section 2.1.]  [2:  See the definition of ERCOT System Infrastructure in Section 2.1, which includes “[t]he Transmission Facilities, distribution facilities, Resources, Settlement Only Generators (SOGs), and Emergency Response Service (ERS) Resources that comprise the ERCOT System and the physical and virtual cyber assets used to control the ERCOT System.”] 

At the very most, only the specific components comprising ERCOT System Infrastructure that ERCOT believes, if jeopardized, would pose a significant concern to the ERCOT System should be added to the definition of Cybersecurity Incident (such as, perhaps, a certain subset of transmission substations or transmission lines, but certainly not distribution facilities). Oncor’s recommendation, however, is that no additional components or items except for “a Resource” be added to this definition, because doing so would result in reports of incidents that impact the Market Participant only and do not impact the ERCOT System.
2. Proposed 24-hour reporting obligation 
Section 16.18 should not impose a 24-hour notification obligation, and the “as soon as reasonably practicable upon determination” language should remain unchanged.  In paragraphs (2) to (4) of Section 16.18 of the NPRR, the proposal to change the timeframe for notifying ERCOT from “as soon as practicable upon determination of a Cybersecurity Incident” to “as soon as practicable within the initial 24-hour period after determination of a Cybersecurity Incident” is a significant change with which Market Participants may struggle to comply.  The first 24-hour period after determination of a Cybersecurity Incident is often a dynamic, all-hands-on-deck period of time during which personnel must quickly “triage” an incident to stop further occurrence of the incident, identify the extent of the impacts caused by the incident, and mitigate those impacts as quickly as possible using work-around solutions or other measures.  The proposed notification window of 24 hours after determination would require the Market Participant to perform yet another time-consuming task when resources are most thinly stretched.  Such an immediate reporting period will detract from the Market Participant’s efforts to address the Cybersecurity Incident at hand and its efforts to mitigate any impacts flowing from the incident in the critical period of the first 24 hours.  It will divert important resources by requiring several employees to work around the clock to determine how the incident could foreseeably impact both the ERCOT System and the Market Participant’s own systems, networks, assets, and obligations, and the determination of whether the incident rises to the level that must be reported to ERCOT under Section 16.18 will require a judgment call that most likely will need to be made by multiple personnel.  It would be unduly burdensome, and potentially infeasible, to accomplish this within 24 hours, especially when attention is focused on handling the Cybersecurity Incident.  This proposed revision could also result in a Market Participant making a notification that is not particularly effective or that is unintentionally incomplete or incorrect.  This is because entities often know so little in the early stages of an incident, and additional information that is collected after the 24-hour mark may alter the Market Participant’s understanding of the extent and consequences of the incident.  
Furthermore, the proposed 24-hour requirement could potentially lead to two extremes, both of which are undesirable:  first, some Market Participants might feel it is necessary to slow down their processes for determining if a Cybersecurity Incident has occurred so that the determination can be based on a greater degree of certainty about the specific extent and impacts of the incident, due to the fact that once the determination is made, the 24-hour notification clock begins; second, other Market Participants may err on the side of over-disclosing by notifying ERCOT of all incidents that pose even a remote chance of meeting the definition of a Cybersecurity Incident and/or the criteria of Section 16.18, because they would rather notify ERCOT out of an abundance of caution of every incident that may or may not meet those criteria than stopping its incident response processes to make the “could foreseeably jeopardize” determination in the 24-hour window (which, in turn, could inundate and overwhelm ERCOT with notifications about incidents that do not actually pose a concern to ERCOT).  Oncor, therefore, suggests that the current notification timeframe remain unchanged (i.e., “as soon as reasonably practicable upon determination”).  If, despite the concerns raised herein, a specified time window is added to Section 16.18, then Oncor strongly suggests that either: (a) the definition of Cybersecurity Incident should be modified to encompass something narrower and more definitive than an act that “could foreseeably jeopardize” the reliability or integrity of the ERCOT System (for example, an act that “is likely to jeopardize” the reliability or integrity of the ERCOT System would cast a slightly narrower net); or (b) the notification requirement in 16.18 should be modified so that it only applies to a subset of Cybersecurity Incidents (for example, it would slightly narrow the notification requirements to pin the notification on a Market Participant’s determination of a Cybersecurity Incident that is likely to have negative, significant impacts on ERCOT’s computer networks or systems).
3. The relevant determination should be one made by the Market Participant;
Section 16.18 should clarify that the relevant determination is the Market Participant’s determination of a Cybersecurity Incident, not the vendor’s determination.  If, despite the concerns discussed below, vendors remain within the scope of either proposed paragraph (2)(a) or (b) of Section 16.18, then Oncor requests that paragraph (2) of Section 16.18 make expressly clear that the notification requirement stems from “the Market Participant’s determination of a Cybersecurity Incident…” rather than just a “determination of a Cybersecurity Incident.”  Otherwise, the revised protocol could be interpreted to mean that the 24-hour notice requirement is triggered by the vendor’s determination, regardless of when or if the information is conveyed to the relevant Market Participant(s).  A vendor could determine that there has been an incident impacting its network or system that rises to the level of Cybersecurity Incident days or weeks before that vendor actually discloses this information to the Market Participant for whom the vendor provides services; perhaps, even, the vendor may never disclose it to the Market Participant.  
4. Obligations that extend to incidents on a vendor’s system 
Section 16.18 should not impose notification obligations tied to Cybersecurity Incidents occurring on a third-party vendor’s system.  Oncor is concerned with its ability to comply with the proposal under this NPRR that extends the notification requirement to incidents impacting a Market Participant’s vendor’s computer network or system, especially with respect to proposed paragraph (2)(b) of Section 16.18.  On the one hand, assuming the vendor actually communicates the necessary information to the Market Participant, it would require a fairly straightforward “yes” or “no” type of analysis to determine whether a Cybersecurity Incident has occurred on a vendor’s computer network or system that interfaces with the ERCOT Wide Area Network (WAN), Market Information System (MIS), or any other ERCOT computer network or system, as referenced in proposed paragraph (2)(a) of Section 16.18.  On the other hand, it would be a much more complex and subjective inquiry to determine whether a Cybersecurity Incident on a vendor’s network or system could foreseeably jeopardize the Market Participant’s performance of obligations under the Protocols, an Other Binding Document, or Agreement, as contemplated in proposed paragraph (2)(b) of Section 16.18.  If and when the vendor discloses information concerning the incident to a Market Participant like Oncor, it would then take a considerable amount of time to communicate with the impacted vendor to determine the scope and likely impacts of the incident that occurred on the vendor’s network or system.  Oncor would need to wait until the vendor is able and willing to share details about how long the expected impacts to the vendor’s network or system are anticipated to last, whether patches or other solutions are able to be implemented to mitigate impacts of the incident, and other critical pieces of information before Oncor will even be able to begin the analysis of whether the incident could foreseeably jeopardize Oncor’s reliable operation or performance of its obligations under the Protocols, an Other Binding Document, or Agreement. The vendor (which is unlikely to be a Market Participant itself) could be unaware of the Market Participant’s obligations under those documents, and it could take a considerable amount of discussion and analysis between the Market Participant and the vendor to subjectively determine whether they believe a Cybersecurity Incident meets the criteria in paragraph (2)(b) of Section 16.18.  Again, this time-consuming and arduous process would have to be undertaken at the same time the vendor and Market Participant should be focusing their attention and resources on ending the incident and mitigating impacts of the incident.  There are also confidentiality concerns if Oncor must disclose information related to a vendor’s operations, network, or systems, especially when ERCOT and the PUCT have no regulatory authority over the vendor.  For instance, a Market Participant’s contractual arrangement with a particular third-party vendor could require that the Market Participant first provide a certain amount of prior notice to the vendor before the Market Participant is permitted to disclose information concerning that vendor and/or that the Market Participant provide time for the vendor to secure protection of that information.  For these reasons, Oncor recommends that the notification requirement in Section 16.18 not be amended to extend to Cybersecurity Incidents on third-party vendors’ systems.  
5. Reporting requirement tied to Cybersecurity Incidents that foreseeably jeopardize a Market Participant’s performance of its obligations under the Protocols, an Other Binding Document, or Agreement 
Section 16.18 should not impose a subjective notification obligation tied to obligations under the Protocols, an Other Binding Document, or Agreement.  Even if the proposed 24-hour reporting window is removed (and especially if it is not), Oncor is concerned with the proposed expansion of the notification obligation under paragraph (2)(b) of Section 16.18 that requires notification of a Cybersecurity Incident that “could foreseeably jeopardize the Market Participant’s reliable operation or performance of its obligations under the Protocols, an Other Binding Document, or Agreement.”  Oncor’s concerns are based on the unduly burdensome amount of time and personnel, and the level of guess work, that would be required to make this determination (an inherently subjective determination) with respect to all of its many obligations under the ERCOT Nodal Protocols, the various Other Binding Documents, and the Agreements Oncor currently operates under that have been entered under applicable portions of Section 22 of the Nodal Protocols.   Under this proposed change to Section 16.18, it is Oncor’s understanding that a Market Participant like Oncor would need to do a Protocol-by-Protocol review (and the same for Other Binding Documents and its Agreements) to assess whether it could foreseeably be unable (which some might interpret to mean it is reasonably possible that it will be unable) to perform each and every obligation therein and provide ERCOT with a list of those that the Market Participant may not be able to meet.  This burdensome obligation would require the Market Participant to identify anticipated Protocol violations based on speculation to some degree, as there are several unknowns once a Market Participant has identified the occurrence of a Cybersecurity Incident.  In many cases, this proposed revision would require the Market Participant to attempt to anticipate obligations that it may not be able to perform before the Market Participant has been able to fully identify the extent of the impacts stemming from the incident at hand.  Additionally, while Oncor acknowledges that the phrase “could foreseeably jeopardize” is included in the current definition of a Cybersecurity Incident under Protocol Section 2.1, this phrase introduces a large degree of speculating and hypothesizing on the Market Participant’s part.  Introducing this phrase “could foreseeably jeopardize” a second time by including it in one of the notification obligations (specifically, the obligation under paragraph (2)(b) of Section 16.18) would require an even greater level of guess work as a Market Participant works through the exercise of analyzing hypotheticals that could potentially impact its ability to perform its various obligations under the Protocols, Other Binding Documents, and Agreements.  Oncor also respectfully questions whether a Market Participant’s best guess as to whether a Cybersecurity Incident could foreseeably jeopardize its obligation under one or more Protocols, Other Binding Documents, or Agreements would yield information that is particularly helpful to ERCOT in the midst of a Cybersecurity Incident.  Instead, Oncor believes the most useful information to ERCOT would be information concerning Cybersecurity Incidents that are determined to be likely to impact the ERCOT System, which would be captured by the current requirement for Market Participants to notify ERCOT of Cybersecurity Incidents that occur on a Market Participant’s network or system that interfaces with an ERCOT computer network or system.  For these reasons, Oncor suggests deleting proposed paragraph (2)(b) of Section 16.18. 
6. The manner in which ERCOT will use information contained in a Market Participant’s Notice of Cybersecurity Incident.
ERCOT should maintain the confidentiality of Protected Information submitted in notifications, and paragraph (6) of Section 16.18 should not provide for the notification itself to be disclosed in a broadly distributed Market Notice.  The proposed changes to paragraph (6) of Section 16.18 could potentially have a negative impact on reliability.  These changes would permit ERCOT to include information contained in a Market Participant’s Notice of Cybersecurity Incident in a Market Notice that is sent by ERCOT indiscriminately to all Market Participants.  A Notice of Cybersecurity Incident, however, could reveal current weak points or vulnerabilities on a Market Participant’s system, such as protective systems or equipment that have been rendered temporarily offline or ineffective or that have been made vulnerable to further attacks.   Or, it could reveal impacts to a vendor’s system that negatively impact not just the system of the disclosing Market Participant but systems belonging to other Market Participants as well.  All of this information could be exploited by anyone seeking to wreak further havoc on the ERCOT System or a particular piece of infrastructure within the ERCOT System.  The disclosure of this information broadly to all Market Participants could also compromise the impacted Market Participant’s investigation into the source of the incident, the offender, or the means by which the incident was accomplished.  Disclosure of the specific vendor impacted and details on the vendor’s incident or breach to all Market Participants also appears to provide no additional benefit or value.  Oncor, therefore, suggests that paragraph (6) of Section 16.18 expressly state that ERCOT will maintain the confidentiality of Protected Information when using information contained in a Notice of Cybersecurity Incident for purposes of a Market Notice, that paragraph (6) of Section 16.18 not contemplate the inclusion of a Market Participant’s Notice of Cybersecurity Incident itself in a Market Notice, and that it state that ERCOT will not reveal the identity of any particular vendor (if this protocol is extended to Cybersecurity Incidents on a vendor’s system, as proposed in this NPRR).  Additionally, paragraph (6) of Section 16.18 should state that if ERCOT determines that there are risks with sharing any of the information contained in a Notice of Cybersecurity Incident that would likely outweigh any expected benefit from sharing that information, then ERCOT may refrain from issuing a Market Notice concerning the Cybersecurity Incident.
Oncor looks forward to discussing these issues during upcoming Protocol Revision Subcommittee meetings.
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