Nodal Protocol Revision Request
	NPRR Number
	1334
	NPRR Title
	Revision to Cybersecurity Incident Notification 

	Date Posted
	May 26, 2026

	
	

	Requested Resolution 
	Normal 

	Nodal Protocol Sections Requiring Revision 
	2.1, Definitions
16.18, Cybersecurity Incident Notification

	Related Documents Requiring Revision/Related Revision Requests
	None

	Revision Description
	This Nodal Protocol Revision Request (NPRR) expands the scope of Cybersecurity Incidents and requires a Market Participant to notify ERCOT upon determination of a Cybersecurity Incident on:
(1) The Market Participant’s vendor’s computer network or system that interfaces with the ERCOT Wide Area Network (WAN), the Market Information System (MIS), or any other ERCOT computer network or system; or
(2) The Market Participant’s or its vendor’s computer network or system that could foreseeably jeopardize the Market Participant’s reliable operation under the Protocols, an Other Binding Document, or Agreement.

	Reason for Revision
	[image: ]  Strategic Plan Objective 1 – Be an industry leader for grid reliability and resilience
[image: ]  Strategic Plan Objective 2 - Enhance the ERCOT region’s economic competitiveness with respect to trends in wholesale power rates and retail electricity prices to consumers
[image: ]  Strategic Plan Objective 3 - Advance ERCOT, Inc. as an independent leading industry expert and an employer of choice by fostering innovation, investing in our people, and emphasizing the importance of our mission
[image: ]  General system and/or process improvement(s)
[image: ]  Regulatory requirements
[image: ]  ERCOT Board/PUCT Directive

(please select ONLY ONE – if more than one apply, please select the ONE that is most relevant)

	Justification of Reason for Revision and Market Impacts
	The increased risk of cybersecurity intrusions into systems and assets of the electric market has created a need for increased measures to protect the reliability and integrity of the ERCOT System and market operations. Accordingly, this NPRR seeks to provide ERCOT with awareness of cybersecurity impacts and vulnerabilities to systems and networks that either interface with ERCOT or could foreseeably jeopardize the Market Participant’s reliable operation under the Protocols, an Other Binding Document, or Agreement. The revisions proposed in this NPRR will help mitigate and prevent damage to ERCOT and Market Participant networks and systems alike.



	Opinions

	Credit Review
	To be determined

	Independent Market Monitor Opinion
	To be determined

	ERCOT Opinion
	ERCOT supports the approval of NPRR1334.

	ERCOT Market Impact Statement
	ERCOT Staff has reviewed NPRR1334 and believes expanding the scope of Cybersecurity Incidents provides ERCOT with awareness of cybersecurity impacts and vulnerabilities to systems and networks that either interface with ERCOT or could foreseeably jeopardize the Market Participant’s reliable operation under the Protocols.



	[bookmark: _Hlk154568842]Sponsor

	Name
	Douglas Fohn; Drew Bonser

	E-mail Address
	douglas.fohn@ercot.com; drew.bonser@ercot.com 

	Company
	ERCOT

	Phone Number
	512-275-7447; 512-248-6997

	Cell Number
	

	Market Segment
	Not Applicable



	Market Rules Staff Contact

	Name
	Elizabeth Morales

	E-Mail Address
	elizabeth.morales@eroct.com 

	Phone Number
	210-420-1722



	Proposed Protocol Language Revision



[bookmark: _DEFINITIONS][bookmark: _Toc73847662][bookmark: _Toc118224377][bookmark: _Toc118909445][bookmark: _Toc205190238]2.1	DEFINITIONS
Definitions are supplied for terms used in more than one Section of the Protocols.  If a term is used in only one Section, it is defined there at its earliest usage.
Cybersecurity Contact
The person, desk, or hotline designated by an Entity, as set forth in Section 16, Registration and Qualification of Market Participants, that is the primary point of contact for communications between the registered Entity and ERCOT with respect to Cybersecurity Incidents.  A Market Participant may designate a temporary Cybersecurity Contact for a particular Cybersecurity Incident pursuant to Section 16.189, Cybersecurity Incident Notification.
Cybersecurity Incident
A malicious or suspicious act that compromises or disrupts a computer network or system that could foreseeably jeopardize the reliability or integrity of the ERCOT System, a Resource or any other ERCOT System Infrastructure, or ERCOT’s ability to perform the functions of an independent organization under the Public Utility Regulatory Act (PURA).

[bookmark: _Toc70591679][bookmark: _Toc148960916][bookmark: _Toc175159208][bookmark: _Toc214886979]16.18	Cybersecurity Incident Notification
(1)	Each Market Participant shall designate and maintain a Cybersecurity Contact for communications with ERCOT with respect to Cybersecurity Incidents.  Registered Market Participants shall use the Notice of Change of Information form, as provided for in Section 23, Form E, Notice of Change of Information, to designate a Cybersecurity Contact, and maintain updated Cybersecurity Contact information.
(2)	As soon as practicable upon determination of a Cybersecurity Incident on a Market Participant’s computer network or system that interfaces with an ERCOT computer network or system, the Market Participant shall notify ERCOT. A Market Participant shall notify ERCOT as soon as practicable within the initial 24-hour period after determination of a Cybersecurity Incident on:
(a)	The Market Participant’s or its vendor’s computer network or system that interfaces with the ERCOT Wide Area Network (WAN), the Market Information System (MIS), or any other ERCOT computer network or system; or
(b)	The Market Participant’s or its vendor’s computer network or system that could foreseeably jeopardize the Market Participant’s reliable operation or performance of its obligations under the Protocols, an Other Binding Document, or Agreement.
(3)	For purposes of this section, in the event a Market Participant delegates authority to an agent, the Market Participant shall ensure that the agent is obligated to notify the Market Participant, as soon as practicable within the initial 24-hour period , upon the agent’s discovery of a Cybersecurity Incident on the agent’s computer network or system that either interfaces with an ERCOT computer network or system or could foreseeably jeopardize the Market Participant’s reliable operation or performance of its obligations under the Protocols, an Other Binding Document, or Agreement. 
(4)	A Market Participant shall notify ERCOT, as soon as practicable within the initial 24-hour period after, upon the agent’s notification to the Market Participant of a Cybersecurity Incident on the agent’s computer network or system that interfaces with an ERCOT computer network or system or could foreseeably jeopardize the Market Participant’s reliable operation or performance of its obligations under the Protocols, an Other Binding Document, or Agreementfor the purpose of transacting with ERCOT on behalf of the Market Participant.  If a Market Participant’s agent is also registered with ERCOT as a Market Participant, only the agent is required to notify ERCOT about thereport a Cybersecurity Incident on its computer network or system that interfaces with an ERCOT computer network or system to ERCOT or could foreseeably jeopardize the Market Participant’s reliable operation or performance of its obligations under the Protocols, an Other Binding Document, or Agreement.  The failure of an agent to notify the Market Participant of a Cybersecurity Incident shall not constitute a violation of this section if the Market Participant can demonstrate that a reporting mandate exists in a contract between the Market Participant and its agent.  If the agent is also registered with ERCOT as a Market Participant, then the agent’s failure to notify the Market Participant will constitute a violation of this section by the agent.
(5)	In order to notify ERCOT of a Cybersecurity Incident, Market Participants shall submit a Notice of Cybersecurity Incident (Section 23, Form O, Notice of Cybersecurity Incident) to NCSI@ercot.com.  If, as a result of the Cybersecurity Incident, a Market Participant is unable to securely send the Notice of Cybersecurity Incident to ERCOT, the Market Participant shall call the ERCOT HelpDesk at (512) 248-6800 and/or its Client Service Representative to request a secure means for sending the Notice of Cybersecurity Incident to ERCOT.
(a)	A Market Participant may designate a temporary cCybersecurity cContact for a particular Cybersecurity Incident by providing contact information for such individual in the Notice of Cybersecurity Incident form submitted to ERCOT. Should a Market Participant designate a temporary cCybersecurity cContact in its Notice of Cybersecurity Incident, ERCOT will direct communications concerning that particular Cybersecurity Incident to the temporary cCybersecurity cContact.
(b)	Following initial notification, the Market Participant shall provide ERCOT with updated information concerning the Cybersecurity Incident as it becomes available, and upon ERCOT’s request, until ERCOT provides written notice to Market Participant that information regarding the Cybersecurity Incident is no longer needed.  To the extent practicable, the Notice of Cybersecurity Incident form shall be used to provide ERCOT with updated information.
(6)	In the event ERCOT determines that a Cybersecurity Incident may materially impact computer networks or systems of ERCOT and/or Market Participants, ERCOT shall issue a Market Notice to all Market Participants with general information concerning the Cybersecurity Incident.  ERCOT may utilize and include the information contained in a Notice of Cybersecurity Incident in a Market Notice to all Market Participants, except that in no event shall the Market Notice contain information identifiable to a specific Market Participant or ERCOT Critical Energy Infrastructure Information (ECEII).
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