PRS Report

	NPRR Number
	1150
	NPRR Title
	Related to NOGRR230, WAN Participant Security

	Date of Decision
	May 10, 2023

	Action
	Recommended Approval

	Timeline 
	Normal

	Proposed Effective Date
	To be determined

	Priority and Rank Assigned
	To be determined

	Nodal Protocol Sections Requiring Revision 
	2.1, Definitions

2.2, Acronyms and Abbreviations

16.2.1, Criteria for Qualification as a Qualified Scheduling Entity

	Related Documents Requiring Revision/Related Revision Requests
	Nodal Operating Guide Revision Request (NOGRR) 230, WAN Participant Security

	Revision Description
	This Nodal Protocol Revision Request (NPRR) adds a requirement in Section 16.2.1 that states if a Qualified Scheduling Entity (QSE) represents a Resource Entity, Emergency Response Service (ERS) Resource, or another QSE and receives or transmits Wide Area Network (WAN) Data, as that term is defined in Section 2.1, then it must maintain connection to a Secure Private Network (SPN) as described in Nodal Operating Guide Section 7, Telemetry and Communication.
This NPRR also adds two definitions (‘Wide Area Network (WAN)’ and ‘Wide Area Network (WAN) Participant’) which were previously located in the Nodal Operating Guide Section 1.4, Definitions.

	Reason for Revision
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  Addresses current operational issues.
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  Meets Strategic goals (tied to the ERCOT Strategic Plan or directed by the ERCOT Board).
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  Market efficiencies or enhancements
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  Administrative
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  Regulatory requirements
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  Other:  (explain)

(please select all that apply)

	Business Case
	This NPRR accompanies NOGRR230 which addresses requirements relating to the WAN Participants and the use of an SPN. 

	PRS Decision
	On 10/13/22, PRS voted to table NPRR1150.  There was one abstention from the Consumers (Occidental) Market Segment.  All Market Segments participated in the vote.

On 11/11/22, PRS voted unanimously to table NPRR1150 and refer the issue to the Reliability and Operations Subcommittee (ROS).  All Market Segments participated in the vote.

On 5/10/23, PRS voted to recommend approval of NPRR1150 as amended by the 4/20/23 ERCOT comments.  There was one abstention from the Investor Owned Utility (IOU) (Lone Star Transmission) Market Segment.  All Market Segments participated in the vote.

	Summary of PRS Discussion
	On 10/13/22, participants reviewed NPRR1150’s 10/12/22 ERCOT comments and requested that NPRR1150 be tabled in anticipation of further discussion regarding NOGRR230 at the November 7, 2022 ROS meeting.  

On 11/11/22, participants reviewed NPRR1150’s 10/24/22 ERCOT, 10/26/22 ERCOT, and 11/4/22 ACES comments and requested that NPRR1150 be tabled and referred to ROS in anticipation of continued NOGRR230 discussion.

On 5/10/23, participants reviewed the 4/20/23 ERCOT comments and noted the May 4, 2023 ROS vote to recommend approval of NOGRR230 as amended by the 4/20/23 ERCOT comments.


	Opinions

	Credit Group Review
	To be determined

	Independent Market Monitor Opinion
	To be determined

	ERCOT Opinion
	To be determined

	ERCOT Market Impact Statement
	To be determined


	Sponsor

	Name
	Mike Allgeier

	E-mail Address
	Michael.Allgeier@ercot.com

	Company
	ERCOT

	Phone Number
	512-248-4750

	Cell Number
	

	Market Segment
	Not Applicable


	Market Rules Staff Contact

	Name
	Jordan Troublefield

	E-Mail Address
	Jordan.Troublefield@ercot.com

	Phone Number
	512-248-6521


	Comments Received

	Comment Author
	Comment Summary

	ERCOT 101222
	Clarified that the “network” referenced in paragraph (1)(c) of Section 16.2.1 is the ERCOT WAN and removed the reference to the WAN in paragraph (1)(n) because the WAN requirement does not necessarily apply to all the Entities listed in that Section

	ERCOT 102422
	Relocated four definitions from the Nodal Operating Guide Section 1.4 to Section 2.1 in association with NOGRR230’s 10/24/22 ERCOT comments

	ERCOT 102622
	Rebuilt ERCOT’s 10/24/22 ERCOT comments on top of previously-submitted 10/12/22 ERCOT comments and struck a reference made to the Nodal Operating Guide Section 1.4 located in paragraph (1)(n) of Protocol Section 16.2.1

	ACES 110422
	Proposed the use of multiple secure Internet connections as a more reliable method of mitigating Denial of Service (DoS) and Distributed Denial of Service (DDoS) attacks and added a new definition, “Secure Dual Homed Internet” (SDHI), to Section 2.1

	ROS 120722
	Requested PRS continue to table NPRR1150

	ERCOT 042023
	Aligned Protocol language with new NOGRR230 4/20/23 ERCOT comments which allow use of other networks than an SPN if the network provides equivalent protection against internet DoS or DDoS attacks


	Market Rules Notes


Please note the baseline language in the following Section(s) has been updated to reflect the incorporation of the following NPRR(s) into the Protocols:

· NPRR1127, Clarification of ERCOT Hotline Uses (incorporated 12/1/22)

· Section 16.2.1
Please note that the following NPRR(s) also propose revisions to the following

section(s):
· NPRR1067, Market Entry Qualifications, Continued Participation Requirements, and Credit Risk Assessment
· Section 16.2.1
· NPRR1162, Single Agent Designation for a QSE and its Sub-QSEs for Voice Communications over the ERCOT WAN
· Section 16.2.1

· NPRR1165, Revisions to Requirements of Providing Audited Financial Statements and Providing Independent Amount
· Section 16.2.1
	Proposed Protocol Language Revision


2.1
DEFINITIONS

Secure Private Network (SPN)

A network that is utilized to transmit Wide Area Network (WAN) Data between a Resource and WAN Participant, including any portions of the network that are owned or controlled by intermediate Entities.  The SPN must utilize network service vendors that provide a service level agreement for the network and the components of the SPN shall not utilize the Internet.  The SPN infrastructure must be designed to avoid outages relating to a Denial of Service (DoS) or Distributed Denial of Service (DDoS) attacks that may affect a Market Participant’s Internet-connected equipment.  Examples of an SPN would include dedicated connections such as Multi-Protocol Label Switching (MPLS), Time Division Multiplexing Digital Signal 1 (TDM DS1), Metro Ethernet, or other networks that do not rely upon the Internet and are approved by ERCOT’s telecommunications and security groups. 
Wide Area Network (WAN)
The WAN is a fully redundant, highly available network designed for Real-Time data transport and used by ERCOT and WAN Participants to communicate and exchange certain data as described in Nodal Operating Guide Section 7, Telemetry and Communication.
Wide Area Network (WAN) Data

Any data that has been received from or will be transmitted to ERCOT across the WAN in the format of Inter-Control Center Communication Protocol (ICCP) Data or Resource-Specific Extensible Markup Language (XML) Data. 
Wide Area Network (WAN) Participant

A Transmission Operator (TO), Qualified Scheduling Entity (QSE) representing a Resource, QSE representing an Emergency Response Service (ERS) Resource, Data Agent-Only QSE (designated under ERCOT’s QSE Agency Agreement form), or other Market Participant that is required under the ERCOT Protocols to gather, transmit, or exchange Inter-Control Center Communication Protocol (ICCP) Data, Resource-Specific Extensible Markup Language (XML) Data, or any of the operational voice data described in Nodal Operating Guide Section 7.1, ERCOT Wide Area Network.
2.2
ACRONYMS AND ABBREVIATIONS
SPN

Secure Private Network
16.2.1
Criteria for Qualification as a Qualified Scheduling Entity 

(1)
To become and remain a Qualified Scheduling Entity (QSE), an Entity must meet the following requirements:

(a)
Submit a properly completed QSE application for qualification, including any applicable fee, necessary disclosures, and designation of Authorized Representatives, each of whom is responsible for administrative communications with the QSE and each of whom has enough authority to commit and bind the QSE and the Entities it represents;

(b)
Sign a Standard Form Market Participant Agreement; 

(c)
Sign any required Agreements relating to use of the ERCOT Wide Area Network (WAN), software, and systems;

(d)
Demonstrate to ERCOT’s reasonable satisfaction that the Entity is capable of performing the functions of a QSE; 

(e)
Demonstrate to ERCOT’s reasonable satisfaction that the Entity is capable of complying with the requirements of all ERCOT Protocols and Operating Guides; 

(f)
Satisfy ERCOT’s creditworthiness and capitalization requirements as set forth in this Section, unless exempted from these requirements by Section 16.17, Exemption for Qualified Scheduling Entities Participating Only in Emergency Response Service;

(g)
Be generally able to pay its debts as they come due.  ERCOT may request evidence of compliance with this qualification only if ERCOT reasonably believes that a QSE is failing to comply with it;

(h)
Provide all necessary bank account information and arrange for Fedwire system transfers for two-way confirmation; 

(i)
Be financially responsible for payment of Settlement charges for those Entities it represents under these Protocols;

(j)
Comply with the backup plan requirements in the Operating Guides; 

(k)
Maintain a 24-hour, seven-day-per-week scheduling center with qualified personnel for the purposes of communicating with ERCOT relating to Day-Ahead and Operating Day exchange of market and operational obligations in representing Load, Resources, and market positions.  Those personnel must be responsible for operational communications and must have sufficient authority to commit and bind the QSE and the Entities that it represents.  This requirement applies to QSE Level 2, 3, and 4, as defined in Section 2.1, Definitions;
(l)        Maintain a scheduling center for the hours of 0900 to 1700 Central Prevailing Time (CPT) on Business Days with qualified personnel for the purposes of communicating with ERCOT relating to Day-Ahead and Operating Day exchange of market and operational obligations in representing Load, Resources, and market positions.  Those personnel must be responsible for operational communications and must have sufficient authority to commit and bind the QSE and the Entities that it represents.  This requirement applies to QSE Level 1, as defined in Section 2.1;
(m)
Demonstrate and maintain a working functional interface with all required ERCOT computer systems; 
(n)
Allow ERCOT, upon reasonable notice, to conduct a site visit to verify information provided by the QSE; and

(o)
If a QSE represents a Resource Entity, Emergency Response Service (ERS) Resource, or another QSE and receives or transmits Wide Area Network (WAN) Data, it must maintain connection to a Secure Private Network (SPN) or equivalent network as described in Nodal Operating Guide Section 7.1.2, WAN Participant Responsibilities.  
(2)
If a QSE chooses to use Electronic Data Interchange (EDI) transactions to receive Settlement Statements and Invoices, it must participate in and successfully complete testing as described in Section 19.8, Retail Market Testing, before starting operations with ERCOT as a QSE.

(3)
A QSE or QSE applicant must be able to demonstrate to ERCOT’s reasonable satisfaction that none of its Principals were or are Principals of any Entity with an outstanding payment obligation that remains owing to ERCOT under any Agreement or these Protocols.  For purposes of this Section, ERCOT will only consider disqualifying those Principals of the QSE or QSE applicant who were Principals of the other Entity at a time during which the unpaid financial obligation remained owing to ERCOT or during the 120-day period prior to the date on which the unpaid financial obligation first became due and owing to ERCOT.

(4)
If any of a QSE’s or QSE applicant’s Principals were or are Principals of a terminated Market Participant with an obligation for Default Uplift Ratio Share allocated under Section 9.19.1, Default Uplift Invoices, the terminated Market Participant must be current on all payment obligations for Default Uplift Invoices in order for the QSE to remain, or QSE applicant to become, a registered QSE.  For purposes of this Section, ERCOT will only consider as disqualifying those Principals of the QSE or QSE applicant who were Principals of the other Entity at a time during which the other Entity was not current on its payment obligation for Default Uplift Invoices or 120 days prior to the date the other Entity first failed to pay a Default Uplift Invoice.

(5)
A QSE shall promptly notify ERCOT of any change that a reasonable examiner may deem material to the QSE’s ability to continue to meet the requirements set forth in this Section, and any material change in the information provided by the QSE to ERCOT that may adversely affect the reliability or safety of the ERCOT System or the financial security of ERCOT.  This includes any changes in the Principals of the QSE.  If the QSE fails to so notify ERCOT of such change within two Business Days after becoming aware of the change, then ERCOT may, after providing notice to each Entity represented by the QSE, refuse to allow the QSE to perform as a QSE and take any other action ERCOT deems appropriate, in its sole discretion, to prevent ERCOT or Market Participants from bearing potential or actual risks, financial or otherwise, arising from those changes, and in accordance with these Protocols.  

(6)
Subject to the following provisions of this paragraph, a QSE may partition itself into any number of subordinate QSEs (“Subordinate QSEs”).  If a single Entity requests to partition itself into more than four Subordinate QSEs, ERCOT may implement the request subject to ERCOT’s reasonable determination that the additional requested Subordinate QSEs will not be likely to overburden ERCOT’s staffing or systems.  ERCOT shall adopt an implementation plan allowing phased-in registration for these additional Subordinate QSEs in order to mitigate system or staffing impacts.  However, ERCOT may not unreasonably delay that registration. 

(7)
Each Subordinate QSE must be treated as an individual QSE for all purposes including communications and control functions except for liability, financial security, and financial liability requirements under this Section.  That liability, financial security, and financial liability is cumulative for all Subordinate QSEs for the single Entity signing the QSE Agreement.    

(8)
Continued qualification as a QSE is contingent upon compliance with all applicable requirements in these Protocols.  ERCOT may suspend a QSE’s rights as a Market Participant when ERCOT reasonably determines that it is an appropriate remedy for the Entity’s failure to satisfy any applicable requirement.
(9)
Each QSE, or its designated QSE agent, representing one or more Resources shall be connected to the ERCOT Wide Area Network (WAN) and maintain 24-hour, seven-day-per-week operations and Hotline communications with ERCOT.  Each QSE representing one or more Resources shall answer each QSE Hotline call.
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