PUCT Report
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	239
	NOGRR Title
	WAN Data Protection Responsibilities

	Date of Decision
	May 12, 2022

	Action
	Approved

	Timeline
	Urgent

	Effective Date
	July 1, 2022

	Priority and Rank Assigned
	Not Applicable

	Nodal Operating Guide Sections Requiring Revision 
	7.1, ERCOT Wide Area Network

	Related Documents Requiring Revision/Related Revision Requests
	None

	Revision Description
	This Nodal Operating Guide Revision Request (NOGRR) adds language to Section 7.1 to delineate the responsibilities of providing security for data transmitted between ERCOT, Qualified Scheduling Entities (QSEs), and Transmission Operators (TOs) as follows:

· Establishes the “handoff” of data transmitted between ERCOT and QSEs/TOs to be at the ERCOT-managed router located at each Wide Area Network (WAN) Participant’s WAN demarcation point;
· Establishes that ERCOT will manage data encryption keys for data transmitted between ERCOT and the ERCOT-managed router located at each WAN Participant’s WAN demarcation point; and 
· Establishes that QSEs and TOs are responsible for any data protection downstream of the ERCOT-managed router located at each WAN Participant’s WAN demarcation point.

	Reason for Revision
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  Addresses current operational issues.
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  Meets Strategic goals (tied to the ERCOT Strategic Plan or directed by the ERCOT Board).
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  Market efficiencies or enhancements
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  Administrative
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  Regulatory requirements
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  Other:  (explain)

(please select all that apply)

	Business Case
	North American Electric Reliability Corporation (NERC) Reliability Standard CIP-012-1, Cyber Security – Communications between Control Centers, requires applicable NERC-registered entities to have and implement a plan to mitigate the risks posed by unauthorized disclosure and unauthorized modification of Real-Time assessment and Real-Time monitoring data while being transmitted between control centers. The plan must include: (1) identification of security protection used; (2) identification of where security protection is applied; and (3) identification of the responsibilities for applying security protection if the control centers are owned or operated by different entities.

This NOGRR addresses part (3) to define responsibilities for data transmitted between ERCOT and NERC-registered Generator Operators/Transmission Operators. This ensures that all entities that are subject to NERC Reliability Standard CIP-012-1 requirements have a uniform understanding that the “handoff” of data transmitted between ERCOT and QSEs/TOs occurs at the ERCOT-managed router located at each WAN Participant’s WAN demarcation point.

This NOGRR will assist certain entities in developing their plans required by NERC Reliability Standard CIP-012-1. 

This NOGRR does not prescribe the manner or location of data protection for data transmitted outside of the ERCOT-managed WAN. 

Please note that this NOGRR needed in order to comply with NERC Reliability Standard CIP-012-1, which becomes effective July 1, 2022. 

	ROS Decision
	On 2/7/22, ROS voted unanimously to table NOGRR239.  All Market Segments participated in the vote.

On 3/3/22, ROS voted to recommend approval of NOGRR239 as submitted.  There was one abstention from the Independent Generator (Luminant) Market Segment.  All Market Segments participated in the vote.

On 4/7/22, ROS voted to grant NOGRR239 Urgent status, and to endorse and forward to TAC the 3/3/22 ROS Report and 1/19/22 Impact Analysis for NOGRR239.  There was one abstention from the Independent Generator (Luminant) Market Segment.  All Market Segments participated in the vote. 

	Summary of ROS Discussion
	On 2/7/22, ERCOT Staff provided an overview of NOGRR239.  Participants requested additional time for review of the issues.

On 3/3/22, participants noted that no comments had been filed in the month since NOGRR239 was tabled.

On 4/7/22, participants reviewed the 1/19/22 Impact Analysis and discussed granting NOGRR239 Urgent status to advance the item to the 4/13/22 TAC meeting.

	TAC Decision
	On 4/13/22, TAC voted to recommend approval of NOGRR239 as recommended by ROS in the 4/7/22 ROS Report with a recommended effective date of July 1, 2022.  There was one abstention from the Independent Generator (Luminant) Market Segment.  All Market Segments participated in the vote.

	Summary of TAC Discussion
	On 4/13/22, there was no discussion.

	ERCOT Opinion
	ERCOT supports approval of NOGRR239.

	ERCOT Market Impact Statement
	ERCOT Staff has reviewed NOGRR239 and believes the market impact for NOGRR239 will assist certain entities in developing their plans required by NERC Reliability Standard CIP-012-1, Cyber Security – Communications between Control Centers by defining responsibilities for data transmitted between ERCOT and NERC-registered Generator Operators/Transmission Operators.

	PUCT Decision
	On 5/12/22, the PUCT approved NOGRR239 and accompanying ERCOT Market Impact Statement as presented in Project No. 52934, Review of Rules Adopted by the Independent Organization.


	Sponsor

	Name
	Jason Chambers

	E-mail Address
	Jason.Chambers@ercot.com

	Company
	ERCOT

	Phone Number
	512-248-4223

	Cell Number
	

	Market Segment
	Not Applicable


	Market Rules Staff Contact

	Name
	Brittney Albracht

	E-Mail Address
	Brittney.Albracht@ercot.com 

	Phone Number
	512-225-7027


	Comments Received

	Comment Author
	Comment Summary

	None
	


	Market Rules Notes


None
	Proposed Guide Language Revision


7.1
ERCOT Wide Area Network
(1)
ERCOT interfaces with Wide Area Network (WAN) Participants over the WAN.  ERCOT is responsible for the design, configuration, maintenance, and management of the communications network infrastructure required to support WAN connectivity.  This includes, but is not limited to, ERCOT issued routers, switches, and out-of-band management equipment.  The ERCOT WAN is a redundant, highly available network providing connectivity to ERCOT sites and each Market Participant site.  See Figure 1, ERCOT Wide Area Network Overview, in Section 7.1.2, WAN Participant Responsibilities.
(2)
The primary purpose of the ERCOT WAN is to facilitate Transmission Control Protocol/Internet Protocol (TCP/IP) connectivity between ERCOT and WAN Participants for exchange of: 
(a)
Inter-Control Center Communications Protocol (ICCP) Data, including but not limited to Real-Time telemetry data for wholesale operations, frequency control, and transmission security; and 

(b)
Applications Programming Interface (API) data, including but not limited to, Resource-Specific Extensible Markup Language (XML) Data, such as market operations, operating plans, Outage requests, or Dispatch instructions. 
(3)       The ERCOT WAN is also used to facilitate dedicated voice communication between ERCOT and Market Participants.
(4)
Data exchanged between ERCOT and WAN Participants shall use the ERCOT WAN for the following types of data:

(a)
ICCP Data;

(b)
Resource-Specific XML Data; and
(c)
Operational voice communications for both normal and emergency use.  The ERCOT WAN includes support for, but not limited to, off-premise exchanges (OPX) with ERCOT’s control facilities and the ERCOT Hotlines.
(5)
ERCOT may approve conditional use of other forms of data exchange or communications for exchange of the types of data listed in paragraph (4) above when a WAN Participant loses their connection to the ERCOT WAN.  A WAN Participant may use the Internet as a tertiary communication path if the ERCOT WAN and backup communication paths are both unavailable. 

(6)
WAN Participants shall sign the ERCOT Private WAN Agreement in the current form required by ERCOT as a condition to be granted access to the WAN. 

(7)
A Qualified Scheduling Entity (QSE) representing a Resource or a QSE representing an Emergency Response Service (ERS) Resource may designate another QSE (including a Data Agent-Only QSE, as provided in ERCOT Protocol Section 16.2.1.1, Data Agent-Only Qualified Scheduling Entities) as its agent for purposes of exchanging over the ERCOT WAN one or more of the types of data listed in paragraph (4) above. Such designation shall be made using the QSE Agency Agreement form.
(8)
ERCOT shall provide encryption and manage the related encryption keys for data transmitted between ERCOT and each ERCOT-managed router at each WAN Participant’s WAN demarcation point.  QSEs and TOs are responsible for providing security protection of data transmitted downstream from the ERCOT-managed router.
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