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	SCR Number
	
	SCR Title
	Operator Real Time Messaging During Emergency 

	Date Posted
	

	
	

	Requested Resolution 
	Normal 

	Supporting Protocol or Guide Sections/Related Documents
	

	System Change Description
	This System Change Request (SCR) builds on the ERCOT Hotline communication process by developing a web-based (e.g. Google Chrome; Microsoft Edge) platform supporting real-time, bi-directional, “Send-Review” messaging between ERCOT Operators and Transmission Operators (TOs) during emergency event coordination.
The tool will support one-to-one or one-to-many communications.

The messaging system will log and store communications so parties stay current during the emergency event and for review subsequent to the emergency.



	Reason for Revision
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  Addresses current operational issues.
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  Meets Strategic goals (tied to the ERCOT Strategic Plan or directed by the ERCOT Board).
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  Market efficiencies or enhancements
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  Administrative
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  Regulatory requirements
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  Other:  (explain)

(please select all that apply)

	Business Case
	The tool provides an improvement to the VDI interaction and communication between entities restoring the system or to prevent and or mitigate an emergency event. The real-time messaging text communication allows for more efficient and effective communication between the Reliability Coordinator and the TO’s or between TO’s for some types of communications.  The messaging tool platform could allow for multiple additional useful communications such as during a blackstart restoration by allowing ERCOT and Transmission Operators to maintain contact and stay current on actions being taken.

The Hotline communication tool could still be used as necessary although the messaging tool will result in a reduction of calls and reduced time spent on the phone issuing and receiving emergency operations and load shed instructions. 
Compliance risk associated with issuing verbal instructions and required 3 part communications will also be reduced.

An in-house real-time messaging  system is leveraged by the Southwest Power Pool (SPP) and proven successful for managing load shed events and proved beneficial in managing the Winter Storm Uri emergency event.  SPP plans for expanding messaging tool.


	Sponsor

	Name
	Dennis Kunkel and David Mercado

	E-mail Address
	dkkunkel@aep.com / david.mercado@centerpointenergy.com

	Company
	American Electric Power Service Corporation / CenterPoint Energy Houston Electric, LLC

	Phone Number
	361-289-4003 / 713-207-2252

	Cell Number
	361-813-4140 / 281.704.6567

	Market Segment
	Investor Owned Utility


	Market Rules Staff Contact

	Name
	

	E-Mail Address
	

	Phone Number
	


	Proposed System Change


Issue:

1. During any Emergency event, such as the recent EEA 3 event ERCOT provides Verbal Dispatch Instructions (VDIs) to Transmission Operators to support emergency operations communications/instructions, including instructions to shed load and  for the restoration of load.  

2. During Winter Storm Uri, AEP Texas Operators received over 4000 phone calls.  The number of calls can be overwhelming, especially during real time critical emergencies. 

3. Communications under a blackstart situation would be even more overwhelming while trying to communicate properly with all the different parties of the different island developments.  
4. Verbal communications often utilize predetermined scripts, however the operators must allow time for all of the TOs to connect to the hotline bridge, read out the script and have at least one TO repeat back the instruction to allow for 3 part communication. Operators are typically quickly taking notes and logging the communications in real time as well. The ability to quickly push these instructions out in written format will minimize the delivery time while having a written note/log as well.
5. AEP is part of four different islands and TO’s  may drop in and out of the ERCOT blackstart voice bridges due to taking other calls resulting in information exchange that will likely be lost. 

Resolution:
A new, secure, web based Real Time Messaging platform will be created that allows fast, effective operational messaging between ERCOT and the ERCOT Transmission Operators.  The ERCOT/TO Real Time  Messaging application will enable:

1. Reduction of phone calls as primary communication.
· If no response to message within 5 minutes, ERCOT follows up with call.

2. Provides a log of all messages so that if an Operator is pulled away a quick reference to the communications logged results in no information lost. 

3. All TOs can confirm receipt for a one to many hotline call vs currently just the one randomly selected TO.
4. The web-based application will allow all TOs to easily integrate with existing or easily accessible hardware and software.
5. ERCOT or TO’s can send or review messages similar to an internet based email exchange.

· ERCOT may establish a list of standard messages that are pre-populated to add efficiency.
· Low-Medium-High priority may be established to messages.

· The appliacation should provide the capability for a configuration setting or flag to drive a local auditory alarm for incoming messages to alert the Operator of a new communication.  The actual audible alarm will be the responsibility of each user to implement.
6. Every company can build/own templates and pre-defined texts.

7. Initially, messaging would be between ERCOT and TO’s.  

· ERCOT to establish validation criteria (i.e., MIS Secure certificate/role) exclusive to quailifed users

· Consistent with ECEII Protocols.

8. Can support more general information that does not require acknowledgement such as status updates.

9. Message retention for review during and following the emergency event and to support historic reports (exports) that can vary based on message type up to 13 calendar months. 
10. Messages roll-off of User Interface after a configurable set time (e.g. 2  days ) but still available for subsequent review of event event in a time stamped and historized archive.

11. Possibility would exist for expanding communications between TOs and Generators in the event of Black Start. 
12. The use of this messaging tool should be included as part of any ERCOT Emergency Operations training (e.g. Black Start Training) as appropriate, along with routine tests to ensure continued functionality.

13. Creates a platform for other future use cases such as but not limited to: ERCOT to QSE communications, protection system degradation, RTU/ICCP outages, SCADA/telemetry issues, Real-time Oscillations, large unit trip notifications, real time outage coordination/delays, etc..

14. Application may be hosted through WAN, internet, or both based on technical and security review during IA.
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