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1.3.1.1
Items Considered Protected Information 

(1)
Subject to the exclusions set out in Section 1.3.1.2, Items Not Considered Protected Information, and in Section 3.2.5, Publication of Resource and Load Information, “Protected Information” is information containing or revealing any of the following:

(a)
Base Points, as calculated by ERCOT.  The Protected Information status of this information shall expire 60 days after the applicable Operating Day;

(b)
Bids, offers, or pricing information identifiable to a specific Qualified Scheduling Entity (QSE) or Resource.  The Protected Information status of part of this information shall expire 60 days after the applicable Operating Day, as follows:

(i)
Ancillary Service Offers by Operating Hour for each Resource for all Ancillary Services submitted for the Day-Ahead Market (DAM) or any Supplemental Ancillary Services Market (SASM);

(ii)
The quantity of Ancillary Service offered by Operating Hour for each Resource for all Ancillary Service submitted for the DAM or any SASM; and

(iii)
Energy Offer Curve prices and quantities for each Settlement Interval by Resource.  The Protected Information status of this information shall expire within seven days after the applicable Operating Day if required to be posted as part of paragraph (5) of Section 3.2.5 and within two days after the applicable Operating Day if required to be posted as part of paragraph (7) of Section 3.2.5; 

(c)
Status of Resources, including Outages, limitations, or scheduled or metered Resource data.  The Protected Information status of this information shall expire 60 days after the applicable Operating Day;

(d)
Current Operating Plans (COPs).  The Protected Information status of this information shall expire 60 days after the applicable Operating Day;

(e)
Ancillary Service Trades, Energy Trades, and Capacity Trades identifiable to a specific QSE or Resource.  The Protected Information status of this information shall expire 180 days after the applicable Operating Day;

(f)
Ancillary Service Schedules identifiable to a specific QSE or Resource.  The Protected Information status of this information shall expire 60 days after the applicable Operating Day;

(g)
Dispatch Instructions identifiable to a specific QSE or Resource, except for Reliability Unit Commitment (RUC) commitments and decommitments as provided in Section 5.5.3, Communication of RUC Commitments and Decommitments.  The Protected Information status of this information shall expire 180 days after the applicable Operating Day;

(h)
Raw and Adjusted Metered Load (AML) data (demand and energy) identifiable to:

(i)
A specific QSE or Load Serving Entity (LSE).  The Protected Information status of this information shall expire 180 days after the applicable Operating Day; or

(ii)
A specific Customer or Electric Service Identifier (ESI ID);

(i)
Wholesale Storage Load (WSL) data identifiable to a specific QSE.  The Protected Information status of this information shall expire 180 days after the applicable Operating Day; 

(j)
Settlement Statements and Invoices identifiable to a specific QSE.  The Protected Information status of this information shall expire 180 days after the applicable Operating Day;

(k)
Number of ESI IDs identifiable to a specific LSE.  The Protected Information status of this information shall expire 365 days after the applicable Operating Day;

(l)
Information related to generation interconnection requests, to the extent such information is not otherwise publicly available.  The Protected Information status of certain generation interconnection request information expires as provided in Section 1.3.3, Expiration of Confidentiality;

	[NPRR902:  Replace paragraph (l) above with the following upon system implementation, but no earlier than July 1, 2020:]

(l)
Information related to generation interconnection requests, to the extent such information is not otherwise publicly available.  The Protected Information status of certain generation interconnection request information expires as provided in Section 1.3.1.4, Expiration of Protected Information Status;


(m)
Resource-specific costs, design and engineering data, including such data submitted in connection with a verifiable cost appeal;

(n)
Congestion Revenue Right (CRR) credit limits, the identity of bidders in a CRR Auction, or other bidding information identifiable to a specific CRR Account Holder.  The Protected Information status of this information shall expire as follows: 

(i)
The Protected Information status of the identities of CRR bidders that become CRR Owners and the number and type of CRRs that they each own shall expire at the end of the CRR Auction in which the CRRs were first sold; and

(ii)
The Protected Information status of all other CRR information identified above in item (n) shall expire six months after the end of the year in which the CRR was effective.

(o)
Renewable Energy Credit (REC) account balances.  The Protected Information status of this information shall expire three years after the REC Settlement period ends;

(p)
Credit limits identifiable to a specific QSE;

(q)
Any information that is designated as Protected Information in writing by Disclosing Party at the time the information is provided to Receiving Party except for information that is expressly designated not to be Protected Information by Section 1.3.1.2 or that, pursuant to Section 1.3.3, is no longer confidential; 

	[NPRR902:  Replace paragraph (q) above with the following upon system implementation, but no earlier than July 1, 2020:]

(q)
Any information that is designated as Protected Information in writing by Disclosing Party at the time the information is provided to Receiving Party except for information that is expressly designated not to be Protected Information by Section 1.3.1.2 or that, pursuant to Section 1.3.1.4, is no longer confidential; 


(r)
Any information compiled by a Market Participant on a Customer that in the normal course of a Market Participant’s business that makes possible the identification of any individual Customer by matching such information with the Customer’s name, address, account number, type of classification service, historical electricity usage, expected patterns of use, types of facilities used in providing service, individual contract terms and conditions, price, current charges, billing record, or any other information that a Customer has expressly requested not be disclosed (“Proprietary Customer Information”) unless the Customer has authorized the release for public disclosure of that information in a manner approved by the Public Utility Commission of Texas (PUCT).  Information that is redacted or organized in such a way as to make it impossible to identify the Customer to whom the information relates does not constitute Proprietary Customer Information;

(s)
Any software, products of software, or other vendor information that ERCOT is required to keep confidential under its agreements;

(t)
QSE, Transmission Service Provider (TSP), and Distribution Service Provider (DSP) backup plans collected by ERCOT under the Protocols or Other Binding Documents;

	[NPRR857:  Replace item (t) above with the following upon system implementation:]

(t)
QSE, Transmission Service Provider (TSP), Direct Current Tie Operator (DCTO), and Distribution Service Provider (DSP) backup plans collected by ERCOT under the Protocols or Other Binding Documents;


(u)
Direct Current Tie (DC Tie) information provided to a TSP or DSP under Section 9.17.2, Direct Current Tie Schedule Information; 

	[NPRR857:  Replace item (u) above with the following upon system implementation:]

(u)
Direct Current Tie (DC Tie) Schedule information provided to a TSP or DSP under Section 9.17.2, Direct Current Tie Schedule Information;


(v)
Any Texas Standard Electronic Transaction (TX SET) transaction submitted by an LSE to ERCOT or received by an LSE from ERCOT.  This paragraph does not apply to ERCOT’s compliance with: 

(i)
PUCT Substantive Rules on performance measure reporting; 

(ii)
These Protocols or Other Binding Documents; or 

(iii)
Any Technical Advisory Committee (TAC)-approved reporting requirements;

(w)
Information concerning a Mothballed Generation Resource’s probability of return to service and expected lead time for returning to service submitted pursuant to Section 3.14.1.9, Generation Resource Status Updates;

(x)
Information provided by Entities under Section 10.3.2.4, Reporting of Net Generation Capacity;

(y)
Alternative fuel reserve capability and firm gas availability information submitted pursuant to Section 6.5.9.3.1, Operating Condition Notice, Section 6.5.9.3.2, Advisory, and Section 6.5.9.3.3, Watch, and as defined by the Operating Guides;

(z)
Non-public financial information provided by a Counter-Party to ERCOT pursuant to meeting its credit qualification requirements as well as the QSE’s form of credit support; 

(aa)
ESI ID, identity of Retail Electric Provider (REP), and MWh consumption associated with transmission-level Customers that wish to have their Load excluded from the Renewable Portfolio Standard (RPS) calculation consistent with Section 14.5.3, End-Use Customers, and subsection (j) of P.U.C. Subst. R. 25.173, Goal for Renewable Energy;

(bb)
Generation Resource emergency operations plans and weatherization plans; 

(cc)     Information provided by a Counter-Party under Section 16.16.3, Verification of Risk Management Framework;

(dd)
Any data related to Load response capabilities that are self-arranged by the LSE or pursuant to a bilateral agreement between a specific LSE and its Customers, other than data either related to any service procured by ERCOT or non-LSE-specific aggregated data.  Such data includes pricing, dispatch instructions, and other proprietary information of the Load response product;

(ee)
Status of Settlement Only Generators (SOGs), including Outages, limitations, or scheduled or metered output data, except that ERCOT may disclose output data from an SOG as part of an extract or forwarded TX SET transaction provided to the LSE associated with the ESI ID of the Premise where the SOG is located.  The Protected Information status of this information shall expire 60 days after the applicable Operating Day;

	[NPRR829:  Replace paragraph (ee) above with the following upon system implementation:]

(ee)
Status of Settlement Only Generators (SOGs), including Outages, limitations, schedules, metered output data, or data telemetered for use in the calculation of Real-Time Liability (RTL) as described in Section 16.11.4.3.2, Real-Time Liability Estimate, except that ERCOT may disclose metered output data from an SOG as part of an extract or forwarded TX SET transaction provided to the LSE associated with the ESI ID of the Premise where the SOG is located.  The Protected Information status of this information shall expire 60 days after the applicable Operating Day;


(ff)
Any documents or data submitted to ERCOT in connection with an Alternative Dispute Resolution (ADR) proceeding.  The Protected Information status of this information shall expire upon ERCOT’s issuance of a Market Notice indicating the disposition of the ADR proceeding pursuant to paragraph (1) of Section 20.9, Resolution of Alternative Dispute Resolution Proceedings and Notification to Market Participants, except to the extent the information continues to qualify as Protected Information pursuant to another paragraph of this Section 1.3.1.1; and

(gg)
Reasons for and future expectations of overrides to a specific Resource’s High Dispatch Limit (HDL) or Low Dispatch Limit (LDL).  The Protected Information status of this information shall expire 60 days after the applicable Operating Day. 
(hh)
The information in fields (a)-(f) in a Declaration of Completion of Generation Resource Weatherization Preparations and Gas Pipeline Coordination for Natural Gas Generation Resources (Section 22, Attachment K) submitted to ERCOT in accordance with Section 3.21.1, Submission of Declaration of Gas Pipeline Coordination for Natural Gas Generation Resources for Summer Preparedness.  The Protected Information status of Resource Outage information shall expire as provided in paragraph (1)(c) of Section 1.3.1.1. 

	[NPRR928:  Insert paragraph (ii) below upon system implementation:]

(ii)
Information provided to ERCOT under Section 16.19, Cybersecurity Incident Notification, except that ERCOT may disclose general information concerning a Cybersecurity Incident in a Market Notice in accordance with paragraph (5) of Section 16.19 to assist Market Participants in mitigating risk associated with a Cybersecurity Incident. 


3.21
Submission of Emergency Operations Plans, Weatherization Plans, and Declarations of Summer and Winter Weather Preparedness

(1)
Each Resource Entity shall provide ERCOT a complete copy of the emergency operations plan for each Generation Resource under the Resource Entity’s control.  For any jointly owned Generation Resource, the emergency operations plan shall be submitted by the Master Owner designated in the Resource Registration process.  Each Resource Entity shall provide ERCOT with any updated versions of the emergency operations plan by June 1 for any updates made between November 1 and April 30, and by December 1 for any updates made between May 1 through October 31.  Resource Entities shall submit all plans and updates electronically.  This paragraph does not apply to any currently Mothballed Generation Resource. 

(2)
For each emergency operations plan submitted, a Resource Entity shall either specifically designate which portions of the plan address weatherization, or shall separately submit a weatherization plan.  At a minimum, the emergency operations plan or weatherization plan, as applicable, shall include a description of the Generation Resource’s practices and procedures undertaken in preparation for winter and summer weather and during specific occurrences of extreme weather.  If a weatherization plan is submitted separately, the Resource Entity shall provide ERCOT with any updated versions of this weatherization plan by June 1 for any updates made between November 1 and April 30, and by December 1 for any updates made between May 1 through October 31.  Resource Entities shall submit all such plans and updates electronically.  Notwithstanding the foregoing, for any Generation Resource for which ERCOT has expressed an intent to conduct a site visit to evaluate weather preparedness, a Resource Entity shall submit to ERCOT, within three Business Days of ERCOT’s request, its most recent weatherization plan or a listing of the portions of its most recent emergency operations plan that address weatherization.  Any plan or other information provided in response to an ERCOT request does not fulfill the Resource Entity’s obligation to submit that plan or information to ERCOT as otherwise required by this paragraph.
(3)
No earlier than November 1 and no later than December 1 of each year, each Resource Entity shall submit the declaration in Section 22, Attachment K, Declaration of Completion of Generation Resource Weatherization Preparations and Gas Pipeline Coordination for Natural Gas Generation Resources, to ERCOT stating that, at the time of submission, each Generation Resource under the Resource Entity’s control has completed or will complete all weather preparations required by the weatherization plan for equipment critical to the reliable operation of the Generation Resource during the winter Peak Load Season.  If the work on the equipment that is critical to the reliable operation of the Generation Resource is not complete at the time of filing the declaration, the Resource Entity shall provide a list and schedule of remaining work to be completed.  The declaration shall be executed by an officer or executive with authority to bind the Resource Entity.  This declaration shall not apply to any Generation Resource for any part of the above designated winter Peak Load Season for which the Resource Entity expects the Generation Resource to be mothballed, and a Resource Entity is not required to submit a declaration for any Generation Resource that is expected to be mothballed for the entire winter Peak Load Season.  However, if a Generation Resource was not included on the declaration because it was mothballed at the time the declaration was submitted and was not intended to be operational during the winter Peak Load Season, a Resource Entity shall provide the declaration for that Generation Resource prior to changing its status from mothballed to operational during the winter Peak Load Season.
(4)
No earlier than May 1 and no later than June 1 of each year, each Resource Entity shall submit the declaration in Section 22, Attachment K, to ERCOT stating that, at the time of submission, each Generation Resource under the Resource Entity’s control has completed or will complete all weather preparations required by the weatherization plan for equipment critical to the reliable operation of the Generation Resource during the summer Peak Load Season.  If the work on the equipment that is critical to the reliable operation of the Generation Resource is not complete at the time of filing the declaration, the Resource Entity shall provide a list and schedule of remaining work to be completed.  The declaration shall be executed by an officer or executive with authority to bind the Resource Entity.  This declaration shall not apply to any Generation Resource for any part of the summer Peak Load Season for which the Resource Entity expects the Generation Resource to be mothballed, and a Resource Entity is not required to submit a declaration for any Generation Resource that is expected to be mothballed for the entire summer Peak Load Season.  However, if a Generation Resource was not included on the declaration because it was mothballed at the time the declaration was submitted and was not intended to be operational during the summer Peak Load Season, a Resource Entity shall provide the declaration for that Generation Resource prior to changing its status from mothballed to operational during the summer Peak Load Season.

(5)
On or before January 15 each year, ERCOT shall report to the Public Utility Commission of Texas (PUCT) the names of Resource Entities failing to provide the declaration required by paragraph (3) above.  

(6)
On or before July 15 each year, ERCOT shall report to the PUCT the names of Resource Entities failing to provide the declaration required by paragraph (4) above.

3.21.1
Submission of Declaration of Gas Pipeline Coordination for Natural Gas Generation Resources for Summer Preparedness

(1)
No earlier than May 1 and no later than June 1 of each year, each Resource Entity that controls a Generation Resource that relies on natural gas as its primary fuel source shall submit the declaration in Section 22, Attachment K, Declaration of Completion of Generation Resource Weatherization Preparations and Gas Pipeline Coordination for Natural Gas Generation Resources, to ERCOT stating that the Resource Entity or Resource Entity’s Qualified Scheduling Entity (QSE) communicated in writing with the operator of each natural gas pipeline that is directly connected to its Generation Resource to coordinate planned pipeline activities to maximize the Generation Resource’s availability during the summer Peak Load Season of that year.  The declaration shall be executed by an officer or executive with the authority to bind the Resource Entity.  

(2)
If a Resource Entity is aware of an existing or expected activity or condition related to a natural gas pipeline directly connected to a Generation Resource that will cause a Generation Resource to be unavailable, in whole or in part, then the Resource Entity shall report such Outage or derate in the ERCOT Outage Scheduler in accordance with Section 3.1, Outage Coordination. 

(3)
If a Resource Entity is uncertain whether an existing or expected activity or condition related to a natural gas pipeline directly connected to a Generation Resource of which it is aware will cause the Generation Resource to take an Outage but the natural gas pipeline activity or condition materially increases the risk of the Generation Resource being unavailable during the summer Peak Load Season, then the Resource Entity shall disclose the risk in the declaration contained in Section 22, Attachment K.  The Resource Entity shall use its reasonable judgment in determining whether there is a material increase in the risk of unavailability.

(4)
If, after the Resource Entity has submitted its declaration in accordance with this section, any of the previously disclosed information changes or a Resource Entity, or Resource Entity’s QSE, receives new information an existing or expected activity or condition related to a natural gas pipeline directly connected to a Generation Resource that materially increases the risk of the Generation Resource being unavailable during the summer Peak Load Season, then the Resource Entity shall disclose that information to ERCOT as soon as practicable.  The Resource Entity shall use its reasonable judgment in determining whether there is a material increase in the risk of unavailability.  When notifying ERCOT as required under this paragraph, the Resource shall utilize the following procedures:  

(a) 
If the activity or condition will occur in more than 48 hours, then the Resource Entity shall provide written notice by sending an email, disclosing the information addressed by fields (a)-(f) of Section 22, Attachment K, to the email address designated by ERCOT.  No further notice to ERCOT is required under this paragraph after sending the email at least 48 hours in advance of the pipeline outage or inspection.

(b) 
If the activity or condition will occur in less than 48 hours, then the Resource Entity, through its Single Point of Contact, shall disclose the information address by fields (ad)-(f) of Section 22, Attachment K by calling the ERCOT control room before activity or condition occurs.  Within five days of calling the ERCOT control room, the Resource Entity shall document the information by sending an email to the email address designated by ERCOT. 

(5)
On or before July 15 each year, ERCOT shall report to the PUCT the names of Resource Entities failing to provide the declaration required by paragraph (1) above.

ERCOT Nodal Protocols
Section 22

Attachment K:  Declaration of Completion of Generation Resource Weatherization Preparations and Gas Pipeline Coordination for Natural Gas Generation Resources
TBD
Declaration of Completion of Generation Resource Weatherization Preparations and Gas Pipeline Coordination for Natural Gas Generation Resources
Peak Load Season: 
  Winter: December 20    through February 20   
  Summer: June 20    through September 20   
Resource Entity (or Entities): Resource Entity (or Entities)
This declaration applies to the following Generation Resources (list by Resource Site Code): 

Generation Resource(s)
Disclosure by Natural Gas Generation Entities of Existing or Expected Pipeline Activities or Conditions That May Affect Generation Resource Availability in the Summer Peak Load Season. 
Please disclose the following information: 
(a) 
the pipeline that will experience the activities or conditions, if known: 
(b)
the operator of the pipeline that will experience the activities or conditions, if known: 
(c) 
the reason for the pipeline activities or conditions, if known: 
(d) 
the impacts that the activities or conditions might have on the Generation Resource’s availability (e.g., derate or Off-line), if known: 
(e) 
the time period during which the activities or conditions are anticipated to occur, including the expected duration of the activities or conditions, if known: 
(f) 
other information: 
I hereby attest that all weatherization preparations for equipment critical to the reliable operation of each of the above-listed Generation Resources during the time period stated above are complete or will be completed, as required by the weatherization plan applicable to each Generation Resource.  Any outstanding weatherization preparations are summarized in the attached document and include the name of the Generation Resource, a brief description of the remaining weatherization task(s) if any, and an associated target completion date for each task.
If this declaration is submitted for Resource Entities that rely on natural gas as their primary fuel source, then I hereby attest that each of those Resource Entities has coordinated either directly or through the Resource Entity’s Qualified Scheduling Entity (QSE), as required pursuant to ERCOT Protocols Section 3.21.1, with the operator of each natural gas pipeline that is directly connected to the applicable Generation Resource listed above regarding the summer Peak Load Season stated above.  I further attest that, if applicable all existing and expected natural gas pipeline activities and conditions of which the Generation Entities are aware and that in their reasonable judgment materially increase the risk of a Generation Resource being unavailable during the Summer Peak Load Season have been identified above, as required pursuant to ERCOT Protocols Section 3.21.1.
By signing below, I certify that I am an officer or authorized executive of each Resource Entity listed above, that I am authorized to execute and submit this declaration on behalf of each Resource Entity listed above, and that, to the best of my knowledge, the statements contained herein are true and correct.

______________________________________

Signature

______________________________________

Name

______________________________________

Title

______________________________________

Date
PAGE  
997NPRR-03 PUCT Comments 021220     
 Page 10 of 13
PUBLIC


