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	NPRR Number
	928
	NPRR Title
	Cybersecurity Incident Notification

	Date of Decision
	November 20, 2019

	Action
	Recommended Approval

	Timeline 
	Normal

	Proposed Effective Date
	Upon system implementation

	Priority and Rank Assigned
	Not Applicable

	Nodal Protocol Sections Requiring Revision 
	1.3.1.1, Items Considered Protected Information

1.3.4, Protecting Disclosures to the PUCT and Other Governmental Authorities

1.3.5, Notice Before Permitted Disclosure

1.3.6, Exceptions

2.1, Definitions

16.19, Cybersecurity Incident Notification (new) 

Section 23, Form A, Congestion Revenue Right (CRR) Account Holder Application for Registration

Section 23, Form B, Load Serving Entity (LSE) Application for Registration

Section 23, Form E, Notice of Change of Information

Section 23, Form G, QSE Application and Service Filing for Registration Form

Section 23, Form I, Resource Entity Application for Registration

Section 23, Form J, Transmission and/or Distribution Service Provider Application for Registration

Section 23, Form M, Independent Market Information System Registered Entity (IMRE) Application for Registration

Section 23, Form O, Notice of Cybersecurity Incident (new)

	Related Documents Requiring Revision/Related Revision Requests
	None

	Revision Description
	This Nodal Protocol Revision Request (NPRR) establishes Market Participant notification responsibilities with respect to Cybersecurity Incidents. Market Participant notification of Cybersecurity Incidents will provide ERCOT with awareness of cybersecurity impacts and vulnerabilities to networks and systems that interface with ERCOT, which will help ERCOT mitigate and prevent injury to the ERCOT System and ERCOT’s ability to perform the functions of an independent organization under the Public Utility Regulatory Act (PURA). Notification of Cybersecurity Incidents will also give ERCOT the ability to analyze acts and behaviors to identify and deflect future cybersecurity threats and existing vulnerabilities. 

Specifically, this NPRR: (1) defines Cybersecurity Incident, Cybersecurity Contact, and Governmental Cybersecurity Oversight Agency; (2) classifies Cybersecurity Incident information as Protected Information; (3) establishes a Market Participant notice requirement; (4) creates a form for notifying ERCOT of a Cybersecurity Incident; (5) provides that ERCOT can, for purpose of ensuring the safety or security of the ERCOT System or ERCOT’s ability to perform the functions of an independent organization under PURA, notify a Governmental Cybersecurity Oversight Agency or delegated entity of a Cybersecurity Incident after first notifying the Market Participant who was attacked; and (6) requires ERCOT to issue a Market Notice when a Cybersecurity Incident could have a material impact on ERCOT and/or Market Participant networks or systems with general information concerning the Cybersecurity Incident in order to mitigate further impact.

Under this NPRR, a Market Participant must notify ERCOT of a malicious or suspicious act that compromises or disrupts a computer network or system, which could jeopardize the reliability or integrity of the ERCOT System or ERCOT’s ability to perform the functions of an independent organization under PURA. These notification requirements extend to malicious or suspicious acts that compromise or disrupt the computer network or system of a Market Participant’s agent that interfaces with an ERCOT computer network or system on behalf of the Market Participant, and who is not directly registered with ERCOT as a Market Participant itself.

This NPRR includes a requirement that each Market Participant designate and maintain a Cybersecurity Contact with ERCOT by utilizing the Notice of Change of Information form in Section 23. This NPRR also provides Market Participants with a process for submitting information concerning a Cybersecurity Incident, including a standard form for reporting a Cybersecurity Incident – Notice of Cybersecurity Incident. Should a notifying Market Participant wish for ERCOT to communicate with an individual other than the Cybersecurity Contact for a particular Cybersecurity Incident, it may designate a temporary Cybersecurity Contact in the Notice of Cybersecurity Incident form. 

Cybersecurity Incident information identifiable to a specific Market Participant is considered Protected Information under this NPRR. Although such information shall be considered Protected Information under the Protocols, if ERCOT determines that there is a need to inform a Governmental Cybersecurity Oversight Agency or delegated entity for the purpose of ensuring the safety and/or security of the ERCOT System or ERCOT’s ability to perform the functions of an independent organization under PURA, this NPRR allows ERCOT to disclose information concerning the Cybersecurity Incident, as well as the identity of the notifying Market Participant, as long as ERCOT obtains adequate assurance from the receiving agency or delegate that it will maintain the confidentiality of the Cybersecurity Incident. In the event that ERCOT determines that disclosure to such agency or delegate is appropriate to ensure the safety and/or security of the ERCOT System or market operations, this NPRR requires ERCOT to provide the disclosing Market Participant with notice of the disclosure in advance.

Finally, this NPRR provides that in the event ERCOT determines a Cybersecurity Incident could materially impact networks or systems of ERCOT or other Market Participants, ERCOT shall issue a Market Notice with information regarding the Cybersecurity Incident; any such Market Notice will not identify the notifying Market Participant or Critical Energy Infrastructure Information (CEII). ERCOT proposes to maintain discretion concerning the contents of a Market Notice concerning a Cybersecurity Incident to avoid revealing sensitive information that could compromise ongoing cybersecurity measures or investigations.

	Reason for Revision
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  Addresses current operational issues.
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  Meets Strategic goals (tied to the ERCOT Strategic Plan or directed by the ERCOT Board).
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  Market efficiencies or enhancements
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  Administrative
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  Regulatory requirements
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  Other:  Addresses existing risk to the ERCOT System and ERCOT market operations

	Business Case
	The increased risk of cybersecurity intrusions into systems and assets of the electric market has created a need for increased measures to protect the reliability and integrity of the ERCOT System and market operations.  Many states, along with the federal government, have adopted reporting requirements with respect to cybersecurity incidents. The Federal Energy Regulatory Commission (FERC) recently directed the North American Electric Reliability Corporation (NERC) to expand reporting requirements under NERC Reliability Standards to cybersecurity incident attempts.  Along with ERCOT, other Independent System Operators and Regional Transmission Organizations have recognized the risks associated with cybersecurity incidents.  Accordingly, this NPRR seeks to provide ERCOT with awareness of cybersecurity impacts and vulnerabilities to systems and networks that interface with ERCOT, and help mitigate and prevent damage to ERCOT and Market Participant networks and systems alike.

	Credit Work Group Review
	ERCOT Credit Staff and the Credit Work Group (Credit WG) have reviewed NPRR928 and do not believe that it requires changes to credit monitoring activity or the calculation of liability.

	PRS Decision
	On 4/11/19, PRS voted unanimously to table NPRR928.  All Market Segments were present for the vote.

On 10/10/19, PRS voted to recommend approval of NPRR928 as amended by the 9/27/19 MSCGI comments.  There were three abstentions from the Independent Generator (Luminant) and Independent Power Marketer (IPM) (2) (EDF, Tenaska) Market Segments.  All Market Segments were present for the vote.

On 11/13/19, PRS voted to endorse and forward to TAC the 10/10/19 PRS Report and Impact Analysis for NPRR928.  There was one abstention from the Independent Generator (Luminant) Market Segment.  The IPM Market Segment was not present for the vote.

	Summary of PRS Discussion
	On 4/11/19, participants requested ERCOT facilitate a workshop for further review of NPRR928, and that stakeholders raise specific concerns regarding NPRR928 to the attention of the Critical Infrastructure Protection Working Group (CIPWG).

On 10/10/19, ERCOT Staff expressed support for the 9/27/19 MSCGI comments.

On 11/13/19, there was no discussion.

	TAC Decision
	On 11/20/19, TAC voted unanimously to recommend approval of NPRR928 as recommended by PRS in the 11/13/19 PRS Report.  All Market Segments were present for the vote.

	Summary of TAC Discussion
	On 11/20/19, there was no discussion.

	ERCOT Opinion
	ERCOT supports approval of NPRR928.


	Sponsor

	Name
	Chad Seely

	E-mail Address
	Chad.Seely@ercot.com

	Company
	ERCOT

	Phone Number
	512-225-7035

	Cell Number
	

	Market Segment
	Not applicable


	Market Rules Staff Contact

	Name
	Brittney Albracht

	E-Mail Address
	Brittney.Albracht@ercot.com 

	Phone Number
	512-225-7027


	Comments Received

	Comment Author
	Comment Summary

	ERCOT 041019
	Proposed clarifications to the Revision Description and language

	ERCOT 071719
	Proposed revisions resultant of discussions at the June 25, 2019 workshop

	Oncor 080919
	Proposed additional revisions to require ERCOT to coordinate directly with a Market Participant that discloses to ERCOT a cybersecurity attack; proposed language for greater consistency with the NERC Critical Infrastructure Protection Standards

	CNP 081319
	Proposed revisions to address Market Participants’ reporting obligations respective of agent relationships; removed non-exhaustive list of Cybersecurity Incidents

	Oncor 082719
	Combined the 8/9/19 Oncor and 8/13/19 CNP comments; modified the Revision Description; added Section 23, Form M

	MSCGI 092719
	Revised language regarding Market Participant notice to ERCOT after agent’s notice to Market Participant; proposed definition for Governmental Cybersecurity Oversight Agency


	Market Rules Notes


Please note that the following NPRR(s) also propose revisions to the following section(s):

· NPRR902, ERCOT Critical Energy Infrastructure Information
· Section 1.3.1.1
· Section 1.3.4

· Section 1.3.5

· Section 1.3.6
Please note the baseline Protocol language in the following sections has been updated to reflect the incorporation of the following NPRRs into the Protocols:

· NPRR889, RTF-1 Replace Non-Modeled Generator with Settlement Only Generator (effective 11/1/19)
· Section 1.3.1.1

· NPRR899, Digital Certificate and User Security Administrator Clarifications and Opt Out Procedure (effective 9/1/19)

· Section 23, Form B

· Section 23, Form E
· Section 23, Form J
· NPRR921, RTF-2 Elimination of the Terms All-Inclusive Generation Resource and All-Inclusive Resource (effective 11/1/19)

· Section 23, Form I

· NPRR927, Administrative Changes for April 1, 2019 Nodal Protocols – Update ERCOT Email Address (effective 4/1/19)

· Section 23, Form A

· Section 23, Form B

· Section 23, Form G

· Section 23, Form I
· Section 23, Form J
	Proposed Protocol Language Revision


1.3.1.1

Items Considered Protected Information 

(1)
Subject to the exclusions set out in Section 1.3.1.2, Items Not Considered Protected Information, and in Section 3.2.5, Publication of Resource and Load Information, “Protected Information” is information containing or revealing any of the following:

(a)
Base Points, as calculated by ERCOT.  The Protected Information status of this information shall expire 60 days after the applicable Operating Day;

(b)
Bids, offers, or pricing information identifiable to a specific Qualified Scheduling Entity (QSE) or Resource.  The Protected Information status of part of this information shall expire 60 days after the applicable Operating Day, as follows:

(i)
Ancillary Service Offers by Operating Hour for each Resource for all Ancillary Services submitted for the Day-Ahead Market (DAM) or any Supplemental Ancillary Services Market (SASM);
(ii)
The quantity of Ancillary Service offered by Operating Hour for each Resource for all Ancillary Service submitted for the DAM or any SASM; and
(iii)
Energy Offer Curve prices and quantities for each Settlement Interval by Resource.  The Protected Information status of this information shall expire within seven days after the applicable Operating Day if required to be posted as part of paragraph (5) of Section 3.2.5 and within two days after the applicable Operating Day if required to be posted as part of paragraph (7) of Section 3.2.5; 

(c)
Status of Resources, including Outages, limitations, or scheduled or metered Resource data.  The Protected Information status of this information shall expire 60 days after the applicable Operating Day;

(d)
Current Operating Plans (COPs).  The Protected Information status of this information shall expire 60 days after the applicable Operating Day;

(e)
Ancillary Service Trades, Energy Trades, and Capacity Trades identifiable to a specific QSE or Resource.  The Protected Information status of this information shall expire 180 days after the applicable Operating Day;

(f)
Ancillary Service Schedules identifiable to a specific QSE or Resource.  The Protected Information status of this information shall expire 60 days after the applicable Operating Day;

(g)
Dispatch Instructions identifiable to a specific QSE or Resource, except for Reliability Unit Commitment (RUC) commitments and decommitments as provided in Section 5.5.3, Communication of RUC Commitments and Decommitments.  The Protected Information status of this information shall expire 180 days after the applicable Operating Day;

(h)
Raw and Adjusted Metered Load (AML) data (demand and energy) identifiable to:

(i)
A specific QSE or Load Serving Entity (LSE).  The Protected Information status of this information shall expire 180 days after the applicable Operating Day; or

(ii)
A specific Customer or Electric Service Identifier (ESI ID);

(i)
Wholesale Storage Load (WSL) data identifiable to a specific QSE.  The Protected Information status of this information shall expire 180 days after the applicable Operating Day; 

(j)
Settlement Statements and Invoices identifiable to a specific QSE.  The Protected Information status of this information shall expire 180 days after the applicable Operating Day;

(k)
Number of ESI IDs identifiable to a specific LSE.  The Protected Information status of this information shall expire 365 days after the applicable Operating Day;

(l)
Information related to generation interconnection requests, to the extent such information is not otherwise publicly available.  The Protected Information status of certain generation interconnection request information expires as provided in Section 1.3.3, Expiration of Confidentiality;

(m)
Resource-specific costs, design and engineering data, including such data submitted in connection with a verifiable cost appeal;

(n)
Congestion Revenue Right (CRR) credit limits, the identity of bidders in a CRR Auction, or other bidding information identifiable to a specific CRR Account Holder.  The Protected Information status of this information shall expire as follows: 

(i)
The Protected Information status of the identities of CRR bidders that become CRR Owners and the number and type of CRRs that they each own shall expire at the end of the CRR Auction in which the CRRs were first sold; and

(ii)
The Protected Information status of all other CRR information identified above in item (n) shall expire six months after the end of the year in which the CRR was effective.

(o)
Renewable Energy Credit (REC) account balances.  The Protected Information status of this information shall expire three years after the REC Settlement period ends;

(p)
Credit limits identifiable to a specific QSE;

(q)
Any information that is designated as Protected Information in writing by Disclosing Party at the time the information is provided to Receiving Party except for information that is expressly designated not to be Protected Information by Section 1.3.1.2 or that, pursuant to Section 1.3.3, Expiration of Confidentiality, is no longer confidential; 

(r)
Any information compiled by a Market Participant on a Customer that in the normal course of a Market Participant’s business that makes possible the identification of any individual Customer by matching such information with the Customer’s name, address, account number, type of classification service, historical electricity usage, expected patterns of use, types of facilities used in providing service, individual contract terms and conditions, price, current charges, billing record, or any other information that a Customer has expressly requested not be disclosed (“Proprietary Customer Information”) unless the Customer has authorized the release for public disclosure of that information in a manner approved by the Public Utility Commission of Texas (PUCT).  Information that is redacted or organized in such a way as to make it impossible to identify the Customer to whom the information relates does not constitute Proprietary Customer Information;

(s)
Any software, products of software, or other vendor information that ERCOT is required to keep confidential under its agreements;

(t)
QSE, Transmission Service Provider (TSP), and Distribution Service Provider (DSP) backup plans collected by ERCOT under the Protocols or Other Binding Documents;

	[NPRR857:  Replace item (t) above with the following upon system implementation:]
(t)
QSE, Transmission Service Provider (TSP), Direct Current Tie Operator (DCTO), and Distribution Service Provider (DSP) backup plans collected by ERCOT under the Protocols or Other Binding Documents;


(u)
Direct Current Tie (DC Tie) information provided to a TSP or DSP under Section 9.17.2, Direct Current Tie Schedule Information; 

	[NPRR857:  Replace item (u) above with the following upon system implementation:]
(u)
Direct Current Tie (DC Tie) Schedule information provided to a TSP or DSP under Section 9.17.2, Direct Current Tie Schedule Information;


(v)
Any Texas Standard Electronic Transaction (TX SET) transaction submitted by an LSE to ERCOT or received by an LSE from ERCOT.  This paragraph does not apply to ERCOT’s compliance with: 

(i)
PUCT Substantive Rules on performance measure reporting; 

(ii)
These Protocols or Other Binding Documents; or 

(iii)
Any Technical Advisory Committee (TAC)-approved reporting requirements;

(w)
Information concerning a Mothballed Generation Resource’s probability of return to service and expected lead time for returning to service submitted pursuant to Section 3.14.1.9, Generation Resource Status Updates;

(x)
Information provided by Entities under Section 10.3.2.4, Reporting of Net Generation Capacity;

(y)
Alternative fuel reserve capability and firm gas availability information submitted pursuant to Section 6.5.9.3.1, Operating Condition Notice, Section 6.5.9.3.2, Advisory, and Section 6.5.9.3.3, Watch, and as defined by the Operating Guides;

(z)
Non-public financial information provided by a Counter-Party to ERCOT pursuant to meeting its credit qualification requirements as well as the QSE’s form of credit support; 

(aa)
ESI ID, identity of Retail Electric Provider (REP), and MWh consumption associated with transmission-level Customers that wish to have their Load excluded from the Renewable Portfolio Standard (RPS) calculation consistent with Section 14.5.3, End-Use Customers, and subsection (j) of P.U.C. Subst. R. 25.173, Goal for Renewable Energy;

(bb)
Generation Resource emergency operations plans and weatherization plans; 

(cc)     Information provided by a Counter-Party under Section 16.16.3, Verification of Risk Management Framework;

(dd)
Any data related to Load response capabilities that are self-arranged by the LSE or pursuant to a bilateral agreement between a specific LSE and its Customers, other than data either related to any service procured by ERCOT or non-LSE-specific aggregated data.  Such data includes pricing, dispatch instructions, and other proprietary information of the Load response product;

(ee)
Status of Settlement Only Generators (SOGs), including Outages, limitations, or scheduled or metered output data, except that ERCOT may disclose output data from an SOG as part of an extract or forwarded TX SET transaction provided to the LSE associated with the ESI ID of the Premise where the SOG is located.  The Protected Information status of this information shall expire 60 days after the applicable Operating Day;
	[NPRR829:  Replace paragraph (ee) above with the following upon system implementation:]
 (ee)
Status of Settlement Only Generators (SOGs), including Outages, limitations, schedules, metered output data, or data telemetered for use in the calculation of Real-Time Liability (RTL) as described in Section 16.11.4.3.2, Real-Time Liability Estimate, except that ERCOT may disclose metered output data from an SOG as part of an extract or forwarded TX SET transaction provided to the LSE associated with the ESI ID of the Premise where the SOG is located.  The Protected Information status of this information shall expire 60 days after the applicable Operating Day;


(ff)
Any documents or data submitted to ERCOT in connection with an Alternative Dispute Resolution (ADR) proceeding.  The Protected Information status of this information shall expire upon ERCOT’s issuance of a Market Notice indicating the disposition of the ADR proceeding pursuant to paragraph (1) of Section 20.9, Resolution of Alternative Dispute Resolution Proceedings and Notification to Market Participants, except to the extent the information continues to qualify as Protected Information pursuant to another paragraph of this Section 1.3.1.1; and

(gg)
Reasons for and future expectations of overrides to a specific Resource’s High Dispatch Limit (HDL) or Low Dispatch Limit (LDL).  The Protected Information status of this information shall expire 60 days after the applicable Operating Day.  
(hh)
Information provided to ERCOT under Section 16.19, Cybersecurity Incident Notification, except that ERCOT may disclose general information concerning a Cybersecurity Incident in a Market Notice in accordance with paragraph (5) of Section 16.19 to assist Market Participants in mitigating risk associated with a Cybersecurity Incident. 
1.3.4

Protecting Disclosures to the PUCT, CFTC, Governmental Cybersecurity Oversight Agencies, and Other Governmental Authorities

(1)
Any disclosure that a Receiving Party makes to the PUCT must be made under applicable PUCT rules.  For any disclosure of Protected Information to the PUCT outside the scope of subsection (e) of P.U.C. Subst. R. 25.362, Electric Reliability Council of Texas (ERCOT) Governance, the Receiving Party must file that Protected Information as confidential pursuant to subsection (d) of P.U.C. Proc. R. 22.71, Filing of Pleadings, Documents, and Other Materials.  
(2)
For any disclosure of Protected Information to the Commodity Futures Trading Commission (CFTC) pursuant to a request made under the CFTC’s authority in accordance with the Commodity Exchange Act and the CFTC’s regulations, ERCOT, as the Receiving Party, shall timely submit to the CFTC a written request for confidential treatment of the Protected Information in accordance with the applicable provisions of the Commodity Exchange Act and CFTC regulations.  
(3)
Before making a disclosure of Protected Information involving a Cybersecurity Incident to a Governmental Cybersecurity Oversight Agency or delegated entity for the purpose of ensuring the safety and/or security of the ERCOT System or ERCOT’s ability to perform functions of an independent organization under the Public Utility Regulatory Act (PURA), ERCOT, as the Receiving Party, will obtain adequate assurance from such Governmental Cybersecurity Oversight Agency that it will maintain the confidentiality of Protected Information.

(4)
Before making a disclosure under order of a Governmental Authority other than the PUCT, CFTC, or a Governmental Cybersecurity Oversight Agency to ensure the safety and/or security of the ERCOT System or ERCOT’s ability to perform the functions of an independent organization under PURA, the Receiving Party shall seek a protective order from such Governmental Authority to protect the confidentiality of Protected Information. 
 
(5)
Nothing in this Section authorizes any disclosure of Protected Information; this Section merely creates requirements on disclosures that are authorized under other sections of these Protocols.
1.3.5

Notice Before Permitted Disclosure

(1)
Before making any disclosure under Section 1.3.6, Exceptions, the Receiving Party shall promptly notify the Disclosing Party in writing and shall assert confidentiality and cooperate with the Disclosing Party in seeking to protect the Protected Information from disclosure by confidentiality agreement, protective order, aggregation of information, or other reasonable measures.  Notwithstanding the foregoing, ERCOT is not required to provide notice to the Disclosing Party of disclosures made under items (1)(b) or (1)(k) of Section 1.3.6.
1.3.6

Exceptions 

(1)
The Receiving Party may, without violating Section 1.3, Confidentiality, disclose Protected Information:

(a)
To governmental officials, Market Participants, the public, or others as required by any law, regulation, or order, or by these Protocols, but any Receiving Party must make reasonable efforts to restrict public access to the disclosed Protected Information by protective order, by aggregating information, or otherwise if reasonably possible; or

(b)
If ERCOT is the Receiving Party and disclosure to the PUCT of the Protected Information is required by ERCOT pursuant to applicable Protocol, law, regulation, or order; or

(c)
If the Disclosing Party has given its prior written consent to the disclosure, which consent may be given or withheld in Disclosing Party’s sole discretion; or

(d)
If the Protected Information, before it is furnished to the Receiving Party, is in the public domain; or

(e)
If the Protected Information, after it is furnished to the Receiving Party, enters the public domain other than as a result of a breach by the Receiving Party of its obligations under Section 1.3; or

(f)
If reasonably deemed by the disclosing Receiving Party to be required to be disclosed in connection with a dispute between the Receiving Party and the Disclosing Party, but the disclosing Receiving Party must make reasonable efforts to restrict public access to the disclosed Protected Information by protective order, by aggregating information, or otherwise if reasonably possible; or

(g)
To a TSP or DSP engaged in the ERCOT Transmission Grid or Distribution System planning and operating activities, provided that the TSP or DSP has executed a confidentiality agreement with requirements substantially similar to those in Section 1.3; or

(h)
To a vendor or prospective vendor of goods and services to ERCOT so long as such vendor or prospective vendor:  

(i)
Is not a Market Participant; and 

(ii)
Has executed a confidentiality agreement with requirements substantially similar to those in Section 1.3; or

(i)
To the North American Electric Reliability Corporation (NERC) if required for compliance with any applicable NERC requirement, but any Receiving Party must make reasonable efforts to restrict public access to the disclosed Protected Information as reasonably possible; or

(j)
To ERCOT and its consultants, the IMM, and members of task forces and working groups of ERCOT, if engaged in performing analysis of abnormal system conditions, disturbances, unusual events, and abnormal system performance, or engaged in tasks involving information deemed Critical Energy Infrastructure Information (CEII) for support of the ERCOT Transmission Grid.  Notwithstanding the foregoing sentence, task forces and working groups may not receive Ancillary Service Offer prices or other competitively sensitive price or cost information before expiration of its status as Protected Information, and each member of a task force or working group shall execute a confidentiality agreement with requirements substantially similar to those in Section 1.3, prior to receiving any Protected Information.  Data to be disclosed under this exception to task forces and working groups must be limited to clearly defined periods surrounding the relevant conditions, events, or performance under review and must be limited in scope to information pertinent to the condition or events under review and may include the following:

(i)
QSE Ancillary Service awards and deployments, in aggregate and by type of Resource;

(ii)
Resource facility availability status, including the status of switching devices, auxiliary loads, and mechanical systems that had a material impact on Resource facility availability or an adverse impact on the transmission system operation;

(iii)
Individual Resource information including Base Points, maximum/minimum generating capability, droop setting, real power output, and reactive output;

(iv)
Resource protective device settings and status;

(v)
Data from COPs; 

(vi)
Resource Outage schedule information; and

(vii)
Black Start Service (BSS) test results and ERCOT’s Black Start plan, including individual Black Start Resource start-up procedures, cranking paths, and individual TSP Black Start plans;
(k)
To the CFTC if requested from ERCOT by the CFTC as part of an investigation or regulatory inquiry authorized pursuant to the Commodity Exchange Act and the CFTC’s regulations or if required to be submitted to the CFTC pursuant to any other law, provided that ERCOT, as the Receiving Party, must timely submit a written request for confidential treatment in accordance with the CFTC’s regulations; or
(l)
To a Governmental Cybersecurity Oversight Agency regarding a Cybersecurity Incident, if ERCOT is the Receiving Party, and disclosure of Protected Information is made to a Governmental Cybersecurity Oversight Agency or delegated entity for the purpose of ensuring the safety and/or security of the ERCOT System or ERCOT’s ability to perform the functions of an independent organization under PURA.
(2)
Such information may not be disclosed to other Market Participants prior to ten days following the Operating Day under review.
2.1
DEFINITIONS

Cybersecurity Contact

The person, desk, or hotline designated by an Entity, as set forth in Section 16, Registration and Qualification of Market Participants, that is the primary point of contact for communications between the registered Entity and ERCOT with respect to Cybersecurity Incidents.  A Market Participant may designate a temporary Cybersecurity Contact for a particular Cybersecurity Incident pursuant to Section 16.19, Cybersecurity Incident Notification. 

Cybersecurity Incident
A malicious or suspicious act that compromises or disrupts a computer network or system that could foreseeably jeopardize the reliability or integrity of the ERCOT System or ERCOT’s ability to perform the functions of an independent organization under the Public Utility Regulatory Act (PURA).
Governmental Cybersecurity Oversight Agency

A state or federal agency with cybersecurity oversight responsibility.  Cybersecurity oversight includes the review, monitoring, supervision, and/or enforcement of cybersecurity laws, programs, activities, and policies.

16.19
Cybersecurity Incident Notification

(1)
Each Market Participant shall designate and maintain a Cybersecurity Contact for communications with ERCOT with respect to Cybersecurity Incidents.  Registered Market Participants shall use the Notice of Change of Information form, as provided for in Section 23, Form E, to designate a Cybersecurity Contact, and maintain updated Cybersecurity Contact information.

(2)
As soon as practicable upon determination of a Cybersecurity Incident on a Market Participant’s computer network or system that interfaces with an ERCOT computer network or system, the Market Participant shall notify ERCOT. 
(3)
For purposes of this section, in the event a Market Participant delegates authority to an agent, the Market Participant shall ensure that the agent is obligated to notify the Market Participant, as soon as practicable, upon the agent’s discovery of a Cybersecurity Incident on the agent’s computer network or system that interfaces with an ERCOT computer network or system. 
(4)
A Market Participant shall notify ERCOT, as soon as practicable, upon the agent’s notification to the Market Participant of a Cybersecurity Incident on the agent’s computer network or system that interfaces with an ERCOT computer network or system for the purpose of transacting with ERCOT on behalf of the Market Participant.  If a Market Participant’s agent is also registered with ERCOT as a Market Participant, only the agent is required to report a Cybersecurity Incident on its computer network or system that interfaces with an ERCOT computer network or system to ERCOT.  The failure of an agent to notify the Market Participant of a Cybersecurity Incident shall not constitute a violation of this section if the Market Participant can demonstrate that a reporting mandate exists in a contract between the Market Participant and its agent.
(5)
In order to notify ERCOT of a Cybersecurity Incident, Market Participants shall submit a Notice of Cybersecurity Incident (Section 23, Form O, Notice of Cybersecurity Incident) to NCSI@ercot.com.  If, as a result of the Cybersecurity Incident, a Market Participant is unable to securely send the Notice of Cybersecurity Incident to ERCOT, the Market Participant shall call the ERCOT HelpDesk at (512) 248-6800 and/or its Client Service Representative to request a secure means for sending the Notice of Cybersecurity Incident to ERCOT.

(a)
A Market Participant may designate a temporary cybersecurity contact for a particular Cybersecurity Incident by providing contact information for such individual in the Notice of Cybersecurity Incident form submitted to ERCOT. Should a Market Participant designate a temporary cybersecurity contact in its Notice of Cybersecurity Incident, ERCOT will direct communications concerning that particular Cybersecurity Incident to the temporary cybersecurity contact.
(b)
Following initial notification, Market Participant shall provide ERCOT with updated information concerning the Cybersecurity Incident as it becomes available, and upon ERCOT’s request, until ERCOT provides notice to Market Participant that information regarding the Cybersecurity Incident is no longer needed.  To the extent practicable, the Notice of Cybersecurity Incident form shall be used to provide ERCOT with updated information.

(6)
In the event ERCOT determines that a Cybersecurity Incident may materially impact computer networks or systems of ERCOT and/or Market Participants, ERCOT shall issue a Market Notice to all Market Participants with general information concerning the Cybersecurity Incident.  ERCOT may utilize the information contained in a Notice of Cybersecurity Incident, except that in no event shall the Market Notice contain information identifiable to a specific Market Participant or Critical Energy Infrastructure Information (CEII). 
ERCOT Nodal Protocols

Section 23
Form A: Congestion Revenue Right (CRR) Account Holder Application for Registration
TBD

CONGESTION REVENUE RIGHT (CRR) ACCOUNT HOLDER

APPLICATION FOR REGISTRATION

This application is for approval as a CRR Account Holder by the Electric Reliability Council of Texas Inc. (ERCOT) in accordance with the ERCOT Protocols. Information may be inserted electronically to expand the reply spaces as necessary. ERCOT will accept the completed, executed application via email to MPRegistration@ercot.com (.pdf version), via facsimile to (512) 225-7079, or via mail to Market Participant Registration, 7620 Metro Center Drive, Austin, Texas 78744. In addition to the application, ERCOT must receive an application fee in the amount of $500 via check or wire transfer. If you need assistance filling out this form, or if you have any questions, please call (512) 248-3900.

This application must be signed by the Authorized Representative, Backup Authorized Representative or an Officer of the company listed herein, as appropriate. ERCOT may request additional information as reasonably necessary to support operations under the ERCOT Protocols.

PART I – ENTITY Information
	Legal Name of the Applicant:
	

	Legal Address of the Applicant:
	Street Address: 

	
	City, State, Zip:      

	DUNS¹ Number:
	     


¹ Defined in Section 2.1, Definitions.
 Check if entity is a Non-Opt In Entity (NOIE).

1. Authorized Representative (“AR”).  Defined in Section 2.1, Definitions.
	Name:
	     
	Title:
	     

	Address:
	     

	City:
	     
	State:
	     
	Zip:
	     

	Telephone:
	     
	Fax:
	     

	Email Address:
	     


2. Backup AR. (Optional) This person may sign any form for which an AR’s signature is required and will perform the functions of the AR in the event the AR is unavailable.

	Name:
	     
	Title:
	     

	Address:
	     

	City:
	     
	State:
	     
	Zip:
	     

	Telephone:
	     
	Fax:
	     

	Email Address:
	     


3. Type of Legal Structure. (Please indicate only one.)

 Individual


 Partnership



 Municipally Owned Utility


 Electric Cooperative
 Limited Liability Company
 Corporation 

 Other:       
If Applicant is not an individual, provide the state in which the Applicant is organized,      , and the date of organization:      
4. User Security Administrator (USA). As defined in Section 16.12, User Security Administrator and Digital Certificates, the USA is responsible for managing the Market Participant’s access to ERCOT’s computer systems through Digital Certificates.

	Name:
	     
	Title:
	     

	Address:
	     

	City:
	     
	State:
	     
	Zip:
	     

	Telephone:
	     
	Fax:
	     

	Email Address:
	     


5. Backup USA. (Optional) This person may perform the functions of the USA as defined in the ERCOT Protocols in the event the USA is unavailable.
	Name:
	     
	Title:
	     

	Address:
	     

	City:
	     
	State:
	     
	Zip:
	     

	Telephone:
	     
	Fax:
	     

	Email Address:
	     


6. Cybersecurity. This contact is responsible for communicating Cybersecurity Incidents.
	Name:
	     
	Title:
	     

	Address:
	     

	City:
	     
	State:
	     
	Zip:
	     

	Telephone:
	     
	Fax:
	     

	Email Address:
	     


7. Allocation Eligibility. Indicate if the Applicant is eligible for the allocation described below:

 
Pre-Assigned Congestion Revenue Right (PCRR) Allocations. ERCOT shall allocate PCRRs to eligible Municipally Owned Utilities (MOUs) and Electric Cooperatives (ECs) pursuant to Section 7.4, Allocation of Pre-Assigned Congestion Revenue Rights.

8. Proposed commencement date for service:      
PART II – BANKING INFORMATION FOR FUNDS TRANSFERS
1. Banking Information. Applicant must be able to conduct Electronic Funds Transfers (EFTs) for the settlement of financial transactions with ERCOT.

	Bank Name:
	     

	Account Name:
	     

	Account No.:
	     

	ABA Number:
	     


2. Accounts Payable Contact (Settlement & Billing). 

	Name:
	     
	Title:
	     

	Address:
	     

	City:
	     
	State:
	     
	Zip:
	     

	Telephone:
	     
	Fax:
	     

	Email Address:
	     


3. Backup Accounts Payable Contact (Settlement & Billing). (Optional)
	Name:
	     
	Title:
	     

	Address:
	     

	City:
	     
	State:
	     
	Zip:
	     

	Telephone:
	     
	Fax:
	     

	Email Address:
	     


PART III – ADDiTIONAL REQUIRED Information
1. Officers. ERCOT will obtain the names of all individuals and/or entities listed with the Texas Secretary of State as having binding authority for the Applicant. ERCOT will use this list of individuals to determine who can execute such documents as the Standard Form Market Participant Agreement (Section 22, Attachment A), Amendment to the Standard Form Market Participant Agreement (Section 22, Attachment C), Digital Certificate Audit Attestation, etc. Alternatively, additional documentation (Articles of Incorporation, Board Resolutions, Delegation of Authority, Secretary’s Certificate, etc.) can be provided to prove binding authority for the Applicant.

2. Affiliates and Other Registrations. Provide the name, legal structure, and relationship of each of the Applicant’s affiliates, if applicable. See Section 2.1, Definitions, for the definition of “Affiliate.” Please also provide the name and type of any other ERCOT Market Participant registrations held by the Applicant. (Attach additional pages if necessary.)

	Affiliate Name
(or name used for other ERCOT registration)
	Type of Legal Structure

(partnership, limited liability company, corporation, etc.)
	Relationship

(parent, subsidiary, partner, affiliate, etc.)

	     
	     
	     

	     
	     
	     

	     
	     
	     

	     
	     
	     

	     
	     
	     

	     
	     
	     


3. Counter-Party Credit Application. Complete the Counter-Party Credit Application, located   at http://www.ercot.com/services/rq/credit, and submit as instructed in conjunction with this application, in accordance with Section 16.8, Registration and Qualification of Congestion Revenue Rights Account Holders.

4. Annual Certification Form to Meet ERCOT Additional Minimum Participation. Complete Section 22 Attachment J, Annual Certification Form to Meet ERCOT Additional Minimum Participation Requirements, and submit in conjunction with this application, pursuant to Section 16.16.3, Verification of Risk Management Framework.
5. Qualified Scheduling Entity (QSE) Acknowledgment. Provide all information requested in Attachment A below and have the document executed by both parties, ONLY if the Applicant is a Non-Opt-In Entity (NOIE) and eligible for Pre-assigned CRRs.

PART IV – SIGNATURE

I affirm that I have personal knowledge of the facts stated in this application and that I have the authority to submit this application form on behalf of the Applicant. I further affirm that all statements made and information provided in this application form are true, correct and complete, and that the Applicant will provide to ERCOT any changes in such information in a timely manner.

	Signature of AR, Backup AR or Officer:
	

	Printed Name of AR, Backup AR or Officer:
	     

	Date:
	     


Attachment A – QSE Acknowledgment
Acknowledgment by Designated QSE for

Scheduling and Settlement Responsibilities with ERCOT

Applicable only if CRRAH is a NOIE and eligible for Pre-Assigned CRRs

The Applicant below has named the QSE listed below as its designated QSE to represent the Applicant for scheduling and Settlement transactions with ERCOT.

The Applicant’s designated QSE, listed below, hereby acknowledges that it does represent the Applicant and that it shall be responsible for the Applicant’s scheduling and Settlement transactions with ERCOT pursuant to the ERCOT Protocols.

The requested effective date for such representation is:      **
or 

Establish partnership at the earliest possible date  
Acknowledgment by QSE:
	Signature of AR for QSE:
	

	Printed Name of AR:
	     

	Email Address of AR:
	     

	Date:
	     

	Name of Designated QSE:
	     

	DUNS of Designated QSE:
	     


Acknowledgment by Applicant:

	Signature of AR for MP:
	

	Printed Name of AR:
	     

	Email Address of AR: 
	     

	Date:
	     

	Name of MP:
	     

	DUNS No. of MP:
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Form B:  Load Serving Entity (LSE) Application for Registration
TBD

LOAD SERVING ENTITY (LSE)

APPLICATION FOR REGISTRATION

This application is for approval as a Load Serving Entity (LSE) by the Electric Reliability Council of Texas Inc. (ERCOT) in accordance with the ERCOT Protocols.  Information may be inserted electronically to expand the reply spaces as necessary.  ERCOT will accept the completed, executed application via email to MPRegistration@ercot.com (.pdf version), via facsimile to (512) 225-7079, or via mail to Market Participant Registration, 7620 Metro Center Drive, Austin, Texas 78744.  In addition to the application, ERCOT must receive an application fee in the amount of $500 via check or wire transfer, if the applicant is a Retail Electric Provider (REP) and/or Competitive Retailer (CR), per Section 9.16.2, User Fees.  If you need assistance filling out this form, or if you have any questions, please call (512) 248-3900.

This application and all subsequent documents provided to ERCOT must be signed by the Authorized Representative, Backup Authorized Representative or an Officer of the company listed herein, as appropriate. ERCOT may request additional information as reasonably necessary to support operations under the ERCOT Protocols.
PART I – ENTITY Information
	Legal Name of the Applicant:
	

	Legal Address of the Applicant:
	Street Address:      

	
	City, State, Zip:      

	DUNS¹ Number:
	     


¹Defined in Section 2.1, Definitions.
1. Authorized Representative (“AR”).  Defined in Section 2.1, Definitions.  

	Name:
	     
	Title:
	     

	Address:
	     

	City:
	     
	State:
	     
	Zip:
	     

	Telephone:
	     
	Fax:
	     

	Email Address:
	     


2. Backup AR. (Optional) This person may sign any form for which an AR’s signature is required and will perform the functions of the AR in the event the AR is unavailable.

	Name:
	     
	Title:
	     

	Address:
	     

	City:
	     
	State:
	     
	Zip:
	     

	Telephone:
	     
	Fax:
	     

	Email Address:
	     


3. Type of Legal Structure. (Please indicate only one.)

 Individual


 Partnership



 Municipally Owned Utility


 Electric Cooperative
 Limited Liability Company
 Corporation 

 Other:       
If Applicant is not an individual, provide the state in which the Applicant is organized,      , and the date of organization:      
4. User Security Administrator (USA). As defined in Section 16.12, User Security Administrator and Digital Certificates, the USA is responsible for managing the Market Participant’s access to ERCOT’s computer systems through Digital Certificates.

	Name:
	     
	Title:
	     

	Address:
	     

	City:
	     
	State:
	     
	Zip:
	     

	Telephone:
	     
	Fax:
	     

	Email Address:
	     


4a.  By checking this box, Applicant hereby requests that ERCOT evaluate Applicant’s eligibility to opt out of the requirement that Market Participant designate a USA and receive Digital Certificates, and affirms the following:

(a)
Applicant is applying to register with ERCOT as either a Municipally Owned Utility (MOU) or an Electric Cooperative (EC), and as a Distribution Service Provider (DSP) and/or Load Serving Entity (LSE).

(b)
Applicant is not, and will not, be designated as a Transmission Operator with ERCOT.

(c)
Applicant understands that by opting out, it will not be granted access to portions of the ERCOT Market Information System (MIS) that require Digital Certificate access. 

(d)
Applicant understands that it can cancel any approved opt-out request, designate a USA, and begin receiving Digital Certificates by properly completing Section 23, Form E, Notice of Change of Information, and meeting the requirements under Section 16.12, User Security Administrator and Digital Certificates.
(e)
If determined ineligible, Applicant must designate a USA, receive Digital Certificates and comply with requirements under Section 16.12.
5. Backup USA. (Optional) This person may perform the functions of the USA in the event the Primary USA is unavailable.

	Name:
	     
	Title:
	     

	Address:
	     

	City:
	     
	State:
	     
	Zip:
	     

	Telephone:
	     
	Fax:
	     

	Email Address:
	     


6. Cybersecurity. This contact is responsible for communicating Cybersecurity Incidents.
	Name:
	     
	Title:
	     

	Address:
	     

	City:
	     
	State:
	     
	Zip:
	     

	Telephone:
	     
	Fax:
	     

	Email Address:
	     


7. Transition/Acquisition (“TA”). Requirement for Competitive Retailers (CRs). Responsible for coordinating Mass TA events between ERCOT, Transmission and/or Distribution Service Providers (TDSPs) and CRs. The CR may be a Provider of Last Resort (POLR), designated CR, gaining CR or losing CR. Includes TA Business (“TAB”), TA Regulatory (“TAR”) and TA Technical (“TAT”).

TAB:

	Name:
	     
	Title:
	     

	Address:
	     

	City:
	     
	State:
	     
	Zip:
	     

	Telephone:
	     
	Fax:
	     

	Email Address:
	     


TAR:

	Name:
	     
	Title:
	     

	Address:
	     

	City:
	     
	State:
	     
	Zip:
	     

	Telephone:
	     
	Fax:
	     

	Email Address:
	     


TAT:

	Name:
	     
	Title:
	     

	Address:
	     

	City:
	     
	State:
	     
	Zip:
	     

	Telephone:
	     
	Fax:
	     

	Email Address:
	     


8. Type of Applicant. Please indicate how the Applicant intends to operate in the market pursuant to the ERCOT Protocols.  Please check all that apply.


Competitive Retailer (CR) – Municipally Owned Utility (MOU) or an Electric Cooperative (EC) that offers Customer Choice and sells electric energy at retail in the restructured electric power market in Texas; or a Retail Electric Provider (REP) as defined in P.U.C. Subst. R. 25.5, Definitions. (If CR, check one of the following):


Opt-In MOU or EC – A MOU or an EC that offers Customer Choice.


Retail Electric Provider (REP) – A person that sells electric energy to retail Customers in this state. As provided in the Public Utility Regulatory Act, Tex. Util. Code Ann. § 31.002(17) (Vernon 1998 & Supp. 2007) (PURA), a REP may not own or operate generation assets. As provided in PURA § 39.353(b), a REP is not an Aggregator.


Non-Opt-In Entity (NOIE) – An EC or MOU that does not offer Customer Choice and does not plan to operate as a CR.


External LSE (ELSE) – A distribution service provider (as that term is defined in P.U.C. Subst. R. 25.5), which includes an electric utility, a MOU, or an EC that has a legal duty to serve one or more Customers connected to the ERCOT System but that does not own or operate Facilities connecting Customers to the ERCOT System.
9. Default method for receiving transaction information from Transaction Clearinghouse.

Select one:   EDI,  XML, or   Portal
PART II – SCHEDULING INFORMATION
1. Designation of a Qualified Scheduling Entity (QSE). Provide all information requested in Attachment A and have the document executed by both parties.
PART III – REP INFORMATION
(Part III applies to REPs only.)

1. Other Trade or Commercial Names on PUCT Certificate. (Limit: 4)

	Other Trade/Commercial Name:
	DUNS Number:

	     
	     

	     
	     

	     
	     

	     
	     


2. Texas Office.  Supply the Texas office location information indicated below prior to providing retail electric service in Texas:

	Name in use at Texas office:
	     

	Street Address of Texas office:
	     

	City, State, Zip:
	     

	Telephone:
	     

	Fax:
	     

	Email:
	     


3. Service Area.  Please designate service area by selecting one of the options below.

 Option 1 – For LSEs defining service area by geography. Check only one of the following boxes and complete supplemental information, if any, to designate desired geographical service area:

  The geographic area of the entire state of Texas.

  A specific geographic area (including the zip codes applicable to that area), as follows (list them):      .

   The service area of specific transmission and distribution utilities and/or Municipally Owned Utilities (MOUs) or Electric Cooperatives (ECs) in which competition is offered, as follows (list them):      .

  The geographic area of ERCOT or other independent organization to the extent it is within Texas, as follows (name it):      
 Option 2 – For LSEs defining service area by customers. Provide an attached list of each individual retail customer, by name, with who it has contracted to provide one megawatt (1 MW) or more of capacity, pursuant to subsection (d)(2)(A) of P.U.C. Subst. R. 25.107, Certification of Retail Electric Providers (REPs).

 Option 3 – For LSEs that sell electricity exclusively to a retail customer other than a small commercial consumer and residential customer from a Distributed Generation (DG) facility located on a site controlled by that customer.
4. PUCT Certification.

	Date Certificate granted:      
	Certificate Number:      


PART IV – ADDITIONAL REQUIRED INFORMATION

1. Officers. ERCOT will obtain the names of all individuals and/or entities listed with the Texas Secretary of State or otherwise designated as having binding authority for the Applicant. ERCOT will use this list of individuals to determine who can execute such documents as the Standard Form Market Participant Agreement (Section 22, Attachment A), Amendment to Standard Form Market Participant Agreement (Section 22, Attachment C), Digital Certificate Audit Attestation (DCAA), etc. Alternatively, additional documentation (Articles of Incorporation, Board Resolutions, Delegation of Authority, Secretary’s Certificate, etc.) can be provided to prove binding authority for the Applicant.
2. Affiliates and Other Registrations. Provide the name, legal structure, and relationship of each of the Applicant’s affiliates, if applicable. See Section 2.1, Definitions, for the definition of “Affiliate.”  Please also provide the name and type of any other ERCOT Market Participant registrations held by the Applicant. (Attach additional pages if necessary.)

	Affiliate Name
(or name used for other ERCOT registration)
	Type of Legal Structure

(partnership, limited liability company, corporation, etc.)
	Relationship

(parent, subsidiary, partner, affiliate, etc.)

	     
	     
	     

	     
	     
	     

	     
	     
	     

	     
	     
	     

	     
	     
	     

	     
	     
	     

	     
	     
	     

	     
	     
	     

	     
	     
	     

	     
	     
	     


PART V – SIGNATURE

I affirm that I have personal knowledge of the facts stated in this application and that I have the authority to submit this application form on behalf of the Applicant. I further affirm that all statements made and information provided in this application form are true, correct and complete, and that the Applicant will provide to ERCOT any changes in such information in a timely manner.

	Signature of AR, Backup AR or Officer:
	

	Printed Name of AR, Backup AR or Officer:
	     

	Date:
	     


Attachment A – QSE Acknowledgment

Acknowledgment by Designated QSE for

Scheduling and Settlement Responsibilities with ERCOT

The Applicant below has named the QSE listed below as its designated QSE to represent the Applicant for scheduling and Settlement transactions with ERCOT.

The Applicant’s designated QSE, listed below, hereby acknowledges that it does represent the Applicant and that it shall be responsible for the Applicant’s scheduling and Settlement transactions with ERCOT pursuant to the ERCOT Protocols.

The requested effective date for such representation is:      ** 

or 

Establish partnership at the earliest possible date  
Acknowledgment by QSE:
	Signature of AR for QSE:
	

	Printed Name of AR:
	     

	Email Address of AR:
	     

	Date:
	     

	Name of Designated QSE:
	     

	DUNS of Designated QSE:
	     


Acknowledgment by Applicant:

	Signature of AR for MP:
	

	Printed Name of AR:
	     

	Email Address of AR: 
	     

	Date:
	     

	Name of MP:
	     

	DUNS No. of MP:
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Form E:  Notice of Change of Information
TBD
NOTICE OF CHANGE OF INFORMATION

A Market Participant must update, amend and/or correct the registration information previously submitted to ERCOT using this Notice of Change of Information (NCI).  The Market Participant must notify ERCOT of any change to the information or additional information on any application or form that it has previously submitted to ERCOT according to the notification timeframe in the ERCOT Protocols or, if the Protocols do not contain a timeframe for the subject matters, at least 30 days before the change will take effect.  Please fill out this form electronically, print and execute. Submit all changes and/or additional information by one of the following methods: 1) Market Information System (MIS); 2) email to MPRegistration@ercot.com; 3) facsimile to (512) 225-7079; or 4) regular mail to Market Participant Registration, 7620 Metro Center Drive, Austin, Texas 78744.

Except as otherwise required by the ERCOT Protocols, ERCOT will send a written acknowledgement of receipt of the changes within five Business Days of receipt and will notify Market Participant of any deficiencies or any additional documentation required within 10 days of receipt. The notice of receipt will be sent to the email address of the Authorized Representative on file with ERCOT or the address specified in the NCI received by ERCOT.

The following contacts/information can be changed via the submittal of this NCI:

· Authorized Representative (“AR”) – Responsible for updating all registration information, and will be the contact person between the Market Participant and ERCOT for all business matters requiring authorization by ERCOT. (All Market Participant Types)
· Backup AR – May perform the functions of the AR in the event the AR is unavailable. (All Market Participant Types)
· User Security Administrator (USA) – Responsible for managing the Market Participant’s access to ERCOT’s computer systems through Digital Certificates. (All Market Participant Types)
· Backup USA – May perform the functions of the USA in the event the USA is unavailable. (All Market Participant Types)
· Cybersecurity – Responsible for communicating Cybersecurity Incidents.
· 24x7 Control or Operations Center (24x7) – Responsible for operational communications. Shall have sufficient authority to commit and bind the entity. The Market Participant must provide a 24x7 phone number for the operations desk in a manner that reasonably assures continuous communication with ERCOT and is not affected by PBX features such as automatic transfer or roll to voice mail. (QSEs, sub-QSEs, TSPs)
· Compliance – Responsible for compliance related issues. (QSEs, Sub-QSEs, Resource Entities, TSPs, DSPs)
· Resource Outage Submittal (“ROSC”) – Responsible for coordinating and submitting Resource Outages to ERCOT. (REs)
· Accounts Payable (“AP”) – Responsible for settlements and billing. (CRRAHs, QSEs, Sub-QSEs)
· Backup AP – May perform the functions of the AP in the event the AP is unavailable. (CRRAHs, QSEs, Sub-QSEs)
· Credit – Responsible for all credit-related matters. (Counter-Parties)
· Backup Credit – May perform the functions of the Credit in the event the Credit is unavailable. (CPs)
· Transition/Acquisition (“TA”) – Requirement for Competitive Retailers (CRs) and Transmission and/or Distribution Service Providers (TDSPs). Responsible for coordinating Mass TA events between ERCOT, TDSPs and CRs. The CR may be a Provider of Last Resort (POLR), Designated CR, Gaining CR or Losing CR. Includes TA Business (“TAB”), TA Regulatory (“TAR”) and TA Technical (“TAT”). List one contact per TA. (LSEs, TSPs, DSPs)
· Banking Information (CRRAHs, QSEs, Sub-QSEs)
· Legal Address Change (All Market Participant Types)

	*Market Participant Account Name(s):
	

	*DUNS Number(s):
	     

	*Market Participant Type(s):
	 CP  CRRAH  IMRE  LSE   QSE/Sub-QSE

 RE  TSP and/or DSP


Comments (if necessary): 
	*AR, Backup AR or Officer:
	     

	*Signature:
	

	*Email:
	     

	*Phone Number:
	     


1. Contact type(s):   AR   Backup AR   USA   Backup USA  Cybersecurity  24x7  
 Compliance   ROSC  AP   Backup AP   Credit   Backup Credit   TAB  
 TAR   TAT

	Name:
	     
	Title:
	     

	Address:
	     

	City:
	     
	State:
	     
	Zip:
	     

	Telephone:
	     
	Fax:
	     

	Email Address:
	     


If former contact(s) is/are no longer with the Market Participant please list name(s) here:      
Contact type(s):   AR   Backup AR   USA   Backup USA  Cybersecurity  24x7   Compliance   ROSC   AP   Backup AP   Credit   Backup Credit   TAB   TAR   TAT

	Name:
	     
	Title:
	     

	Address:
	     

	City:
	     
	State:
	     
	Zip:
	     

	Telephone:
	     
	Fax:
	     

	Email Address:
	     


If former contact(s) is/are no longer with the Market Participant please list name(s) here:      
Contact type(s):   AR   Backup AR   USA   Backup USA  Cybersecurity  24x7   Compliance   ROSC   AP   Backup AP   Credit   Backup Credit   TAB   TAR   TAT

	Name:
	     
	Title:
	     

	Address:
	     

	City:
	     
	State:
	     
	Zip:
	     

	Telephone:
	     
	Fax:
	     

	Email Address:
	     


If former contact(s) is/are no longer with the Market Participant please list name(s) here:      
Contact type(s):   AR   Backup AR   USA   Backup USA  Cybersecurity  24x7   Compliance   ROSC   AP   Backup AP   Credit   Backup Credit   TAB   TAR   TAT

	Name:
	     
	Title:
	     

	Address:
	     

	City:
	     
	State:
	     
	Zip:
	     

	Telephone:
	     
	Fax:
	     

	Email Address:
	     


If former contact(s) is/are no longer with the Market Participant please list name(s) here:      
Contact type(s):   AR   Backup AR   USA   Backup USA  Cybersecurity  24x7   Compliance   ROSC   AP   Backup AP   Credit   Backup Credit   TAB   TAR   TAT

	Name:
	     
	Title:
	     

	Address:
	     

	City:
	     
	State:
	     
	Zip:
	     

	Telephone:
	     
	Fax:
	     

	Email Address:
	     


If former contact(s) is/are no longer with the Market Participant please list name(s) here:      
Contact type(s):   AR   Backup AR   USA   Backup USA  Cybersecurity   24x7   Compliance   ROSC   AP   Backup AP   Credit   Backup Credit   TAB   TAR   TAT

	Name:
	     
	Title:
	     

	Address:
	     

	City:
	     
	State:
	     
	Zip:
	     

	Telephone:
	     
	Fax:
	     

	Email Address:
	     


If former contact(s) is/are no longer with the Market Participant please list name(s) here:      
Contact type(s):   AR   Backup AR   USA   Backup USA  Cybersecurity  24x7   Compliance   ROSC   AP   Backup AP   Credit   Backup Credit   TAB   TAR   TAT

	Name:
	     
	Title:
	     

	Address:
	     

	City:
	     
	State:
	     
	Zip:
	     

	Telephone:
	     
	Fax:
	     

	Email Address:
	     


If former contact(s) is/are no longer with the Market Participant please list name(s) here:      
2. Banking Information Change
	Bank Name:
	     

	Account Name:
	     

	Account Number:
	     

	ABA Number:
	     


3. Legal Address Change
	Address:      

	City, State, Zip:      


4. Cancelation of User Security Administrator (USA) and Digital Certificate Opt-Out

 By checking this box, Market Participant elects to:  (i) cancel its USA and Digital Certificate Opt-Out; (ii) designate a USA and optionally a Backup USA, listed in Section 1, Contact type(s), of this NCI form; and (iii) receive Digital Certificates as required by Section 16.12, User Security Administrator and Digital Certificates. Market Participant understands that designation of a USA and Backup USA, and issuance of Digital Certificates, is subject to the requirements in Section 16.12.

ERCOT Nodal Protocols
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Form G:  QSE Application and Service Filing for Registration Form
TBD
QUALIFIED SCHEDULING ENTITY (QSE)

APPLICATION AND SERVICE FILING FOR REGISTRATION

This application is for approval as a Qualified Scheduling Entity (QSE) by Electric Reliability Council of Texas Inc. (ERCOT) in accordance with the ERCOT Protocols. Information may be inserted electronically to expand the reply spaces as necessary. ERCOT will accept the completed, executed application via email to MPRegistration@ercot.com (.pdf version), via facsimile to (512) 225-7079, or via mail to Market Participant Registration, 7620 Metro Center Drive, Austin, Texas 78744. In addition to the application, ERCOT must receive an application fee in the amount of $500 via check. If you need assistance filling out this form, or if you have any questions, please call (512) 248-3900.

This application must be signed by the Authorized Representative, Backup Authorized Representative or an Officer of the company listed herein, as appropriate. ERCOT may request additional information as reasonably necessary to support operations under the ERCOT Protocols.

PART I – ENTITY Information
	Legal Name of the Applicant:
	

	Legal Address of the Applicant:
	Street Address:      

	
	City, State, Zip:      

	DUNS¹ Number:
	     


¹Defined in Section 2.1, Definitions.
 Check if Applying as an Emergency Response Service (ERS) Only QSE.
1. Authorized Representative (“AR”).  Defined in Section 2.1, Definitions.
	Name:
	     
	Title:
	     

	Address:
	     

	City:
	     
	State:
	     
	Zip:
	     

	Telephone:
	     
	Fax:
	     

	Email Address:
	     


2. Backup AR. (Optional) This person may sign any form for which an AR’s signature is required and will perform the functions of the AR as defined in the ERCOT Protocols in the event the AR is unavailable.
	Name:
	     
	Title:
	     

	Address:
	     

	City:
	     
	State:
	     
	Zip:
	     

	Telephone:
	     
	Fax:
	     

	Email Address:
	     


3. Type of Legal Structure. (Please indicate only one.)
 Individual


 Partnership



 Municipally Owned Utility

 Electric Cooperative
 Limited Liability Company
 Corporation 

 Other:       
If Applicant is not an individual, provide the state in which the Applicant is organized,      , and the date of organization:      .
4. User Security Administrator (USA). As defined in Section 16.12, User Security Administrator and Digital Certificates, the USA is responsible for managing the Market Participant’s access to ERCOT’s computer systems through Digital Certificates.

	Name:
	     
	Title:
	     

	Address:
	     

	City:
	     
	State:
	     
	Zip:
	     

	Telephone:
	     
	Fax:
	     

	Email Address:
	     


5. Backup USA. (Optional) This person may perform the functions of the USA as defined in the ERCOT Protocols in the event the USA is unavailable.
	Name:
	     
	Title:
	     

	Address:
	     

	City:
	     
	State:
	     
	Zip:
	     

	Telephone:
	     
	Fax:
	     

	Email Address:
	     


6. Cybersecurity. This contact is responsible for communicating Cybersecurity Incidents.
	Name:
	     
	Title:
	     

	Address:
	     

	City:
	     
	State:
	     
	Zip:
	     

	Telephone:
	     
	Fax:
	     

	Email Address:
	     


7. 24x7 Control or Operations Center. As defined in item (1)(k) of Section 16.2.1, Criteria for Qualification as a Qualified Scheduling Entity, the 24x7 control or operations center is responsible for operational communications and shall have sufficient authority to commit and bind the QSE.

	Desk Name:
	     

	Address:
	     

	City:
	     
	State:
	     
	Zip:
	     

	Telephone:
	     
	Fax:
	     

	Email Address:
	     


8. Compliance Contact. This person is responsible for compliance related issues.

	Name:
	     
	Title:
	     

	Address:
	     

	City:
	     
	State:
	     
	Zip:
	     

	Telephone:
	     
	Fax:
	     


	Email Address:
	     


9. Proposed commencement date for service:      
PART II – BANKING INFORMATION FOR FUNDS TRANSFERS

1. Banking Information. Applicant must be able to conduct Electronic Funds Transfers (EFTs) for the settlement of financial transactions with ERCOT.

	Bank Name:
	     

	Account Name:
	     

	Account No.:
	     

	ABA Number:
	     


2. Accounts Payable Contact (Settlement & Billing). 

	Name:
	     
	Title:
	     

	Address:
	     

	City:
	     
	State:
	     
	Zip:
	     

	Telephone:
	     
	Fax:
	     

	Email Address:
	     


Backup Accounts Payable Contact (Settlement & Billing). (Optional.)

	Name:
	     
	Title:
	     

	Address:
	     

	City:
	     
	State:
	     
	Zip:
	     

	Telephone:
	     
	Fax:
	     

	Email Address:
	     


PART III – DECLARATION OF SUBORDINATE QSEs

If the QSE intends to partition itself into subordinate QSEs (Sub-QSEs), please enter information for each Sub-QSE below. If a Sub-QSE will have a different 24x7 Contact than the QSE, please provide that information in the spaces provided below. The Sub-QSE name must have a reference to the Legal Entity Name. For example: Legal Name of Market Participant (SQ1), Legal Name of Market Participant (SQ2), etc.

Sub-QSE One (SQ1)

Name:        
Proposed commencement date for service:      
24x7 Contact information same?   Yes   No (If no, complete the section below)

	Name:
	     
	Title:
	     

	Address:
	     

	City:
	     
	State:
	     
	Zip:
	     

	Telephone:
	     
	Fax:
	     

	Email Address:
	     


Sub-QSE Two (SQ2)

Name:        
Proposed commencement date for service:      
24x7 Contact information same?   Yes   No (If no, complete the section below)

	Name:
	     
	Title:
	     

	Address:
	     

	City:
	     
	State:
	     
	Zip:
	     

	Telephone:
	     
	Fax:
	     

	Email Address:
	     


Sub-QSE Three (SQ3)

Name:        
Proposed commencement date for service:      
24x7 Contact information same?   Yes   No (If no, complete the section below)

	Name:
	     
	Title:
	     

	Address:
	     

	City:
	     
	State:
	     
	Zip:
	     

	Telephone:
	     
	Fax:
	     

	Email Address:
	     


Sub-QSE Four (SQ4)

Name:        
Proposed commencement date for service:      
24x7 Contact information same?   Yes   No (If no, complete the section below)

	Name:
	     
	Title:
	     

	Address:
	     

	City:
	     
	State:
	     
	Zip:
	     

	Telephone:
	     
	Fax:
	     

	Email Address:
	     


PART IV – ADDiTIONAL REQUIRED Information
1. Officers. ERCOT will obtain the names of all individuals and/or entities listed with the Texas Secretary of State as having binding authority for the Applicant. ERCOT will use this list of individuals to determine who can execute such documents as the Standard Form Market Participant Agreement (Section 22, Attachment A), Amendment to Standard Form Market Participant Agreement (Section 22, Attachment C), Digital Certificate Audit Attestation, etc. Alternatively, additional documentation (Articles of Incorporation, Board Resolutions, Delegation of Authority, Secretary’s Certificate, etc.) can be provided to prove binding authority for the Applicant.
2. Affiliates and Other Registrations. Provide the name, legal structure, and relationship of each of the Applicant’s affiliates, if applicable. See Section 2.1, Definitions, for the definition of “Affiliate.” Please also provide the name and type of any other ERCOT Market Participant registrations held by the Applicant. (Attach additional pages if necessary.)

3. Counter-Party Credit Application. Complete the Counter-Party Credit Application, located at http://www.ercot.com/services/rq/credit, and submit as instructed in conjunction with this application, in accordance with Section 16.2, Registration and Qualification of Qualified Scheduling Entities.
	Affiliate Name
(or name used for other ERCOT registration)
	Type of Legal Structure

(partnership, limited liability company, corporation, etc.)
	Relationship

(parent, subsidiary, partner, affiliate, etc.)

	     
	     
	     

	     
	     
	     

	     
	     
	     

	     
	     
	     

	     
	     
	     

	     
	     
	     

	     
	     
	     


4. Annual Certification Form to Meet ERCOT Additional Minimum Participation. Complete Section 22, Attachment J, Annual Certification Form to Meet ERCOT Additional Minimum Participation Requirements, and submit in conjunction with this application, pursuant to Section 16.16.3, Verification of Risk Management Framework.

PART V – SIGNATURE

I affirm that I have personal knowledge of the facts stated in this application and that I have the authority to submit this application form on behalf of the Applicant. I further affirm that all statements made and information provided in this application form are true, correct and complete, and that the Applicant will provide to ERCOT any changes in such information in a timely manner.

	Signature of AR, Backup AR or Officer:
	     

	Printed Name of AR, Backup AR or Officer:
	     

	Date:
	     


ERCOT Nodal Protocols
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Form I:  Resource Entity Application for Registration
TBD
RESOURCE ENTITY

APPLICATION FOR REGISTRATION

This application is for approval as a Resource Entity by the Electric Reliability Council of Texas Inc. (ERCOT) in accordance with the ERCOT Protocols.  Information may be inserted electronically to expand the reply spaces as necessary.  The completed, executed application will be accepted by ERCOT via email to MPRegistration@ercot.com (.pdf version), via facsimile to (512) 225-7079, or via mail to Market Participant Registration, 7620 Metro Center Drive, Austin, Texas 78744. If you need assistance filling out this form, or if you have any questions, please call (512) 248-3900.

This application must be signed by the Authorized Representative, Backup Authorized Representative or an Officer of the company listed herein, as appropriate.  ERCOT may request additional information as reasonably necessary to support operations under the ERCOT Protocols.

PART I – ENTITY Information

	Legal Name of the Applicant:
	

	Legal Address of the Applicant:
	Street Address:      

	
	City, State, Zip:      

	DUNS¹ Number:
	     


¹Defined in Section 2.1, Definitions.

1. Authorized Representative (“AR”).  Defined in Section 2.1, Definitions.

	Name:
	     
	Title:
	     

	Address:
	     

	City:
	     
	State:
	     
	Zip:
	     

	Telephone:
	     
	Fax:
	     

	Email Address:
	     


2. Backup AR.  (Optional) This person may sign any form for which an AR’s signature is required and will perform the functions of the AR in the event the AR is unavailable.

	Name:
	     
	Title:
	     

	Address:
	     

	City:
	     
	State:
	     
	Zip:
	     

	Telephone:
	     
	Fax:
	     

	Email Address:
	     


3.  Type of Legal Structure.  (Please indicate only one.)
 Individual


 Partnership



 Municipally Owned Utility


 Electric Cooperative
 Limited Liability Company
 Corporation 

 Other:      
If Applicant is not an individual, provide the state in which the Applicant is organized,      , and the date of organization:      .
4. User Security Administrator (USA).  As defined in Section 16.12, User Security Administrator and Digital Certificates, the USA is responsible for managing the Market Participant’s access to ERCOT’s computer systems through Digital Certificates.

	Name:
	     
	Title:
	     

	Address:
	     

	City:
	     
	State:
	     
	Zip:
	     

	Telephone:
	     
	Fax:
	     

	Email Address:
	     


5. Backup USA.  (Optional) This person may perform the functions of the USA as defined in the ERCOT Protocols in the event the USA is unavailable.
	Name:
	     
	Title:
	     

	Address:
	     

	City:
	     
	State:
	     
	Zip:
	     

	Telephone:
	     
	Fax:
	     

	Email Address:
	     


6. Cybersecurity. This contact is responsible for communicating Cybersecurity Incidents.
	Name:
	     
	Title:
	     

	Address:
	     

	City:
	     
	State:
	     
	Zip:
	     

	Telephone:
	     
	Fax:
	     

	Email Address:
	     


7. Compliance Contact.  This person is responsible for compliance related issues.

	Name:
	     
	Title:
	     

	Address:
	     

	City:
	     
	State:
	     
	Zip:
	     

	Telephone:
	     
	Fax:
	     

	Email Address:
	     


8. Proposed commencement date for service:      .

PART II – ADDiTIONAL REQUIRED Information

1. Officers.  ERCOT will obtain the names of all individuals and/or entities listed with the Texas Secretary of State as having binding authority for the Applicant. ERCOT will use this list of individuals to determine who can execute such documents as the Standard Form Market Participant Agreement (Section 22, Attachment A), Amendment to Standard Form Market Participant Agreement (Section 22, Attachment C), Digital Certificate Audit Attestation, etc. Alternatively, additional documentation (Articles of Incorporation, Board Resolutions, Delegation of Authority, Secretary’s Certificate, etc.) can be provided to prove binding authority for the Applicant.

2. Affiliates and Other Registrations.  Provide the name, legal structure, and relationship of each of the Applicant’s affiliates, if applicable.  See Section 2.1, Definitions, for the definition of “Affiliate.” Please also provide the name and type of any other ERCOT Market Participant registrations held by the Applicant. (Attach additional pages if necessary.)
3. Qualified Scheduling Entity (QSE) Acknowledgment. Provide all information requested in Attachment A and have the document executed by both parties.  Resource Entities representing Generation Resources or Load Resources shall designate a QSE qualified to represent the Resources.  Resource Entities with Settlement Only Generators (SOGs) shall designate any qualified QSE.

	Affiliate Name
(or name used for other ERCOT registration)
	Type of Legal Structure

(partnership, limited liability company, corporation, etc.)
	Relationship

(parent, subsidiary, partner, affiliate, etc.)

	     
	     
	     

	     
	     
	     

	     
	     
	     

	     
	     
	     

	     
	     
	     

	     
	     
	     

	     
	     
	     

	     
	     
	     

	     
	     
	     

	     
	     
	     


PART III – SIGNATURE

I affirm that I have personal knowledge of the facts stated in this application and that I have the authority to submit this application form on behalf of the Applicant.  I further affirm that all statements made and information provided in this application form are true, correct and complete, and that the Applicant will provide to ERCOT any changes in such information in a timely manner.

	Signature of AR, Backup AR or Officer:
	

	Printed Name of AR, Backup AR or Officer:
	     

	Date:
	     


Attachment A – QSE Acknowledgment

Acknowledgment by Designated QSE for

Scheduling and Settlement Responsibilities with ERCOT

The Applicant below has named the QSE listed below as its designated QSE to represent the Applicant for scheduling and Settlement transactions with ERCOT.

The Applicant’s designated QSE, listed below, hereby acknowledges that it does represent the Applicant and that it shall be responsible for the Applicant’s scheduling and Settlement transactions with ERCOT pursuant to the ERCOT Protocols.

The requested effective date for such representation is:      ** 

or 

Establish partnership at the earliest possible date  
Acknowledgment by QSE:
	Signature of Authorized Representative (“AR”) for QSE:
	

	Printed Name of AR:
	     

	Email Address of AR:
	     

	Date:
	     

	Name of Designated QSE:
	     

	DUNS of Designated QSE:
	     


Acknowledgment by Applicant:

	Signature of AR for MP:
	

	Printed Name of AR:
	     

	Email Address of AR: 
	     

	Date:
	     

	Name of MP:
	     

	DUNS No. of MP:
	     


ERCOT Nodal Protocols
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Form J:  Transmission and/or Distribution Service Provider Application for Registration
TBD

TRANSMISSION AND/OR DISTRIBUTION SERVICE PROVIDER (TDSP)

APPLICATION FOR REGISTRATION

This application is for approval as a Transmission Service Provider (TSP), Distribution Service Provider (DSP), or both TSP and DSP by Electric Reliability Council of Texas Inc. (ERCOT) in accordance with the ERCOT Protocols.  Information may be inserted electronically to expand the reply spaces as necessary.  ERCOT will accept the completed, executed application via email to MPRegistration@ercot.com (.pdf version), via facsimile to (512) 225-7079, or via mail to Market Participant Registration, 7620 Metro Center Drive, Austin, Texas 78744. If you need assistance filling out this form, or if you have any questions, please call (512) 248-3900.
This application must be signed by the Authorized Representative (“AR”), Backup Authorized Representative or an Officer of the company listed herein, as appropriate. ERCOT may request additional information as reasonably necessary to support operations under the ERCOT Protocols.
PART I – Company Information
	Legal Name of the Applicant:
	

	Legal Address of the Applicant:
	Street Address:      

	
	City, State, Zip:      

	DUNS¹ Number:
	     


¹Defined in Section 2.1, Definitions.
Type: TSP   DSP   Both  as reflected on Standard Form Agreement

1. Authorized Representative (“AR”).  Defined in Section 2.1, Definitions.
	Name:
	     
	Title:
	     

	Address:
	     

	City:
	     
	State:
	     
	Zip:
	     

	Telephone:
	     
	Fax:
	     

	Email Address:
	     



2. Backup AR. (Optional) This person may sign any form for which an AR’s signature is required and will perform the functions of the AR in the event the AR is unavailable.

	Name:
	     
	Title:
	     

	Address:
	     


	City:
	     
	State:
	     
	Zip:
	     

	Telephone:
	     
	Fax:
	     

	Email Address:
	     


3. Type of Legal Structure. (Please indicate only one.)

 Individual


 Partnership



 Municipally Owned Utility


 Electric Cooperative

 Limited Liability Company

 Corporation 

 Other:       
If Applicant is not an individual, provide the state in which the Applicant is organized,      , and the date of organization:      
4. User Security Administrator (USA). As defined in Section 16.12, User Security Administrator and Digital Certificates, the USA is responsible for managing the Market Participant’s access to ERCOT’s computer systems through Digital Certificates. 

	Name:
	     
	Title:
	     

	Address:
	     

	City:
	     
	State:
	     
	Zip:
	     

	Telephone:
	     
	Fax:
	     

	Email Address:
	     


4a.  By checking this box, Applicant hereby requests that ERCOT evaluate Applicant’s eligibility to opt out of the requirement that Market Participant designate a USA and receive Digital Certificates, and affirms the following:

(a)
Applicant is applying to register with ERCOT as either a Municipally Owned Utility (MOU) or an Electric Cooperative (EC), and as a DSP and/or Load Serving Entity (LSE).

(b)
Applicant is not, and will not, be designated as a Transmission Operator with ERCOT.

(c)
Applicant understands that by opting out, it will not be granted access to portions of the ERCOT Market Information System (MIS) that require Digital Certificate Access. 

(d)
Applicant understands that it can cancel any approved opt-out request, designate a USA, and begin receiving Digital Certificates by properly completing Section 23, Form E, Notice of Change of Information, and meeting the requirements under Section 16.12.
(e)
If determined ineligible, Applicant must designate a USA, receive Digital Certificates and comply with requirements under Protocol Section 16.12.
5. Backup USA. (Optional) This person may perform the functions of the USA as defined in the ERCOT Protocols in the event the USA is unavailable.
	Name:
	     
	Title:
	     

	Address:
	     

	City:
	     
	State:
	     
	Zip:
	     

	Telephone:
	     
	Fax:
	     

	Email Address:
	     


6. Cybersecurity. This contact is responsible for communicating Cybersecurity Incidents.
	Name:
	     
	Title:
	     

	Address:
	     

	City:
	     
	State:
	     
	Zip:
	     

	Telephone:
	     
	Fax:
	     

	Email Address:
	     


7. TSP 24x7 Control or Operations Center. As defined in the ERCOT Protocols, the 24x7 Control or Operations Center is responsible for operational communications and shall have sufficient authority to commit and bind the TSP.

	Desk Name:
	     

	Address:
	     

	City:
	     
	State:
	     
	Zip:
	     

	Telephone:
	     
	Fax:
	     

	Email Address:
	     


8. Compliance Contact. This person is responsible for compliance related issues.

	Name:
	     
	Title:
	     

	Address:
	     

	City:
	     
	State:
	     
	Zip:
	     

	Telephone:
	     
	Fax:
	     

	Email Address:
	     


PART II – ASSET REGISTRATION

1.  Provide Generation Load Metering Point and TDSP Read Generation information as required on the ERCOT Generation Load Metering Point(s) & TDSP Read Generation Registration Form. The form is located at http://www.ercot.com/services/rq/tdsp/index.html. The completed form should be attached to, and submitted with, the TDSP Registration Application.

2.  Provide status of registering Municipally Owned Utility (MOU) or Electric Cooperative (EC):

 Opt-In Municipally Owned Utility or Electric Cooperative – An Electric Cooperative or Municipally Owned Utility that offers Customer Choice.

 Non-Opt-In Entity (NOIE) – An Electric Cooperative or Municipally Owned Utility that does not offer Customer Choice.

PART III – ADDITIONAL REQUIRED INFORMATION

1. Officers. ERCOT will obtain the names of all individuals and/or entities listed with the Texas Secretary of State as having binding authority for the Applicant. ERCOT will use this list of individuals to determine who can execute such documents as the Standard Form Market Participant Agreement (Section 22, Attachment A), Amendment to Standard Form Market Participant Agreement (Section 22, Attachment C), Digital Certificate Audit Attestation (DCAA), etc. Alternatively, additional documentation (Articles of Incorporation, Board Resolutions, Delegation of Authority, Secretary’s Certificate, etc.) can be provided to prove binding authority for the Applicant.

2. Affiliates and other Registrations. Provide the name, legal structure, and relationship of each of the Applicant’s affiliates, if applicable. See Section 2.1, Definitions, for the definition of “Affiliate.” Please also provide the name and type of any other ERCOT Market Participant registrations held by the Applicant. (Attach additional pages if necessary.)

	Affiliate Name
(or name used for other ERCOT registration)
	Type of Legal Structure

(partnership, limited liability company, corporation, etc.)
	Relationship

(parent, subsidiary, partner, affiliate, etc.)

	     
	     
	     

	     
	     
	     

	     
	     
	     

	     
	     
	     

	     
	     
	     

	     
	     
	     

	     
	     
	     

	     
	     
	     

	     
	     
	     

	     
	     
	     


PART IV – SIGNATURE

I affirm that I have personal knowledge of the facts stated in this application and that I have the authority to submit this application form on behalf of the Applicant. I further affirm that all statements made and information provided in this application form are true, correct and complete, and that the Applicant will provide to ERCOT any changes in such information in a timely manner.

	Signature of AR, Backup AR or Officer:
	

	Printed Name of AR, Backup AR or Officer:
	     

	Date:
	     


ERCOT Nodal Protocols

Section 23
Form M:  Independent Market Information System Registered Entity (IMRE) Application for Registration
TBD

INDEPENDENT MARKET INFORMATION SYSTEM REGISTERED ENTITY (IMRE)
APPLICATION FOR REGISTRATION

This application is for approval as an IMRE by the Electric Reliability Council of Texas Inc. (ERCOT) in accordance with the ERCOT Protocols.  Information may be inserted electronically to expand the reply spaces as necessary.  ERCOT will accept the completed, executed application via email to MPRegistration@ercot.com (.pdf version) or via mail to Market Participant Registration, 7620 Metro Center Drive, Austin, Texas 78744.  In addition to the application, ERCOT must receive an application fee in the amount of $500 via check or wire transfer.  If you need assistance filling out this form, or if you have any questions, please call (512) 248-3900.

This application must be signed by the Authorized Representative, Backup Authorized Representative or an Officer of the company listed herein, as appropriate.  ERCOT may request additional information as reasonably necessary to support operations under the ERCOT Protocols.

PART I – ENTITY Information
	Legal Name of the Applicant:
	

	Legal Address of the Applicant:
	Street Address:      

	
	City, State, Zip:      

	DUNS¹ Number:
	     


¹Defined in Section 2.1, Definitions.
1. Authorized Representative (AR). Defined in Section 2.1, Definitions.

	Name:
	     
	Title:
	     

	Address:
	     

	City:
	     
	State:
	     
	Zip:
	     

	Telephone:
	     
	Fax:
	     

	Email Address:
	     


2. Backup AR. (Optional) This person may sign any form for which an AR’s signature is required and will perform the functions of the AR in the event the AR is unavailable.
	Name:
	     
	Title:
	     

	Address:
	     

	City:
	     
	State:
	     
	Zip:
	     

	Telephone:
	     
	Fax:
	     

	Email Address:
	     


3. Type of Legal Structure. (Please indicate only one.)
 Individual


 Partnership



 Municipally Owned Utility


 Electric Cooperative
 Limited Liability Company
 Corporation 

 Other:       
If Applicant is not an individual, provide the state in which the Applicant is organized,      , and the date of organization:      
4. User Security Administrator (USA). As defined in Section 16.12, User Security Administrator and Digital Certificates, the USA is responsible for managing the Market Participant’s access to ERCOT’s computer systems through Digital Certificates.

	Name:
	     
	Title:
	     

	Address:
	     

	City:
	     
	State:
	     
	Zip:
	     

	Telephone:
	     
	Fax:
	     

	Email Address:
	     


5. Backup USA. (Optional) This person may perform the functions of the USA as defined in the ERCOT Protocols in the event the USA is unavailable.
	Name:
	     
	Title:
	     

	Address:
	     

	City:
	     
	State:
	     
	Zip:
	     

	Telephone:
	     
	Fax:
	     

	Email Address:
	     


6. Cybersecurity. This contact is responsible for communicating Cybersecurity Incidents.
	Name:
	     
	Title:
	     

	Address:
	     

	City:
	     
	State:
	     
	Zip:
	     

	Telephone:
	     
	Fax:
	     

	Email Address:
	     


PART II – ADDiTIONAL REQUIRED Information
1. Officers. ERCOT will obtain the names of all individuals and/or entities listed with the Texas Secretary of State or otherwise designated as having binding authority for the Applicant. ERCOT will use this list of individuals to determine who can execute such documents as the Standard Form Market Participant Agreement (SFA), Amendment to the SFA, Digital Certificate Audit Attestation, etc. Alternatively, additional documentation (Articles of Incorporation, Board Resolutions, Delegation of Authority, Secretary’s Certificate, etc.) can be provided to prove binding authority for the Applicant.

2. Affiliates and Other Registrations. Provide the name, legal structure, and relationship of each of the Applicant’s affiliates, if applicable. See Section 2.1, Definitions, for the definition of “Affiliate.” Please also provide the name and type of any other ERCOT Market Participant registrations held by the Applicant. (Attach additional pages if necessary.)
	Affiliate Name
(or name used for other ERCOT registration)
	Type of Legal Structure

(partnership, limited liability company, corporation, etc.)
	Relationship

(parent, subsidiary, partner, affiliate, etc.)

	     
	     
	     

	     
	     
	     

	     
	     
	     

	     
	     
	     

	     
	     
	     

	     
	     
	     


PART III – SIGNATURE
I affirm that I have personal knowledge of the facts stated in this application and that I have the authority to submit this application form on behalf of the Applicant. I further affirm that all statements made and information provided in this application form are true, correct and complete, and that the Applicant will provide to ERCOT any changes in such information in a timely manner.

	Signature of AR, Backup AR or Officer:
	

	Printed Name of AR, Backup AR or Officer:
	     

	Date:
	     


ERCOT Nodal Protocols

Section 23
Form O:  Notice of Cybersecurity Incident
[DATE TBD]
NOTICE OF CYBERSECURITY INCIDENT
A Market Participant shall use this form to notify ERCOT of a Cybersecurity Incident.  Market Participant shall fill out this form with as much information as is available upon the time of reporting. Market Participant shall also use this form to provide ERCOT with updated/supplemental information concerning the Cybersecurity Incident as information becomes available. 
This Notice of Cybersecurity Incident form shall be submitted to NCSI@ercot.com by the Market Participant’s Authorized Representative, Cybersecurity Contact, or an officer of the company.  If, as a result of the Cybersecurity Incident, a Market Participant is unable to securely send the Notice of Cybersecurity Incident form to ERCOT, the Market Participant will call the ERCOT HelpDesk at (512) 248-6800 and/or its Client Service Representative to request a secure means for sending the Notice of Cybersecurity Incident to ERCOT.

· 
· 
· 
· 
· 
· 
· 
· 
	Market Participant

	Market Participant Account Name(s):
	

	DUNS Number(s):
	

	Market Participant Type(s):
	☐CP 
☐CRRAH 
☐IMRE 
☐LSE  
☐QSE/Sub-QSE

☐RE 
☐TSP and/or DSP

	Impacted Market Participant Agent Name(s), if applicable:
	

	Impacted Market Participant Agent Contact Information, if applicable:
	


	Submitter

	AR, Backup AR, Cybersecurity Contact, or Officer:
	

	Signature:
	

	Email:
	

	Phone Number:
	


	Temporary Cybersecurity Contact Information for this Cybersecurity Incident

(if different from Cybersecurity Contact information contained in ERCOT’s registration files)

	Name:
	

	
	

	Primary Phone:
	

	
	

	Email Address:
	

	Other:
	


	Cybersecurity Incident 


	Details

	Date and Time the Cybersecurity Incident was determined:
	

	Has the Cybersecurity Incident been resolved?
	

	Physical location of affected network(s), system(s) &/or application(s):
	

	Have governmental authorities been notified of the Cybersecurity Incident? If so, please identify the notified entities.
	


	Description 

	Provide a description of the Cybersecurity Incident: 



	Provide a description of the type of information/data that may have been compromised: 




	Impact/Potential Impacts

	To Notifying Market Participant:

Check all that apply:

☐  Loss/Compromise of Data 

☐ Damage to Systems/Networks/Applications

☐ System/Network/Application Downtime

☐ Other Impacted Systems

☐ Unknown

Provide a description of impacts/potential impacts: 



	To ERCOT:

Check all that apply:

☐  Loss/Compromise of Data

☐ Damage to Systems/Networks/Applications

☐ System/Network/Application Downtime

☐ Other Impacted Systems

☐ Unknown

Provide a description of impacts/potential impacts: 




	To Other Market Participants:

Check all that apply:

☐  Loss/Compromise of Data

☐ Damage to Systems/Networks/Applications

☐ System/Network/Application Downtime

☐ Other Impacted Systems

☐ Unknown

Provide a description of impacts/potential impacts: 




	Incident Response  

	Please provide a description of steps that have been taken to remediate the Cybersecurity Incident (e.g., no action taken; system disconnected from network; log files examined; etc.): 



	Please provide an ongoing log of activities taken during the Cybersecurity Incident response process:

	Date
	Activity

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	


	Additional/Supplemental Information

	






Date Received:  ______________________








Date Received:  ______________________





Received: ______________________








Date Received:  ______________________








Date Received:  ______________________








**Actual effective date will depend on time needed to implement the relationship in ERCOT systems once ERCOT has received all necessary information (a minimum of three Business Days), and may be later than the requested effective date.  ERCOT will notify the parties of the actual effective date.


** Actual effective date will depend on time needed to implement the relationship in ERCOT systems once ERCOT has received all necessary information (a minimum of three Business Days), and may be later than the requested effective date.  ERCOT will notify the parties of the actual effective date.


** Actual effective date will depend on time needed to implement the relationship in ERCOT systems once ERCOT has received all necessary information (a minimum of three Business Days), and may be later than the requested effective date.  ERCOT will notify the parties of the actual effective date.





�Please note NPRR902 also proposes revisions to this section.


�Please note NPRR902 also proposes revisions to this section.


�Please note NPRR902 also proposes revisions to this section.


�Please note NPRR902 also proposes revisions to this section.
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