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	NPRR Title
	Digital Certificate and User Security Administrator Clarifications and Opt Out Procedure
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	Action
	Recommended Approval

	Timeline 
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	Proposed Effective Date
	To be determined

	Priority and Rank Assigned
	To be determined

	Nodal Protocol Sections Requiring Revision 
	2.1, Acronyms and Abbreviations

16.12, User Security Administrator and Digital Certificates

16.12.1, USA Responsibilities and Qualifications for Digital Certificate Holders

16.12.2, Requirements for Use of Digital Certificates (reference)

16.12.3, Market Participant Audits of User Security Administrators and Digital Certificates

16.12.4, ERCOT Audit - Consequences of Non-compliance
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23, Form E, Notice of Change of Information

23, Form J, Transmission and/or Distribution Service Provider Application for Registration

23, Form L, Digital Certificate Audit Attestation (new)

	Related Documents Requiring Revision/ Related Revision Requests
	None

	Revision Description
	This Nodal Protocol Revision Request (NPRR) modifies Section 16, Registration and Qualification of Market Participants, and Section 23, Forms B, E, and J; and adds Form L.

This NPRR makes the following primary modifications to Section 16: 

(1)
Creates a new process by which qualified Market Participants can request to opt-out of receiving Digital Certificates and having to appoint a User Security Administrator (USA).  If ERCOT determines that a Market Participant is qualified to opt-out, that Market Participant will not have the ability to request/utilize Digital Certificates or access to the Market Information System (MIS);

(2)
Clarifies ambiguous requirements Digital Certificate holders must meet to receive and continue to hold Digital Certificates; and 

(3)
Clarifies that a USA may be responsible for managing access to certain ERCOT computer systems that do not require Digital Certificates, such as the online Resource Integration and Ongoing Operations (RIOO) system, which is currently expected to be implemented later in 2018.  

This NPRR makes the following modifications to Section 23: 

(1)
Revises Form B and Form J to give new applicants the ability to opt-out of receiving Digital Certificates as long as they meet the necessary qualifications; 

(2)
Revises Form E to allow a qualified Market Participant that has previously opted-out of receiving Digital Certificates to opt back in, and therefore become eligible to receive Digital Certificates; and

(3)
Adds Form L.

Additional revisions streamline and clarify the Digital Certificate and USA process.
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  Addresses current operational issues.
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  Meets Strategic goals (tied to the ERCOT Strategic Plan or directed by the ERCOT Board).
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  Market efficiencies or enhancements
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  Administrative
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  Regulatory requirements
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  Other:  (explain)

(please select all that apply)

	Business Case
	This NPRR enhances security and administration of Digital Certificates by providing eligible Market Participants with the ability to opt out of receiving such Digital Certificates when they are not being used in the market.  This NPRR has the additional benefit of eliminating the compliance obligation with annual Digital Certificate Audit Attestation (DCAA) requirements for eligible Market Participants that opt-out.  The opt-out is intended only for Municipally Owned Utilities (MOUs) and Electric Cooperatives (ECs) that are registered as Distribution Service Providers (DSPs) and/or Load Serving Entities (LSEs).  This NPRR also attempts to clarify ambiguous portions of Section 16.12.

Creating an option for certain Market Participants to opt-out of having Digital Certificates should increase security of the MIS Secure Area and data posted there because it will reduce the existence of unused or minimally monitored Digital Certificates.  It will also reduce unnecessary administrative burdens and/or compliance risks associated with maintaining Digital Certificates for certain Market Participants that have no need for them.  

	Credit Work Group Review
	To be determined

	PRS Decision
	On 10/18/18, PRS voted to recommend approval of NPRR899 as submitted.  There were two abstentions from the Independent Power Marketer (IPM) (Tenaska) and the Independent Retail Electric Provider (IREP) (Reliant) Market Segments.  All Market Segments were present for the vote. 

	Summary of PRS Discussion
	On 10/18/18, participants discussed the merits of NPRR899 and the potential benefits this NPRR could pose for the market. 
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	Market Rules Notes


Please note an administrative edit has been made to correct a spelling error and is authored as “ERCOT Market Rules”.
	Proposed Protocol Language Revision


2.2    ACRONYMS AND ABBREVIATIONS

DCAA
Digital Certificate Audit Attestation
16.12
User Security Administrator and Digital Certificates

(1)
Each Market Participant is allowed access to certain ERCOT computer systems through the use of Digital Certificates upon execution of the Standard Form Market Participant Agreement (as provided for in Section 22, Attachment A, Standard Form Market Participant Agreement), and completion of applicable registration and qualification requirements.  Digital Certificates expire after one year.
(2)
A User Security Administrator (USA) is responsible for managing the Market Participant’s access to non-public ERCOT computer systems through Digital Certificates.  A USA may also be responsible for managing the Market Participant’s access to the online Resource Integration and Ongoing Operations (RIOO) system, which does not require a Digital Certificate.  Each Market Participant that will receive Digital Certificate(s) must, as part of the application for registration with ERCOT, designate an individual employee or authorized agent as its USA, and optionally, a backup USA.  If a Market Participant has designated a backup USA and the primary USA fails to perform, or is unable to perform, the functions required of a USA, then the backup USA shall perform any and all functions required of the primary USA.  The Market Participant is responsible for revising its USA list as the need arises.  The Market Participant’s USA is responsible for registering all Market Participant’s Digital Certificate holders (“Certificate Holders”) and administering the use of Digital Certificates on behalf of the Market Participant.  Each Market Participant that will receive Digital Certificates and  having more than one ERCOT functional registration must designate a USA for each registration (which may be the same employee or authorized agent) and shall manage each registration separately for the purposes of this Section.  Once the Market Participant completes registration requirements, ERCOT shall send the USA a copy of the Digital Certificate user guide. 
(3)
Only Market Participants registered with ERCOT as either a Municipally Owned Utility (MOU) or an Electric Cooperative (EC), and as a Distribution Service Provider (DSP) and/or Load Serving Entity (LSE), may be eligible to opt-out of designating a USA and receiving Digital Certificates if the Market Participant demonstrates to ERCOT’s satisfaction that it does not need a Digital Certificate to perform its obligations under the ERCOT Protocols, market guides, or other applicable rules. 
(4) 
An eligible Market Participant that wishes to opt-out of designating a USA and receiving Digital Certificates shall submit a request form, found on the ERCOT website, confirming its desire to opt-out subject to ERCOT’s review and approval.  ERCOT will notify the requesting Market Participant of its approval or disapproval of the request within 14 Business Days.  ERCOT may subsequently revoke, at its sole discretion, Market Participant’s election to opt-out if the Market Participant’s lack of a Digital Certificate causes administrative burdens or reliability concerns.  ERCOT will send notice of revocation to the Market Participant who will have ten Business Days to fill out a Notice of Change of Information (NCI) form (Section 23, Form E, Notice of Change of Information) and submit it to ERCOT.  Once the NCI is submitted, the request for a Digital Certificate will be subject to the same requirements applicable to the processing of an initial request by a new Market Participant. 
(5)
Market Participants that have received approval from ERCOT to opt-out of designating a USA and receiving Digital Certificates are not excused from obligations under the ERCOT Protocols, other than the obligations required in this Section 16.12 regarding Digital Certificates.  Market Participants who opt-out shall still be required to submit the Digital Certificate Audit Attestation (DCAA) required by paragraph (2) of Section 16.12.3, Market Participant Audits of User Security Administrators and Digital Certificates, for the portion of the year, if any, during which they had a USA and Digital Certificate(s).
(6)
A Market Participant that has been granted approval by ERCOT to opt-out of designating a USA and receiving Digital Certificates will not have access to information that would ordinarily be retrievable with a Digital Certificate.  A Market Participant that has been granted approval by ERCOT to opt-out of designating a USA and receiving Digital Certificates may, at any time, cancel its opt-out status by submitting an NCI form (Section 23, Form E).
16.12.1
USA Responsibilities and Qualifications for Digital Certificate Holders

(1)
The USA and the Market Participant are responsible for the following:

(a)
Requesting Digital Certificates for authorized Certificate Holders (either persons or programmatic interfaces) that the USA has qualified through an appropriate screening process requiring confirmation that the Certificate Holder is an employee or authorized agent (including third parties) of the Market Participant.  A Certificate Holder (including the USA) must be qualified as set forth below.  The Market Participant shall be liable for ensuring that each of its Certificate Holder(s) meets the requirements of (i) – (v) below.

(i)
For any employee or authorized agent receiving a Digital Certificate, the Market Participant shall confirm that the employee or authorized agent satisfies reasonable background review sufficient for employment or contract with the Market Participant so as to reasonably limit threat(s) to ERCOT’s market or computer systems.  The Market Participant may not request that Digital Certificates be issued to any employee or authorized agent that it determines, after reasonable background review, poses a threat to ERCOT’s market or computer systems.  

(ii)
The Certificate Holder is aware of the rules and restrictions relating to the use of Digital Certificates.  

(iii)
The Certificate Holder is eligible to review and receive technology and software under applicable export control laws and regulations.  ERCOT shall post links to such laws and regulations on the ERCOT website. 
(iv)
The Market Participant has conducted a reasonable review of the Certificate Holder and has confirmed that the Certificate Holder is not on any U.S. terrorist threat lists such as the Consolidated Screening List or the Federal Bureau of Investigation Most Wanted Terrorists List.  ERCOT will post links to relevant lists on the ERCOT website.  
(v)
The Certificate Holder does not violate the conditions of use specified by the software vendor that provides the Digital Certificates for the Market Participant’s use and provided to the Certificate Holder.  ERCOT will post links to relevant conditions of use on the ERCOT website.
(b)
Requesting revocation of Digital Certificates.  The Market Participant or USA shall request revocation of Digital Certificates by proceeding with the ERCOT Digital Certificate revocation process as described in the Digital Certificate User Guide.  The Market Participant or USA shall request revocation of a Digital Certificate under any of the following conditions:

(i)
As soon as possible but no later than three Business Days after:

(A)
A Certificate Holder ceases employment with the Market Participant; or

(B)
The Market Participant becomes aware that a Certificate Holder is changing job functions (pursuant to a reasonable process for identifying when job function changes occur) so that the Certificate Holder no longer needs the Digital Certificate, 

 
(ii)
As soon as possible, but no later than five Business Days, after the Market Participant becomes aware (pursuant to a reasonable process for identifying violations) that the Certificate Holder has violated any of the following conditions of use of a Digital Certificate: 

(A)
Violating the requirements if any of paragraph (1)(a)(i) – (v) above; or

(B)
Using the Digital Certificate for any unauthorized purpose; or 

(C)
Allowing any person other than the Certificate Holder to use the Digital Certificate.

(c)
Managing the level of access for each Certificate Holder by assigning and maintaining Digital Certificate roles for each authorized user in accordance with the process set forth in ERCOT’s Digital Certificate user guide.

(d)
Requesting annual renewal of Digital Certificates.


(e)
If needed, issuing Digital Certificates for use by electronic systems not limited to servers. 

(f) Maintaining the integrity of the administration of Digital Certificates through consistent, sound and reasonable business practices. 

16.12.2
Requirements for Use of Digital Certificates

(1)
Use of Digital Certificates must comply with the following:

(a)
A Digital Certificate shall be used by only one individual and may not be shared.  If multiple employees or authorized agents share a computer and each requires a Digital Certificate, the USA shall request separate Digital Certificates for each. Multiple Digital Certificates may be installed and managed on a single computer.  ERCOT shall include instructions on how to manage multiple Digital Certificates in the Digital Certificate user guide.

(b)
A Digital Certificate may not be traded or sold.

(c)
Electronic equipment on which the Digital Certificate resides must be physically and electronically secured in a reasonable manner to prevent improper use of the Digital Certificate.

(d)
The Market Participant is wholly responsible for any use of Digital Certificates issued by its USA.

16.12.3
Market Participant Audits of User Security Administrators and Digital Certificates

(1)
During September of each year, each Market Participant that has been issued any Digital Certificates shall generate a list of its registered USA and Certificate Holders.  The Market Participant, through its USA or another authorized third party, shall perform an audit by reviewing the list and noting any inconsistencies or instances of non-compliance (including, for example, any Certificate Holder that may have changed job functions and no longer requires the Digital Certificate).  If the Market Participant or its USA or the authorized third party identifies discrepancies, the USA shall use the process for managing Digital Certificates as included in ERCOT’s Digital Certificate user guide to rectify the discrepancy. The audit must, at a minimum confirm that:

(a)
The Market Participant and each listed USA and Certificate Holder meet the applicable requirements of paragraph (1)(a) of Section 16.12.1, USA Responsibilities and Qualifications for Digital Certificate Holders, and are not subject to any of the conditions that would require revocation as described in paragraph (1)(b) of Section 16.12.1;  

(b)
Each listed USA and Certificate Holder is currently employed by or is an authorized agent contracted with the Market Participant; 

(c)
The Market Participant has verified that the listed USA is authorized to be the USA; 

(d)
Each Certificate Holder is authorized to retain and use the Digital Certificate; and

(e)
Each listed Certificate Holder needs the Digital Certificate to perform his or her job functions.

(2)
By October 1 of each year, a Market Participant shall submit to ERCOT a DCAA (as provided for in Section 23, Form L,  Digital Certificate Audit Attestation) from an individual who: (a) is an officer, executive, or employee of the Market Participant or of an Affiliate of the Market Participant; and (b) has authority to bind the Market Participant.  The attestation shall certify that: 

(a)
The Market Participant has complied with the requirements of the audit;

(b)
The Market Participant has verified that all assigned Digital Certificates belong to Certificate Holders authorized by the Market Participant’s USA.  If the Certificate Holders no longer meet the criteria in paragraph (1)(a) of Section 16.12.1, the USA shall inform ERCOT as described in paragraph (1)(b) of Section 16.12.1 and note the findings in the response; and

(c)
The USA and all Certificate Holders have been qualified through a reasonable screening process and background review required by paragraph (1)(a)(i)-(v) of Section 16.12.1.

(3)
If a Market Participant cannot comply with the October 1 deadline at the time this Section first applies to the Market Participant, the Market Participant shall request an extension of the deadline by providing ERCOT a written explanation of why it cannot meet the deadline.  The explanation must include a plan and timeline for compliance not to exceed six months from the original deadline.  ERCOT shall review that extension request and notify the Market Participant if the request is approved or denied.  ERCOT may approve no more than one extension request per Market Participant.  

(4)
By December 1 of each year, ERCOT shall acknowledge receipt of each DCAA audit received and indicate whether any required information is missing from the DCAA. 

16.12.4
ERCOT Audit - Consequences of Non-compliance

(1)
ERCOT, or its designee, shall review the DCAA submitted under Section 16.12.3, Market Participant Audits of User Security Administration and Digital Certificates, and may audit the Market Participant for compliance with the provisions of this Section 16.12, User Security Administrator and Digital Certificates. The Market Participant shall cooperate fully with ERCOT in such audits.  

(2)
On or about December 15 of each year, ERCOT shall report to the Public Utility Commission of Texas (PUCT) all Market Participants failing to properly perform and/or submit complete DCAA(s) as described in Section 16.12.3 or non-compliance with Section 16.12.3.  

(3)
ERCOT, after providing notice to the Market Participant and PUCT Staff, may disqualify the Market Participant’s USA and/or revoke any or all Digital Certificates assigned to the Market Participant if:

(a)
The Market Participant does not properly and timely perform the audit; 

(b)
ERCOT discovers non-compliance; or 

(c)
The Market Participant does not timely request revocation of its Digital Certificates for unauthorized Certificate Holders. 

(4)
ERCOT’s decision to disqualify a Market Participant’s USA or revoke a Market Participant’s Digital Certificates as described above is subject to the following:

(a) 
A Market Participant’s Digital Certificates may not be revoked unless the Market Participant 
is given a reasonable opportunity to work with ERCOT to resolve the reason for revocation;
(b) 
A Market Participant’s USA may not be disqualified unless it is given a reasonable opportunity to authorize a new USA and assign new Digital Certificates as necessary to prevent disruption of the Market Participant’s business; and

(c) 
A Market Participant may dispute ERCOT’s decision to disqualify the Market Participant’s USA and/or revoke its Digital Certificates through the Alternative Dispute Resolution (ADR) Procedure in accordance with Section 20, Alternative Dispute Resolution Procedure, and may appeal the result of the ADR process to the PUCT as provided in Section 20.
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Section 23
Form B:  Load Serving Entity (LSE) Application for Registration
 TBD

LOAD SERVING ENTITY (LSE)

APPLICATION FOR REGISTRATION

This application is for approval as an LSE by the Electric Reliability Council of Texas Inc. (ERCOT) in accordance with the ERCOT Protocols.  Information may be inserted electronically to expand the reply spaces as necessary.  ERCOT will accept the completed, executed application via email to mpappl@ercot.com (.pdf version), via facsimile to (512) 225-7079, or via mail to Market Participant Registration, 7620 Metro Center Drive, Austin, Texas 78744.  In addition to the application, ERCOT must receive an application fee in the amount of $500 via check or wire transfer, if the applicant is a Retail Electric Provider (REP) and/or Competitive Retailer (CR), per Section 9.16.2, User Fees.  If you need assistance filling out this form, or if you have any questions, please call (512) 248-3900.

This application and all subsequent documents provided to ERCOT must be signed by the Authorized Representative, Backup Authorized Representative or an Officer of the company listed herein, as appropriate. ERCOT may request additional information as reasonably necessary to support operations under the ERCOT Protocols.
PART I – ENTITY Information
	Legal Name of the Applicant:
	

	Legal Address of the Applicant:
	Street Address:      

	
	City, State, Zip:      

	DUNS¹ Number:
	     


¹Defined in Section 2.1, Definitions.
1. Authorized Representative (“AR”).  Defined in Section 2.1, Definitions.  

	Name:
	     
	Title:
	     

	Address:
	     

	City:
	     
	State:
	     
	Zip:
	     

	Telephone:
	     
	Fax:
	     

	Email Address:
	     


2. Backup AR. (Optional) This person may sign any form for which an AR’s signature is required and will perform the functions of the AR in the event the AR is unavailable.

	Name:
	     
	Title:
	     

	Address:
	     

	City:
	     
	State:
	     
	Zip:
	     

	Telephone:
	     
	Fax:
	     

	Email Address:
	     


3. Type of Legal Structure. (Please indicate only one.)

 Individual


 Partnership



 Municipally Owned Utility


 Electric Cooperative
 Limited Liability Company
 Corporation 

 Other:       
If Applicant is not an individual, provide the state in which the Applicant is organized,      , and the date of organization:      
4. User Security Administrator (USA). As defined in Section 16.12, User Security Administrator and Digital Certificates, the USA is responsible for managing the Market Participant’s access to ERCOT’s computer systems through Digital Certificates.

	Name:
	     
	Title:
	     

	Address:
	     

	City:
	     
	State:
	     
	Zip:
	     

	Telephone:
	     
	Fax:
	     

	Email Address:
	     


4a.  By checking this box, Applicant hereby requests that ERCOT evaluate Applicant’s eligibility to opt out of the requirement that Market Participant designate a USA and receive Digital Certificates, and affirms the following:

(a)
Applicant is applying to register with ERCOT as either a Municipally Owned Utility (MOU) or an Electric Cooperative (EC), and as a Distribution Service Provider (DSP) and/or Load Serving Entity (LSE).

(b)
Applicant is not, and will not, be designated as a Transmission Operator with ERCOT.

(c)
Applicant understands that by opting out, it will not be granted access to portions of the ERCOT Market Information System (MIS) that require Digital Certificate access. 

(d)
Applicant understands that it can cancel any approved opt-out request, designate a USA, and begin receive Digital Certificates by properly completing Section 23, Form E, Notice of Change of Information, and meeting the requirements under Section 16.12, User Security Administrator and Digital Certificates.
(e)
If determined ineligible, Applicant must designate a USA, receive Digital Certificates and comply with requirements under Section 16.12.
5. Backup USA. (Optional) This person may perform the functions of the USA in the event the Primary USA is unavailable.

	Name:
	     
	Title:
	     

	Address:
	     

	City:
	     
	State:
	     
	Zip:
	     

	Telephone:
	     
	Fax:
	     

	Email Address:
	     


6. Transition/Acquisition (“TA”). Requirement for Competitive Retailers (CRs). Responsible for coordinating Mass TA events between ERCOT, Transmission and/or Distribution Service Providers and CRs. The CR may be a Provider of Last Resort (POLR), designated CR, gaining CR or losing CR. Includes TA Business (“TAB”), TA Regulatory (“TAR”) and TA Technical (“TAT”).

TAB:

	Name:
	     
	Title:
	     

	Address:
	     

	City:
	     
	State:
	     
	Zip:
	     

	Telephone:
	     
	Fax:
	     

	Email Address:
	     


TAR:

	Name:
	     
	Title:
	     

	Address:
	     

	City:
	     
	State:
	     
	Zip:
	     

	Telephone:
	     
	Fax:
	     

	Email Address:
	     


TAT:

	Name:
	     
	Title:
	     

	Address:
	     

	City:
	     
	State:
	     
	Zip:
	     

	Telephone:
	     
	Fax:
	     

	Email Address:
	     


7. Type of Applicant. Please indicate how the Applicant intends to operate in the market pursuant to the ERCOT Protocols.  Please check all that apply.


Competitive Retailer (CR) – Municipally Owned Utility (MOU) or an Electric Cooperative (EC) that offers Customer Choice and sells electric energy at retail in the restructured electric power market in Texas; or a Retail Electric Provider (REP) as defined in P.U.C. Subst.R. 25.5, Definitions. (If CR, check one of the following):


Opt-In MOU or EC – A MOU or an EC that offers Customer Choice.


Retail Electric Provider (REP) – A person that sells electric energy to retail Customers in this state. As provided in the Public Utility Regulatory Act, Tex. Util. Code Ann. § 31.002(17) (Vernon 1998 & Supp. 2007) (PURA), a REP may not own or operate generation assets. As provided in PURA § 39.353(b), a REP is not an Aggregator.


Non-Opt-In Entity (NOIE) – An EC or MOU that does not offer Customer Choice and does not plan to operate as a CR.


External LSE (ELSE) – A distribution service provider (as that term is defined in P.U.C. Subst. R. 25.5), which includes an electric utility, a MOU, or an EC that has a legal duty to serve one or more Customers connected to the ERCOT System but that does not own or operate Facilities connecting Customers to the ERCOT System.
8. Default method for receiving transaction information from Transaction Clearinghouse.

Select one:   EDI,  XML, or   Portal
PART II – SCHEDULING INFORMATION
1. Designation of a Qualified Scheduling Entity (QSE). Provide all information requested in Attachment A and have the document executed by both parties.

PART III – REP INFORMATION
(Part III applies to REPs only.)

1. Other Trade or Commercial Names on PUCT Certificate. (Limit: 4)

	Other Trade/Commercial Name:
	DUNS Number:

	     
	     

	     
	     

	     
	     

	     
	     


2. Texas Office.  Supply the Texas office location information indicated below prior to providing retail electric service in Texas:

	Name in use at Texas office:
	     

	Street Address of Texas office:
	     

	City, State, Zip:
	     

	Telephone:
	     

	Fax:
	     

	Email:
	     


3. Service Area.  Please designate service area by selecting one of the options below.

 Option 1 – For LSEs defining service area by geography. Check only one of the following boxes and complete supplemental information, if any, to designate desired geographical service area:

  The geographic area of the entire state of Texas.

  A specific geographic area (including the zip codes applicable to that area), as follows (list them):      .

   The service area of specific transmission and distribution utilities and/or Municipally Owned Utilities (MOUs) or Electric Cooperatives (ECs) in which competition is offered, as follows (list them):      .

  The geographic area of ERCOT or other independent organization to the extent it is within Texas, as follows (name it):      
 Option 2 – For LSEs defining service area by customers. Provide an attached list of each individual retail customer, by name, with who it has contracted to provide one megawatt (1 MW) or more of capacity, pursuant to subsection (d)(2)(A) of P.U.C. Subst. R. 25.107, Certification of Retail Electric Providers (REPs).

 Option 3 – For LSEs that sell electricity exclusively to a retail customer other than a small commercial consumer and residential customer from a Distributed Generation (DG) facility located on a site controlled by that customer.
4. PUCT Certification.

	Date Certificate granted:      
	Certificate Number:      


PART IV – ADDITIONAL REQUIRED INFORMATION

1. Officers. ERCOT will obtain the names of all individuals and/or entities listed with the Texas Secretary of State or otherwise designated as having binding authority for the Applicant. ERCOT will use this list of individuals to determine who can execute such documents as the Standard Form Market Participant Agreement (Section 22, Attachment A), Amendment to Standard Form Market Participant Agreement (Section 22, Attachment C), Digital Certificate Audit Attestation, etc. Alternatively, additional documentation (Articles of Incorporation, Board Resolutions, Delegation of Authority, Secretary’s Certificate, etc.) can be provided to prove binding authority for the Applicant.
2. Affiliates and Other Registrations. Provide the name, legal structure, and relationship of each of the Applicant’s affiliates, if applicable. See Section 2.1, Definitions, for the definition of “Affiliate.”  Please also provide the name and type of any other ERCOT Market Participant registrations held by the Applicant. (Attach additional pages if necessary.)

	Affiliate Name
(or name used for other ERCOT registration)
	Type of Legal Structure

(partnership, limited liability company, corporation, etc.)
	Relationship

(parent, subsidiary, partner, affiliate, etc.)

	     
	     
	     

	     
	     
	     

	     
	     
	     

	     
	     
	     

	     
	     
	     

	     
	     
	     

	     
	     
	     

	     
	     
	     

	     
	     
	     

	     
	     
	     


PART V – SIGNATURE

I affirm that I have personal knowledge of the facts stated in this application and that I have the authority to submit this application form on behalf of the Applicant. I further affirm that all statements made and information provided in this application form are true, correct and complete, and that the Applicant will provide to ERCOT any changes in such information in a timely manner.

	Signature of AR, Backup AR or Officer:
	

	Printed Name of AR, Backup AR or Officer:
	     

	Date:
	     


Attachment A – QSE Acknowledgment

Acknowledgment by Designated QSE for

Scheduling and Settlement Responsibilities with ERCOT

The Applicant below has named the QSE listed below as its designated QSE to represent the Applicant for scheduling and Settlement transactions with ERCOT.

The Applicant’s designated QSE, listed below, hereby acknowledges that it does represent the Applicant and that it shall be responsible for the Applicant’s scheduling and Settlement transactions with ERCOT pursuant to the ERCOT Protocols.

The requested effective date for such representation is:      ** 

or 

Establish partnership at the earliest possible date  
Acknowledgment by QSE:
	Signature of AR for QSE:
	

	Printed Name of AR:
	     

	Email Address of AR:
	     

	Date:
	     

	Name of Designated QSE:
	     

	DUNS of Designated QSE:
	     


Acknowledgment by Applicant:

	Signature of AR for MP:
	

	Printed Name of AR:
	     

	Email Address of AR: 
	     

	Date:
	     

	Name of MP:
	     

	DUNS No. of MP:
	     


ERCOT Nodal Protocols

Section 23
Form E:  Notice of Change of Information
TBD
NOTICE OF CHANGE OF INFORMATION

A Market Participant must update, amend and/or correct the registration information previously submitted to ERCOT using this Notice of Change of Information (NCI).  The Market Participant must notify ERCOT of any change to the information or additional information on any application or form that it has previously submitted to ERCOT according to the notification timeframe in the ERCOT Protocols or, if the Protocols do not contain a timeframe for the subject matters, at least 30 days before the change will take effect.  Please fill out this form electronically, print and execute. Submit all changes and/or additional information by one of the following methods: 1) Market Information System (MIS); 2) email to MPRegistration@ercot.com; 3) facsimile to (512) 225-7079; or 4) regular mail to Market Participant Registration, 7620 Metro Center Drive, Austin, Texas 78744.

Except as otherwise required by the ERCOT Protocols, ERCOT will send a written acknowledgement of receipt of the changes within five Business Days of receipt and will notify Market Participant of any deficiencies or any additional documentation required within 10 days of receipt. The notice of receipt will be sent to the email address of the Authorized Representative on file with ERCOT or the address specified in the NCI received by ERCOT.

The following contacts/information can be changed via the submittal of this NCI:

· Authorized Representative (“AR”) – Responsible for updating all registration information, and will be the contact person between the Market Participant and ERCOT for all business matters requiring authorization by ERCOT. (All Market Participant Types)
· Backup AR – May perform the functions of the AR in the event the AR is unavailable. (All Market Participant Types)
· User Security Administrator (USA) – Responsible for managing the Market Participant’s access to ERCOT’s computer systems through Digital Certificates. (All Market Participant Types)
· Backup USA – May perform the functions of the USA in the event the USA is unavailable. (All Market Participant Types)
· 24x7 Control or Operations Center (24x7) – Responsible for operational communications. Shall have sufficient authority to commit and bind the entity. The Market Participant must provide a 24x7 phone number for the operations desk in a manner that reasonably assures continuous communication with ERCOT and is not affected by PBX features such as automatic transfer or roll to voice mail. (QSEs, sub-QSEs, TSPs)
· Compliance – Responsible for compliance related issues. (QSEs, Sub-QSEs, Resource Entities, TSPs, DSPs)
· Resource Outage Submittal (“ROSC”) – Responsible for coordinating and submitting Resource Outages to ERCOT. (REs)
· Accounts Payable (“AP”) – Responsible for settlements and billing. (CRRAHs, QSEs, Sub-QSEs)
· Backup AP – May perform the functions of the AP in the event the AP is unavailable. (CRRAHs, QSEs, Sub-QSEs)
· Credit – Responsible for all credit-related matters. (Counter-Parties)
· Backup Credit – May perform the functions of the Credit in the event the Credit is unavailable. (CPs)
· Transition/Acquisition (“TA”) – Requirement for Competitive Retailers (CRs) and Transmission and/or Distribution Service Providers (TDSPs). Responsible for coordinating Mass TA events between ERCOT, TDSPs and CRs. The CR may be a Provider of Last Resort (POLR), Designated CR, Gaining CR or Losing CR. Includes TA Business (“TAB”), TA Regulatory (“TAR”) and TA Technical (“TAT”). List one contact per TA. (LSEs, TSPs, DSPs)
· Banking Information (CRRAHs, QSEs, Sub-QSEs)
· Legal Address Change (All Market Participant Types)

	*Market Participant Account Name(s):
	

	*DUNS Number(s):
	     

	*Market Participant Type(s):
	 CP  CRRAH  IMRE  LSE   QSE/Sub-QSE

 RE  TSP and/or DSP


Comments (if necessary): 
	*AR, Backup AR or Officer:
	     

	*Signature:
	

	*Email:
	     

	*Phone Number:
	     


1. Contact type(s):   AR   Backup AR   USA   Backup USA   24x7  
 Compliance   ROSC  AP   Backup AP   Credit   Backup Credit   TAB  
 TAR   TAT

	Name:
	     
	Title:
	     

	Address:
	     

	City:
	     
	State:
	     
	Zip:
	     

	Telephone:
	     
	Fax:
	     

	Email Address:
	     


If former contact(s) is/are no longer with the Market Participant please list name(s) here:      
Contact type(s):   AR   Backup AR   USA   Backup USA   24x7   Compliance   ROSC   AP   Backup AP   Credit   Backup Credit   TAB   TAR   TAT

	Name:
	     
	Title:
	     

	Address:
	     

	City:
	     
	State:
	     
	Zip:
	     

	Telephone:
	     
	Fax:
	     

	Email Address:
	     


If former contact(s) is/are no longer with the Market Participant please list name(s) here:      
Contact type(s):   AR   Backup AR   USA   Backup USA   24x7   Compliance   ROSC   AP   Backup AP   Credit   Backup Credit   TAB   TAR   TAT

	Name:
	     
	Title:
	     

	Address:
	     

	City:
	     
	State:
	     
	Zip:
	     

	Telephone:
	     
	Fax:
	     

	Email Address:
	     


If former contact(s) is/are no longer with the Market Participant please list name(s) here:      
Contact type(s):   AR   Backup AR   USA   Backup USA   24x7   Compliance   ROSC   AP   Backup AP   Credit   Backup Credit   TAB   TAR   TAT

	Name:
	     
	Title:
	     

	Address:
	     

	City:
	     
	State:
	     
	Zip:
	     

	Telephone:
	     
	Fax:
	     

	Email Address:
	     


If former contact(s) is/are no longer with the Market Participant please list name(s) here:      
Contact type(s):   AR   Backup AR   USA   Backup USA   24x7   Compliance   ROSC   AP   Backup AP   Credit   Backup Credit   TAB   TAR   TAT

	Name:
	     
	Title:
	     

	Address:
	     

	City:
	     
	State:
	     
	Zip:
	     

	Telephone:
	     
	Fax:
	     

	Email Address:
	     


If former contact(s) is/are no longer with the Market Participant please list name(s) here:      
Contact type(s):   AR   Backup AR   USA   Backup USA   24x7   Compliance   ROSC   AP   Backup AP   Credit   Backup Credit   TAB   TAR   TAT

	Name:
	     
	Title:
	     

	Address:
	     

	City:
	     
	State:
	     
	Zip:
	     

	Telephone:
	     
	Fax:
	     

	Email Address:
	     


If former contact(s) is/are no longer with the Market Participant please list name(s) here:      
Contact type(s):   AR   Backup AR   USA   Backup USA   24x7   Compliance   ROSC   AP   Backup AP   Credit   Backup Credit   TAB   TAR   TAT

	Name:
	     
	Title:
	     

	Address:
	     

	City:
	     
	State:
	     
	Zip:
	     

	Telephone:
	     
	Fax:
	     

	Email Address:
	     


If former contact(s) is/are no longer with the Market Participant please list name(s) here:      
2. Banking Information Change
	Bank Name:
	     

	Account Name:
	     

	Account Number:
	     

	ABA Number:
	     


3. Legal Address Change
	Address:      

	City, State, Zip:      


4. Cancelation of User Security Administrator (USA) and Digital Certificate Opt-Out

 By checking this box, Market Participant elects to:  (i) cancel its USA and Digital Certificate Opt-Out; (ii) designate a USA and optionally a Backup USA, listed in Section 1, Contact type(s), of this NCI form; and (iii) receive Digital Certificates as required by Section 16.12, User Security Administrator and Digital Certificates. Market Participant understands that designation of a USA and Backup USA, and issuance of Digital Certificates, is subject to the requirements in Section 16.12.

ERCOT Nodal Protocols
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Form J:  Transmission and/or Distribution Service Provider Application for Registration
 TBD

TRANSMISSION AND/OR DISTRIBUTION SERVICE PROVIDER (TDSP)

APPLICATION FOR REGISTRATION

This application is for approval as a Transmission Service Provider (TSP), Distribution Service Provider (DSP), or both TSP and DSP by Electric Reliability Council of Texas Inc. (ERCOT) in accordance with the ERCOT Protocols.  Information may be inserted electronically to expand the reply spaces as necessary.  ERCOT will accept the completed, executed application via email to mpappl@ercot.com (.pdf version), via facsimile to (512) 225-7079, or via mail to Market Participant Registration, 7620 Metro Center Drive, Austin, Texas 78744. If you need assistance filling out this form, or if you have any questions, please call (512) 248-3900.
This application must be signed by the Authorized Representative (“AR”), Backup Authorized Representative or an Officer of the company listed herein, as appropriate. ERCOT may request additional information as reasonably necessary to support operations under the ERCOT Protocols.

PART I – Company Information
	Legal Name of the Applicant:
	

	Legal Address of the Applicant:
	Street Address:      

	
	City, State, Zip:      

	DUNS¹ Number:
	     


¹Defined in Section 2.1, Definitions.

Type: TSP   DSP   Both  as reflected on Standard Form Agreement

1. Authorized Representative (“AR”).  Defined in Section 2.1, Definitions.

	Name:
	     
	Title:
	     

	Address:
	     

	City:
	     
	State:
	     
	Zip:
	     

	Telephone:
	     
	Fax:
	     

	Email Address:
	     


2. Backup AR. (Optional) This person may sign any form for which an AR’s signature is required and will perform the functions of the AR in the event the AR is unavailable.

	Name:
	     
	Title:
	     

	Address:
	     

	City:
	     
	State:
	     
	Zip:
	     

	Telephone:
	     
	Fax:
	     

	Email Address:
	     


3. Type of Legal Structure. (Please indicate only one.)

 Individual


 Partnership



 Municipally Owned Utility


 Electric Cooperative

 Limited Liability Company

 Corporation 

 Other:       
If Applicant is not an individual, provide the state in which the Applicant is organized,      , and the date of organization:      
4. User Security Administrator (USA). As defined in Section 16.12, User Security Administrator and Digital Certificates, the USA is responsible for managing the Market Participant’s access to ERCOT’s computer systems through Digital Certificates. 

	Name:
	     
	Title:
	     

	Address:
	     

	City:
	     
	State:
	     
	Zip:
	     

	Telephone:
	     
	Fax:
	     

	Email Address:
	     


4a.  By checking this box, Applicant hereby requests that ERCOT evaluate Applicant’s eligibility to opt out of the requirement that Market Participant designate a USA and receive Digital Certificates, and affirms the following:

(a)
Applicant is applying to register with ERCOT as either a Municipally Owned Utility (MOU) or an Electric Cooperative (EC), and as a DSP and/or Load Serving Entity (LSE).

(b)
Applicant is not, and will not, be designated as a Transmission Operator with ERCOT.

(c)
Applicant understands that by opting out, it will not be granted access to portions of the ERCOT Market Information System (MIS) that require Digital Certificate Access. 

(d)
Applicant understands that it can cancel any approved opt-out request, designate a USA, and begin receive Digital Certificates by properly completing Section 23, Form E, Notice of Change of Information, and meeting the requirements under Section 16.12.
(e)
If determined ineligible, Applicant must designate a USA, receive Digital Certificates and comply with requirements under Protocol Section 16.12.
5. Backup USA. (Optional) This person may perform the functions of the USA as defined in the ERCOT Protocols in the event the USA is unavailable.
	Name:
	     
	Title:
	     

	Address:
	     

	City:
	     
	State:
	     
	Zip:
	     

	Telephone:
	     
	Fax:
	     

	Email Address:
	     


6. TSP 24x7 Control or Operations Center. As defined in the ERCOT Protocols, the 24x7 Control or Operations Center is responsible for operational communications and shall have sufficient authority to commit and bind the TSP.

	Desk Name:
	     

	Address:
	     

	City:
	     
	State:
	     
	Zip:
	     

	Telephone:
	     
	Fax:
	     

	Email Address:
	     


7. Compliance Contact. This person is responsible for compliance related issues.

	Name:
	     
	Title:
	     

	Address:
	     

	City:
	     
	State:
	     
	Zip:
	     

	Telephone:
	     
	Fax:
	     

	Email Address:
	     


PART II – ASSET REGISTRATION

1.  Provide Generation Load Metering Point and TDSP Read Generation information as required on the ERCOT Generation Load Metering Point(s) & TDSP Read Generation Registration Form. The form is located at http://www.ercot.com/services/rq/tdsp/index.html. The completed form should be attached to, and submitted with, the TDSP Registration Application.

2.  Provide status of registering Municipally Owned Utility (MOU) or Electric Cooperative (EC):

 Opt-In Municipally Owned Utility or Electric Cooperative – An Electric Cooperative or Municipally Owned Utility that offers Customer Choice.

 Non-Opt-In Entity (NOIE) – An Electric Cooperative or Municipally Owned Utility that does not offer Customer Choice.

PART III – ADDITIONAL REQUIRED INFORMATION

1. Officers. ERCOT will obtain the names of all individuals and/or entities listed with the Texas Secretary of State as having binding authority for the Applicant. ERCOT will use this list of individuals to determine who can execute such documents as the Standard Form Market Participant Agreement (Section 22, Attachment A), Amendment to Standard Form Market Participant Agreement (Section 22, Attachment C), Digital Certificate Audit Attestation, etc. Alternatively, additional documentation (Articles of Incorporation, Board Resolutions, Delegation of Authority, Secretary’s Certificate, etc.) can be provided to prove binding authority for the Applicant.

2. Affiliates and other Registrations. Provide the name, legal structure, and relationship of each of the Applicant’s affiliates, if applicable. See Section 2.1, Definitions, for the definition of “Affiliate.” Please also provide the name and type of any other ERCOT Market Participant registrations held by the Applicant. (Attach additional pages if necessary.)

	Affiliate Name
(or name used for other ERCOT registration)
	Type of Legal Structure

(partnership, limited liability company, corporation, etc.)
	Relationship

(parent, subsidiary, partner, affiliate, etc.)

	     
	     
	     

	     
	     
	     

	     
	     
	     

	     
	     
	     

	     
	     
	     

	     
	     
	     

	     
	     
	     

	     
	     
	     

	     
	     
	     

	     
	     
	     


PART IV – SIGNATURE

I affirm that I have personal knowledge of the facts stated in this application and that I have the authority to submit this application form on behalf of the Applicant. I further affirm that all statements made and information provided in this application form are true, correct and complete, and that the Applicant will provide to ERCOT any changes in such information in a timely manner.

	Signature of AR, Backup AR or Officer:
	

	Printed Name of AR, Backup AR or Officer:
	     

	Date:
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Form L:  Digital Certificate Audit Attestation
TBD
Digital Certificate Audit Attestation

Pursuant to Section 16.12.3, Market Participant Audits of User Security Administrators and Digital Certificates, each Market Participant must verify compliance with the Digital Certificate use requirements set forth in the ERCOT Protocols.  Market Participants must complete this form and return it via (i) email to DCAA@ercot.com (.pdf version); or (ii) regular mail to: ERCOT, Market Participant Registration, 7620 Metro Center Drive, Austin, Texas 78744.  This audit and attestation shall be completed for each DUNS Number the Market Participant has currently registered with ERCOT.

	Legal Name of the Market Participant:
	

	Market Participant Type:
	 CP   CRRAH   IMRE   LSE   QSE  Sub-QSE

 Resource   TSP and/or DSP

	DUNS Number:
	

	User Security Administrator (USA):
	

	Backup USA (if applicable):
	


Market Participant hereby affirms the following:

1. Market Participant has generated a list of its registered User Security Administrator (USA), Backup USA, and Digital Certificate holders (“Certificate Holders”), for the DUNS Number indicated above, generated through the Market Participant Identity Management (MPIM) Application within the Market Information System (MIS) (the List), and if Market Participant has any corrections to the List, Market Participant has provided corrections to ERCOT.

2. Market Participant and each listed USA, Backup USA, and Certificate Holder meet the applicable requirements of paragraph (1)(a) of 16.12.1, USA Responsibilities and Qualifications for Digital Certificate Holders.

3. Market Participant and each listed USA, Backup USA, and Certificate Holders are not subject to any of the conditions that would require revocation as described in paragraph (1)(b) of Section 16.12.1.

4. Each listed USA, Backup USA, and Certificate Holder is currently employed by or is an authorized agent contracted with the Market Participant.

5. The Market Participant has verified that the listed USA and Backup USA is authorized to be a USA.

6. Each Certificate Holder is authorized to retain and use the Digital Certificate.

7. Each listed Certificate Holder needs the Digital Certificate to perform his or her job functions.

8. Market Participant has requested revocation of Digital Certificates when required by paragraph (1)(b) of Section 16.12.1.

9. Market Participant has complied with the audit requirements of Section 16.12.3.

Market Participant has found that the following Certificate Holder(s) no longer met the required criteria in paragraph (1)(a) of Section 16.12.1. Market Participant to include:  (i) the name of the ineligible Certificate Holder; (ii) reason for ineligibility; and (iii) date upon which Certificate Holder became ineligible.

I affirm that I have personal knowledge of the facts stated in this Digital Certificate Audit Attestation (DCAA) and have the authority to submit this DCAA on behalf of the Market Participant listed above.  

Officer/Executive/Employee:

Name and Title:      

Signature: _______________________________________________________
Date:      



Date Received:  ______________________





Received: ______________________








Date Received:  ______________________








** Actual effective date will depend on time needed to implement the relationship in ERCOT systems once ERCOT has received all necessary information (a minimum of three Business Days), and may be later than the requested effective date.  ERCOT will notify the parties of the actual effective date.
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