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1.4
Definitions

Transmission Operator (TO)

Entity responsible for the safe and reliable operation of its own portion or designated portion of the ERCOT Transmission System.  Every Transmission Service Provider (TSP), Distribution Service Provider (DSP), or Direct Current Tie Operator (DCTO) in the ERCOT Region shall either register as a TO, or designate a TO as its representative and with the authority to act on its behalf.
1.5.3
ERCOT Operations Training Seminar

(1)
ERCOT will, at a minimum, annually host a training seminar.  The purpose of the training seminar is to provide a forum for system wide problems to be effectively addressed.  The training seminar should present information to maintain the consistency of operators across all of the ERCOT Region.   

(2)
The seminar provides a forum for QSE, TO, Transmission Service Provider (TSP), Direct Current Tie Operator (DCTO), or Distribution Service Provider (DSP) and other ERCOT System Operators to meet and analyze common topics and issues as well as participate in formal training sessions.
2.1
Operational Duties

(1)
The duties of ERCOT are described in relevant sections of the Protocols and North American Electric Reliability Corporation (NERC) Reliability Standards.  These Operating Guides assume that all actions taken will be on components of, or related to, the ERCOT System unless otherwise specified.  The primary operational duties of ERCOT are to ensure the reliability of the ERCOT System.  In doing this ERCOT shall:

(2)
Perform operational planning:

(a)
Perform the Reliability Unit Commitment (RUC) processes in order to commit additional resources as needed to maintain reliability;

(b)
Perform operational ERCOT Transmission Grid reliability studies, including those related to generation and load interconnection responsibilities;

(c)
Review all Outages of Generation Resources and major transmission lines or components to identify and correct possible failure to meet credible N-1 criteria. This shall include possible failure to meet N-1 criteria not resolved through the Day-Ahead process;

(d)
Perform load flows and security analyses of Outages submitted by Qualified Scheduling Entities (QSEs), Transmission Service Providers (TSPs), or Direct Current Tie Operators (DCTOs) as a basis for approval or rejection as described in Protocol Section 3.1, Outage Coordination;

(e)
Withdraw approval of a scheduled Outage if unable to meet credible N-1 criteria after all other reasonable options are exercised as described in Protocol Section 3.1;

(f)
Serve as the point of contact for initiation of generation interconnection to the ERCOT Transmission Grid;

(g)
Forecast Load and Resources for the next seven days for reliability planning; and

(h)
Ensure that sufficient Resources in the proper location and required Ancillary Services have been committed for all expected Load on a Day-Ahead and Real-Time basis.  

(3)
Operate energy and Ancillary Service markets:

(a)
Administer a Congestion Revenue Rights (CRR) market;

(b)
Administer a Day-Ahead Market (DAM) including both energy and Ancillary Service;

(c)
Administer the RUC processes;

(d)
If necessary, administer a Supplemental Ancillary Service Market (SASM); and

(e)
Administer a Real-Time energy market using Security-Constrained Economic Dispatch (SCED).

(4)
Supervise the ERCOT System to meet NERC Reliability Standards:

(a)
Monitor and evaluate ERCOT System conditions on a continuous basis;

(b)
Coordinate with Transmission Operators (TOs), ERCOT System events to maintain or restore reliability;

(c)
Dispatch generation via the SCED process and deployment of Ancillary Services to control frequency and congestion; 

(d)
Provide access to the ERCOT System on a nondiscriminatory basis;

(e)
Approve schedules of interchange transactions across the Direct Current Ties (DC Ties); and

(f)
Direct emergency operations.

(5)
Collect and Disseminate Information:

(a)
Collect, process, and disseminate market, operational and settlement information; 

(b)
Provide relevant operational information to Market Participants over the Market Information System (MIS);

(c)
Collect and maintain operational data required by the Public Utility Commission of Texas (PUCT), NERC and Protocols;

(d)
Receive reports from TOs and QSEs and forward them to the Department of Energy (DOE), NERC, and/or other Governmental Authority as required;

(e)
Submit reports to DOE, NERC, and/or other Governmental Authority as required; and

(f)
Record and report accumulated time error. 

2.7.3.3
TO/TSP/DCTO Responsibilities
(1)
Each TO shall be responsible for directing Voltage Set Points for each Generation Resource interconnected to its TSP’s Facilities.  Each TO will adjust the Voltage Set Point by communicating directly with the Resource Entity or QSE responsible for the operation of the Generation Resource.  Normal communication is to request voltage or Reactive Power be raised or lowered at a specified bus by a stated number of kV or MVAr (e.g., + 1 kV, +20 MVAr, or -1 kV, -20 MVAr).  
(2)
Each TO shall monitor system voltages and shall operate voltage control equipment, including, but not limited to, capacitors, reactors and transformer tap changers to maintain system voltages within limits.

(3)
Each TO shall operate static Reactive Power Resources within its operating area as required by its criteria while maintaining dynamic reactive reserves provided by Generation Resources.

(4)
Each TO shall provide voltage telemetry to ERCOT for all transmission busses with a Voltage Set Point.

(5)
Each TO shall know the status of static transmission Reactive Power Resources in its operating area and shall provide such information to ERCOT.

(6)
Each TO shall maintain a log of any Voltage Set Point instructions it has issued to Generation Resources concerning scheduled voltage or scheduled Reactive output requests.

(7)
When voltage levels deviate from established limits, the affected TO shall take immediate steps to relieve the condition using available reactive resources under its control.
(8)
Each TSP and DCTO shall communicate any transmission voltage limits that deviate from those identified in Section 2.7.3.1, Operational Guidelines, to ERCOT via a Network Operations Model Change Request (NOMCR). 
	[NOGRR167:  Replace Section 2.7.3.3 above with the following upon system implementation of NPRR776:]
2.7.3.3
TO/TSP/DCTO Responsibilities
(1)
Each TO shall be responsible for directing Voltage Set Points for each Generation Resource interconnected to its TSP’s Facilities.  Each TO will adjust the Voltage Set Point by communicating directly with the Resource Entity or QSE responsible for the operation of the Generation Resource.  Normal communication is to request voltage or Reactive Power be raised or lowered at a specified bus by a stated number of kV or MVAr (e.g., + 1 kV, +20 MVAr, or -1 kV, -20 MVAr).  
(2)
Each TO shall monitor system voltages and shall operate voltage control equipment, including, but not limited to, static Reactive Power resources such as capacitors, reactors and transformer tap changers to maintain system voltages within limits.

(3)
Each TO shall operate static Reactive Power resources within its operating area as required by its criteria while maintaining dynamic reactive reserves provided by Generation Resources.

(4)
Each TO shall telemeter to ERCOT via ICCP the Real-Time desired Voltage Set Point and actual voltage at the POI for each Generation Resource interconnected to its system.  Each TO shall modify the telemetered Voltage Set Point as soon as practicable in order to match any verbal Voltage Set Point instruction issued.

(5)
Each TO shall know the status of static transmission Reactive Power resources in its operating area and shall provide such information to ERCOT.

(6)
When voltage levels deviate from established limits, the affected TO shall take immediate steps to relieve the condition using available reactive resources under its control.
(7)
Each TSP and DCTO shall, as soon as practicable, notify ERCOT of any temporary transmission voltage limit changes and shall coordinate with ERCOT to update the Network Operations Model with any permanent or long-term changes to voltage limits that deviate from those identified in Section 2.7.3.1, Operational Guidelines. 


2.8
Operation of Direct Current Ties

(1)
ERCOT will confirm interconnected non-ERCOT balancing authority schedule profiles with the Direct Current Tie Operator (DCTO), who will control the tie to the schedules agreed to by both the designated security coordinator for the interconnected non-ERCOT balancing authority and ERCOT. 

(2)
Any changes in the DC Tie schedules due to a de-rating of the DC Tie or transmission/generation capabilities in the non-ERCOT balancing authority will be communicated to ERCOT by the DCTO or designated security coordinator for the interconnected non-ERCOT balancing authority.

(3)
ERCOT will coordinate operation of the DC Tie(s) with the DCTO such that the Inadvertent Energy Account as defined in Protocol Section 6.5.4, Inadvertent Energy Account, is maintained as close to zero as practicable.
2.8.1
Inadvertent Energy Management 

(1)
The only inadvertent energy will be between ERCOT and non-ERCOT Control Areas.  ERCOT shall track any differences between the net of scheduled energy across each DC Tie and the actual metered value at that DC Tie in an Inadvertent Energy Account between ERCOT and each interconnected non-ERCOT balancing authority as per Protocol Section 6.5.4, Inadvertent Energy Account.  All inadvertent energy is placed in an inadvertent payback account to be paid back in kind.  
3.1.1
Introduction

(1)
This section defines the specific responsibilities of Qualified Scheduling Entities (QSEs), Transmission Service Providers (TSPs) and Direct Current Tie Operators (DCTOs) to support ERCOT in the security and reliability of the ERCOT System.  Resource Entities may communicate directly with ERCOT under emergency and specific scheduling activities.  All other Entities operating in ERCOT shall communicate with their appropriate QSE or TSP.
3.1.3
Dispatch Instructions

(1)
The following section applies only to Dispatch Instructions issued for Real-Time operations intended to change or preserve the state, status, output, or input of an element or facility of the ERCOT System.
(a)
The following actions shall be taken by ERCOT and Market Participants upon the issuance and receipt of a Verbal Dispatch Instruction (VDI). 

(i)
When issuing a VDI, ERCOT shall take one of the following actions:

(A)
Confirm the Market Participant’s response if the repeated VDI is correct; 

(B)
Reissue the VDI if the repeated VDI is incorrect or requested by the Market Participant; or

(C)
Reissue the VDI or take an alternative action if the VDI was not understood by the Market Participant.
(ii)
Each QSE, when re-issuing the ERCOT VDI to the appropriate Resource, shall take one of the following actions:

(A)
Confirm the Resource’s response if the repeated VDI is correct;

(B)
Reissue the VDI if the repeated VDI is incorrect or requested by the Resource; or

(C)
Coordinate an alternative action, as required in the ERCOT Protocols, with ERCOT if a response is not received or if the VDI was not understood by the Resource.
(iii)
Each TO, when re-issuing the ERCOT VDI to the appropriate Distribution Service Provider (DSP), Direct Current Tie Operator (DCTO), or Resource, shall take one of the following actions:

(A)
Confirm the DSP’s, DCTO’s or Resource’s response if the repeated VDI is correct;

(B)
Reissue the VDI if the repeated VDI is incorrect or requested by the DSP, DCTO, or Resource; or

(C)
Coordinate an alternative action with ERCOT, as required in the ERCOT Protocols, if a response is not received or if the VDI was not understood by the DSP, DCTO, or Resource.

(b)
After receipt of the VDI, the receiving Market Participant shall take one of the following actions:

(i)
Repeat, not necessarily verbatim, the VDI and receive confirmation that the response was correct; or
(ii)
Request that the VDI be reissued.

(c)
When ERCOT initiates a Hotline VDI, ERCOT shall confirm that the VDI was received by at least one Market Participant on the Hotline call.
(d)
When issuing or re-issuing a Dispatch Instruction, ERCOT, QSEs, and TOs shall specify the time using a 24-hour clock in Central Prevailing Time (CPT) if the Dispatch Instruction is not to be acted upon immediately.

(e)
When issuing or re-issuing a Dispatch Instruction for Transmission Elements and Transmission Facilities, ERCOT, QSEs, and TOs shall utilize the nomenclature specified in the ERCOT Network Operations Model.
3.2.3
Regulatory Required Incident and Disturbance Reports

(1)
In the event of a system incident or disturbance, as described by North American Electric Reliability Corporation (NERC) and the Department of Energy (DOE), QSEs, TSPs, and DCTOs, or their Designated Agents, shall provide required reports to ERCOT, the DOE and/or NERC.  Types of incidents or disturbances which may trigger these reporting requirements are:

(a)
Uncontrolled loss of Load;

(b)
Load shed events;

(c)
Public appeal for reduced use of electricity;

(d)
Actual or suspected attacks on the transmission system;

(e)
Vandalism;

(f)
Actual or suspected cyber attacks;

(g)
Fuel supply emergencies;

(h)
Loss of electric service to large customers;

(i)
Loss of bulk transmission component that significantly reduces integrity of the transmission system;

(j)
Islanding of transmission system;

(k)
Sustained voltage excursions;

(l)
Major damage to power system components; and

(m)
Failure, degradation or misoperation of Remedial Action Schemes (RASs) or other operating systems. 
(2)
Full descriptions of the DOE and NERC reports are available on their respective websites.  

3.6
Transmission Service Providers and Direct Current Tie Operators 

(1)
ERCOT, Transmission Service Providers (TSPs) and Direct Current Tie Operators (DCTOs) shall operate the ERCOT Transmission Grid in compliance with Good Utility Practice, North American Electric Reliability Corporation (NERC) Reliability Standards, Protocols and Operating Guides. 


(2)
Each TSP, at its own expense, may obtain Operating Period data from ERCOT.

3.7  
Transmission Operators 

(1)
Transmission Operators (TOs) shall follow ERCOT instructions related to ERCOT responsibilities:
(a)
Performing the physical operation of the ERCOT Transmission Grid, including circuit breakers, switches, voltage control equipment, protective relays, metering and Load shedding equipment;

(b)
Directing changes in the operation of transmission voltage control equipment per Section 2.7.3, Real-Time Operational Voltage Control;

(c)
Managing Voltage Profiles established by ERCOT per Section 2.7.3; and  

(d)
Taking those additional actions required to prevent an imminent Emergency Condition or to restore the ERCOT Transmission Grid to a secure state in the event of a system emergency.

(2)
TOs must meet all requirements identified in the Protocols for TOs in addition to those requirements stated below for all Transmission Facilities represented:

(a)
Monitor system conditions and notify ERCOT when Transmission Facility elements reach maximum safe operating limits as soon as practicable;

(b)
Notify ERCOT of any changes in its Transmission Facility status within ten seconds of the change of status as specified in Protocol Section 3.10.7.5, Telemetry Standards; 

(c)
Operate and manage Transmission Facilities between energy sources and the point of delivery;

(d)
Coordinate emergency communications between a represented Transmission Service Provider (TSP) or Direct Current Tie Operator (DCTO) system and ERCOT;

(e)
Monitor the loading of the transmission system(s);

(f)
Notify ERCOT of all changes to the status of all Transmission Elements and Transmission Facilities;

(g)
Act as Single Point of Contact for transmission Outages;

(h)
Maintain continuous communication (24x7) with ERCOT;  

(i)
Ensure Dispatch Instructions, received for their system or on behalf of represented TSPs, DCTOs, or Distribution Service Providers (DSPs), are carried out as issued;  
(j)
Maintain operational metering; and

(k)
Implement Black Start.

(3)
TOs shall submit to ERCOT, by March 15 of each year, a written back-up control plan to continue operation in the event the TOs control center becomes inoperable.  Back-up control plans shall be submitted to ERCOT via secured webmail or encrypted data transfer.  TOs shall request that a secure email account be created with ERCOT by sending an email to shiftsupervisors@ercot.com. 

(4)
Each back-up control plan shall be reviewed and updated annually and shall meet the following minimum requirements:

(a)
Include descriptions of actions to be taken by TO personnel to avoid placing a prolonged burden on ERCOT and other Market Participants;

(b)
Include descriptions of specific functions and responsibilities to be performed to continue operations from an alternate location;

(c)
Include procedures and responsibilities for maintaining basic voice communications capabilities with ERCOT; and

(d)
Include procedures for back-up control function testing and the training of personnel.

(5)
As an option, the back-up control plan may include arrangements made with another Entity to provide the minimum back-up control functions in the event the TO’s primary functions are interrupted.
(6)
By February 15 of each year, each TO shall submit to ERCOT its emergency operations plan to mitigate operating emergencies, as required by the applicable North American Electric Reliability Corporation (NERC) Reliability Standard.  The emergency operations plan shall be submitted to ERCOT via secured webmail or encrypted data transfer.  A TO may request a secure email account by sending an email to ERCOT at transrep@ercot.com.  If no changes have been made from the previous submission, the TO shall resubmit the emergency operations plan with a new revision date indicating that it has been reviewed and no changes were made.  If a TO revises its emergency operations plan, the TO shall submit the revised emergency operations plan to ERCOT within 45 calendar days of the effective date of the revised plan and must include a summary of revisions.  
(7)
ERCOT shall review each TO’s emergency operations plan to ensure it addresses all relevant reliability risks and will notify the TO of its conclusions within 30 calendar days of receipt of a TO’s new or revised emergency operations plan.  ERCOT shall coordinate with the TO on a mutually agreeable time frame for the resubmittal of the emergency operations plan if ERCOT determines that reliability concerns require revision to the emergency operations plan. 
3.7.2
Transmission Service Provider and Direct Current Tie Operator Responsibilities for Equipment Ratings

(1)
TSPs and DCTOs that own Transmission Facilities are responsible for determining the Ratings of their Transmission Facilities and shall send the methodology used to ERCOT in accordance with the Protocols.  Technical limits established for the operation of Transmission Facilities and associated equipment shall be applied consistently in engineering and planning studies, Real-Time security analyses, and operator actions.

(2)
TSPs and DCTOs that own Transmission Facilities shall provide to ERCOT all nominal Transmission Facility Ratings.

(3)
In operating the ERCOT Transmission Grid, ERCOT shall use these Ratings as follows:

(a)
ERCOT shall limit pre-contingency flows to enforce the Normal Rating. 

(b)
If an approved Remedial Action Plan (RAP) is unavailable to unload the Transmission Facility post-contingency, ERCOT shall control the post-contingency loading of the Transmission Facility to levels below the Emergency Rating.
(c)
If an approved RAP is available, ERCOT shall control the post-contingency loading of the Transmission Facility to levels below the 15-Minute Rating.  The RAP shall be implemented in a manner such that the RAP post-implementation loading will be at, or below, the Emergency Rating within 15 minutes and subsequently at or below Normal Rating within two hours.

(d)
ERCOT shall use best efforts to restore all Transmission Facilities to within Normal Ratings as soon as practicable, based on Good Utility Practice.

4.2.1
Operating Condition Notice

(1)
An Operating Condition Notice (OCN) shall be issued by ERCOT in accordance with Protocol Section 6.5.9.3.1, Operating Condition Notice.  OCNs are for communication purposes only.  

(2)
ERCOT may require information from Qualified Scheduling Entities (QSEs) and Transmission Operators (TOs).  Typical information requested may include, but is not limited to:

(a)
Resource fuel capabilities;

(b)
Resource condition details; and

(c)
Actual weather conditions.

(3)
ERCOT will provide verbal notice of an OCN to all TOs and QSEs and post the message electronically to the Market Information System (MIS) Public Area.  When an OCN is issued, it does not place ERCOT in an Emergency Condition.  QSEs should notify appropriate Resources, Retail Electric Providers (REPs) and Load Serving Entities (LSEs).  TOs should notify their represented Transmission Service Providers (TSPs) and DCTOs as appropriate.

4.2.2
Advisory

(1)
An Advisory will be issued by ERCOT in accordance with Protocol Section 6.5.9.3.2, Advisory, when it recognizes that conditions are developing or have changed such that QSE and/or TO actions may be prudent in response to impending Emergency Conditions. 

(2)
ERCOT may require information from QSEs and TOs.  Typical information requested may include, but is not limited to: 

(a)
Resource fuel capabilities;

(b)
Resource condition details; and

(c)
Actual weather conditions.

(3)
When an Advisory is issued for Physical Responsive Capability (PRC) below 3,000 MW and ERCOT expects system conditions to deteriorate to the extent that an Energy Emergency Alert (EEA) Level 2 or 3 may be experienced, ERCOT shall evaluate constraints active in Security-Constrained Economic Dispatch (SCED) and determine which constraints have the potential to limit generation output.  

(a)
Upon identification of such constraints, ERCOT shall coordinate with the TSPs and DCTOs that own or operate the overloaded Transmission Facilities associated with those constraints, as well as the Resource Entities whose generation output may be limited, to determine whether:

(i) 
A 15-Minute Rating is available that allows for additional transmission capacity for use in congestion management, if an EEA Level 2 or 3 is declared, and post-contingency actions can be taken within 15 minutes to return the flow to within the Emergency Rating.  Such actions may include, but are not limited to, reducing the generation that increased output as a result of enforcing the 15-Minute Rating rather than the Emergency Rating; 

(ii)
Post-contingency loading of the Transmission Facilities is expected to be at or below Normal Rating within two hours; or
(iii)
Additional transmission capacity could allow for additional output from a limited Generation Resource by taking one of the following actions:

(A) Restoring Transmission Elements that are out of service:

(B) Reconfiguring the transmission system; or

(C) Making adjustments to phase angle regulator tap positions.

If ERCOT determines that one of the above-mentioned actions allows for additional output from a limited Generation Resource, ERCOT may instruct the TSPs to take the action(s) during the Advisory to allow for additional output from the limited Generation Resource. 
(b) 
ERCOT shall also coordinate with TSPs and DCTOs who own and operate the Transmission Facilities associated with the double-circuit contingencies for the constraints identified above to determine whether the double-circuit failures are at a high risk of occurring due to system conditions, which may include: severe weather conditions forecasted by ERCOT in the vicinity of the double-circuit, weather conditions that indicate a high risk of insulator flashover on the double-circuit, repeated Forced Outages of the individual circuits that are part of the double-circuit in the preceding 48 hours, or fire in progress in the right of way of the double-circuit. 

(c)
The actions detailed in this Section shall be supplemental to the development and maintenance of Constraint Management Plans (CMPs) as otherwise directed by the Protocols or Operating Guides.
(4)
ERCOT shall provide verbal notice of an Advisory to all TOs and QSEs and shall post the message electronically to the MIS Public Area.  When an Advisory is issued, it does not place ERCOT in an Emergency Condition.  QSEs shall notify appropriate Resources, REPs and LSEs of Advisories.  TOs should notify their represented TSPs or DCTOs as appropriate of Advisories.

4.2.3
Watch

(1)
A Watch may be issued by ERCOT in accordance with Protocol Section 6.5.9.3.3, Watch, when it recognizes that conditions have developed such that an Emergency Condition exists or is imminent.

(2)
ERCOT may require information from QSEs and TOs.  Typical information requested may include, but is not limited to:

(a)
Resource fuel capabilities;

(b)
Resource condition details; and

(c)
Actual weather conditions.

(3)
When a post-contingency overload of an element cannot be rectified, including through the use of CMPs, ERCOT shall issue a Watch.

(4)
ERCOT shall provide verbal notice of the Watch to all TOs and QSEs and shall post the message electronically to the MIS Public Area.  QSEs shall notify appropriate Resources, REPs and LSEs.  TOs shall notify their represented TSPs or DCTOs.  

4.2.4
Emergency Notice

(1)
An Emergency Notice will be issued by ERCOT in accordance with Protocol Section 6.5.9.3.4, Emergency Notice, when ERCOT is operating in an Emergency Condition.  This includes when ERCOT is considered to be in an insecure state when ERCOT Transmission Grid status is such that a Credible Single Contingency event presents the threat of uncontrolled separation of cascading Outages and/or large-scale service disruption to Load (other than Load being served from a single-feed transmission service) and/or overload of a Transmission Facility, and no timely solution is obtainable from the market.

(2)
ERCOT shall provide verbal notice of an Emergency Notice to all TOs and QSEs and shall post the message electronically to the MIS Public Area.

(3)
When an Emergency Notice is issued, ERCOT is operating in an Emergency Condition.  QSEs shall notify appropriate resources, REPs and LSEs.  TOs shall notify their represented TSPs, DCTOs and LSEs.  

4.5.2
Operating Procedures

(1)
The ERCOT System Operators have the authority to make and carry through decisions that are required to operate the ERCOT System during emergency or adverse conditions.  ERCOT will have sufficiently detailed operating procedures for emergency or short supply situations and for restoration of service in the event of a Partial Blackout or Blackout.  These procedures will be distributed to the personnel responsible for performing specified tasks to handle emergencies, remedy short supply situations, or restore service.  Transmission Service Providers (TSPs) and Direct Current Tie Operators (DCTOs) will develop procedures to be filed with ERCOT describing implementation of ERCOT requests in emergency and short supply situations, including interrupting Load, notifying others and restoration of service.

(2)
ERCOT and TOs will endeavor to maintain transmission ties intact if at all possible.  This will: 

(a) 
Permit rendering the maximum assistance to an area experiencing a deficiency in generation;

(b) 
Minimize the possibility of cascading loss to other parts of the system; and 

(c) 
Assist in restoring operation to normal.

(3)
ERCOT's operating procedures will meet the following goals while continuing to respect the confidentiality of market sensitive data.  If all goals cannot be respected simultaneously then the priority order listed below shall be respected:

(a)
Maintain station service for nuclear generating facilities;

(b)
Securing startup power for power generating plants;

(c)
Operating generating plants isolated from ERCOT without communication;

(d)
Restoration of service to critical Loads such as:

(i)
Military facilities;

(ii)
Facilities necessary to restore the electric utility system;

(iii)
Law enforcement organizations and facilities affecting public health; and

(iv)
Communication facilities.

(e)
Maximum utilization of ERCOT System capability;

(f)
Utilization of Responsive Reserve (RRS) services and other Ancillary Services to the extent permitted by ERCOT System conditions;

(g)
Utilization of the market to the fullest extent practicable without jeopardizing the reliability of the ERCOT System;

(h)
Restoration of service to all Customers following major system disturbances, giving priority to the larger group of Customers; and

(i) 
Management of Interconnection Reliability Operating Limits (IROLs) shall not change.

4.5.3
Implementation

(1)
ERCOT shall be responsible for monitoring system conditions, initiating the EEA levels below, notifying all Qualified Scheduling Entities (QSEs) and Transmission Operators (TOs), and coordinating the implementation of the EEA conditions while maintaining transmission security limits.  QSEs and TOs will notify all the Market Participants they represent of each declared EEA level.

(2)
During the EEA, ERCOT has the authority to obtain energy from non-ERCOT Control Areas using Direct Current Tie(s) (DC Tie(s)) or by using Block Load Transfers (BLTs) to move load to non-ERCOT Control Areas.  ERCOT maintains the authority to curtail energy schedules flowing into or out of the ERCOT System across the DC Ties in accordance with North American Electric Reliability Corporation (NERC) scheduling guidelines.

(3) 
ERCOT, at management’s discretion, may at any time issue an ERCOT-wide appeal through the public news media for voluntary energy conservation.  

(4)
There may be insufficient time to implement all levels in sequence.  ERCOT may immediately implement Level 3 of the EEA any time the clock-minute average system frequency falls below 59.91 Hz for 20 consecutive minutes and shall immediately implement Level 3 any time the steady-state frequency is below 59.5 Hz for any duration.

(5)
Percentages for Level 3 Load shedding will be based on the previous year’s TSP peak Loads, as reported to ERCOT, and will be reviewed by ERCOT and modified annually.

(6)
The ERCOT System Operator shall declare the EEA levels to be taken by QSEs, TSPs and DCTOs.  QSEs, TSPs, and DCTOs shall implement actions under that level (and all above if not previously accomplished) and if ordered by the ERCOT shift supervisor or his designate, shall report back to the ERCOT System Operator when the requested level has been completed.

(7)
During EEA Level 3, ERCOT must be capable of shedding sufficient firm Load to arrest frequency decay and to prevent generator tripping.  The amount of firm Load to be shed may vary depending on ERCOT Transmission Grid conditions during the event.  Each TSP will be capable of shedding its allocation of firm Load, without delay.  The maximum time for the TSP to interrupt firm Load will depend on how much Load is to be shed and whether the Load is to be interrupted by Supervisory Control and Data Acquisition (SCADA) or by the dispatch of personnel to substations.  Since the need for firm Load shed is immediate, interruption by SCADA is preferred.  The following requirements apply for an ERCOT instruction to shed firm Load:

(a)
Load interrupted by SCADA will be shed without delay and in a time period not to exceed 30 minutes;

(b)
Load interrupted by dispatch of personnel to substations to manually shed Load will be implemented within a time period not to exceed one hour;

(c)
The initial clock on the firm Load shed shall apply only to Load shed amounts up to 1000 MW total.  Load shed amount requests exceeding 1000 MW on the initial clock may take longer to implement; and

(d)
If, after the first Load shed instruction, ERCOT determines that an additional amount of firm Load should be shed, another clock will begin anew.  The time frames mentioned above will apply.

(8)
Each TSP, or its designated agent, will provide ERCOT a status report of Load shed progress within 30 minutes of the time of ERCOT’s instruction or upon ERCOT’s request.

(9)
During EEA Level 2 or 3, for those constraints that meet the criteria identified in paragraph (3)(a) of Section 4.2.2, Advisory, ERCOT may control the post-contingency flow to within the 15-Minute Rating in SCED.   After Physical Responsive Capability (PRC) is restored to at least 3,000 MW or the Emergency Condition has ended, whichever is later, and ERCOT has determined that system conditions have improved such that the chance of re-entering into an EEA Level 2 or 3 is low, ERCOT shall restore control to the post-contingency flow to within the Emergency Rating for these constraints that utilized the 15-Minute Rating in Security Constrained Economic Dispatch (SCED).
(10)
During EEA Level 2 or 3, for those constraints that meet the criteria identified in paragraph (3)(b) of Section 4.2.2, ERCOT shall continue to enforce constraints associated with double-circuit contingencies throughout an EEA if the double-circuit failures are determined to be at high risk of occurring, due to system conditions.  For all other double-circuit contingencies identified in paragraph (3)(b) of Section 4.2.2, ERCOT will enforce only the associated single-circuit contingencies during EEA Level 2 or 3.  ERCOT shall resume enforcing such constraints as a double-circuit contingency after PRC is restored to at least 3,000 MW or the Emergency Condition has ended, whichever is later, and ERCOT has determined that system conditions have improved such that the chance of re-entering into an EEA Level 2 or 3 is low.  For constraints related to stability limits that are not IROLs, ERCOT may elect not to enforce double-circuit contingencies during EEA Level 3 only.
4.5.3.2
General Procedures During EEA Operations
(1)
ERCOT Control Area authority will re-emphasize the following operational practices during EEA operations to minimize non-performance issues that may result from the pressures of the emergency situation.
(a)
ERCOT shall suspend Ancillary Service obligations that it deems to be contrary to reliability needs;

(b)
ERCOT shall notify each QSE and TO via Hotline of declared EEA level;

(c)
QSEs and TOs shall notify each represented Market Participant of declared EEA level;

(d)
ERCOT, QSEs, TSPs, and DCTOs shall continue to respect confidential market sensitive data;

(e)
QSEs shall update Current Operating Plans (COPs) to limit or remove capacity when unexpected start-up delays occur or when ramp limitations are encountered;

(f)
QSEs shall report when On-Line or available capacity is at risk due to adverse circumstances;

(g)
QSEs, TSPs, DCTOs, and all other Entities must not suspend efforts toward expeditious compliance with the applicable EEA level declared by ERCOT nor initiate any reversals of required actions without ERCOT authorization; 

(h)
ERCOT shall define procedures for determining the proper redistribution of reserves during EEA operations; and

(i) 
QSEs shall not remove an On-Line Generation Resource without prior ERCOT authorization unless such actions would violate safety, equipment, or regulatory or statutory requirements.  Under these circumstances, QSEs shall immediately inform ERCOT of the need and reason for removing the On-Line Generation Resource from service.
4.6.4
Responsibilities

(1)
ERCOT’s responsibilities are as follows:

(a)
Shall maintain a Black Start plan in accordance with North American Electric Reliability Corporation (NERC) Reliability Standards and no more than 30 days after revising the Black Start plan, shall notify the TOs of the revised Black Start plan and post the plan with an effective date on the Market Information System (MIS) Certified Area for TOs;

(b)
Shall, no more than 30 days after receiving a TO’s new or revised Black Start plan, notify the TO of ERCOT’s approval or disapproval of the TO’s new or revised Black Start plan and post the approved TO’s new or revised Black Start plan with an effective date on the MIS Certified Area to specified Market Participants requested by the TO.

(c)
Coordinate and approve Planned Outage schedules for contracted Black Start Resources;

(d)
Train QSE, TO, Resource Entity, and Market Participant personnel in the restoration of the ERCOT System.  This training will cover the theory of restoration and the processes that will need to be implemented during a Partial Blackout or Blackout;

(e) 
Will review the plans and procedures for consistency and conformance with these Operating Guides and ensure that they are updated at least annually;  

(f) 
ERCOT shall report to the Reliability and Operations Subcommittee (ROS) by April 1 of each year a plan for review and any testing activities of Black Start Resources;  

(g) 
Shall verify that the number, size, and location of Black Start Resources are sufficient to meet the ERCOT Black Start Plan; and
(h)
In the event of a Partial Blackout or Blackout of the  ERCOT System, ERCOT shall:

(i)
Maintain continuous surveillance of the status of the ERCOT System;

(ii)
Act as a central information collection and dissemination point for the ERCOT Region; 

(iii)
Coordinate reconnection of transmission;

(iv)
Direct assistance for QSEs who represent Black Start Resources, TOs, Resource Entities, and Market Participants;

(v)
Direct the distribution of reserves; and

(vi)
Coordinate the return of the ERCOT System to Automatic Generation Control (AGC).

(2)
TOs’ responsibilities are as follows:

(a)
Shall review and submit their Black Start plans to ERCOT by November 1 of each year, or when the Black Start plan has changed, via secured webmail or encrypted data transfer.  The TO may request that ERCOT post the TO’s new or revised Black Start plan on the MIS Certified Area for specified Market Participants. The TO will have the responsibility to notify specified Market Participants that the new or revised Black Start plan has been posted on the MIS Certified Area; and
(b)
In event of a Partial Blackout or Blackout of the ERCOT System:

(i)
Shall communicate with local Black Start Resources and the Black Start Resource’s QSE;

(ii)
Coordinate switching to next start Resources and local Load;

(iii)
Shall implement its local Black Start plan;

(iv)
Shall follow the direction of ERCOT on behalf of represented Transmission Service Providers (TSPs), Direct Current Tie Operators (DCTOs), and Distribution Service Providers (DSPs);

(v)
Shall act as the regional ERCOT representative in coordinating interconnection of Resources; and

(vi)
Shall follow the direction of ERCOT for reconnection of Islands.

(3)
QSEs’ representing Black Start Resources responsibilities are as follows:

(a)
Verify that associated QSE personnel are proficient in implementation and use of the appropriate procedures for use in the event of a Partial Blackout or Blackout; and

(b)
In the event of a Partial Blackout or Blackout of the ERCOT System, QSEs representing Black Start Resources shall: 

(i)
Take immediate steps to initiate and maintain communications with its Black Start Resources;

(ii)
Supply ERCOT and/or the local TO with information on the status of generation, fuel, transmission, and communication facilities;   

(iii)
Follow the direction of the local TO or ERCOT in regards to output of its Generation Resources; and

(iv)
Provide available assistance as directed by ERCOT or the local TO.

(4)
Black Start Resources’ responsibilities are as follows:

(a)
Verify that associated Resource personnel are proficient in the implementation and use of appropriate individual plant start-up procedures for use in the event of a Partial Blackout or Blackout; and

(b)
In the event of a Partial Blackout or Blackout of the ERCOT System, Black Start Resources shall: 

(i)
Isolate the Black Start Resource from the ERCOT Transmission Grid;
(ii)
Establish communications with the local TO who is the primary contact for the Black Start Resource;
(iii)
Supply the local TO and QSE with information on the status of generation, fuel, transmission isolation, and communication facilities;  

(iv)
Follow the appropriate plant start-up procedures and request synchronization and auxiliary Load pickup from the TO; and
(v)
Follow the direction of the local TO or ERCOT until such time as normal system operations resume.  The Black Start Resource should follow the direction of the QSE instructed by the TO or ERCOT when necessary.
(5)
Generation Resources that are not Black Start Resources have the following responsibilities in the event of a Partial Blackout or Blackout of the ERCOT System:

(a)
Take immediate steps to initiate and maintain communications with its QSE; and

(b)
Follow the direction of the local TO or ERCOT until such time as normal system operations resume.  The Generation Resource should follow the direction of the QSE as instructed by the TO or ERCOT when necessary.

(6)
Section 8, Attachment A, Detailed Black Start Information, and Section 8, Attachment E, Black Start Plan Template, provide a detailed and specific Black Start information guide.  Interested parties should use this information for technical reference material, Black Start testing, development of Black Start plans, and training of personnel.

5.1
System Modeling Information 
(1)
Information on existing and future ERCOT System components and topology is necessary for ERCOT to create databases and perform tests as outlined in these criteria.  To ensure that such information is made available to ERCOT, the following actions by Market Participants are required:

(a)
Each Transmission Service Provider (TSP), or its Designated Agent, shall provide accurate modeling information for all Transmission Facilities owned or planned by the TSP.  The information provided shall include, but not be limited to, the following:

(i)
Information necessary to represent the TSP’s Transmission Facilities in any model of the ERCOT Transmission Grid whose creation has been approved by ERCOT, including modeling information detailed in procedures of the Steady State Working Group (SSWG), Dynamics Working Group (DWG), and System Protection Working Group (SPWG);

(ii)
Identification of a designated contact person, generally regarded as the working group TSP representative, responsible for providing answers to questions ERCOT may have regarding the information provided; and 

(iii)
TSP owned or operated Transmission Facility data provided and used to accurately represent a Transmission Facility in a model shall be consistent to the extent practicable with data provided and used to represent that same Transmission Facility in any other model created to represent a time period during which the Transmission Facility is expected to be physically identical.  All existing transmission lines’ and transformers’ impedances, or equivalent branch circuit impedance, and Ratings shall be identical, to the extent practicable.  If all normally closed breakers and switches are closed and normally open breakers and switches are open in the Network Operations Model, the calculated line flows between substations in the Annual Planning Model shall be consistent, when all models use the same load magnitude and distribution, generation commitment and dispatch, and Voltage Profile.

(b)
Each TSP, or its Designated Agent, owning or planning Transmission Facilities shall attend the scheduled meetings and otherwise participate in the activities of the SSWG, DWG, and the SPWG, unless specifically exempted from these activities by ERCOT.

(c)
Each Generation Resource or Direct Current Tie Operator (DCTO), or its Designated Agent, shall provide accurate modeling information for each existing or proposed Generation Resource or Transmission Facility meeting the criteria for inclusion in the SSWG, DWG, and SPWG base cases for which the Generation Resource or DCTO is the majority owner.  The information provided shall include, but not be limited to, the following:

(i)
Information necessary to represent the Generation Resource’s generation and interconnection facilities and the DCTO’s Transmission Facilities in any model of the ERCOT System whose creation has been approved by ERCOT, including modeling information detailed in procedures of the SSWG, DWG, and SPWG; and

(ii)
Identification of a designated contact person responsible for providing answers to questions ERCOT may have regarding the information provided.

(d)
Typical or representative information may be provided for planned facility additions or modifications for use in the SSWG, DWG, and SPWG base cases, but such information shall be revised using actual design or construction information in accordance with the time line for Network Operations Model changes outlined in Protocol Section 3.10.1, Time Line for Network Operations Model Changes.  

(e)
Congestion Revenue Right (CRR) Network Model Outage determination uses network topology of the CRR Network Model identified by ERCOT.  This must include Outages of Transmission Elements with a status of approved or accepted by ERCOT at the time the CRR Network Model is being built and that demonstrate significant impact to the transfer capability during the effective period.  ERCOT will consider including Outages in the CRR Network Model that are scheduled to occur in the relevant time period and meet one or more of the following criteria: 

(i)
Consecutive or continuous approved or accepted Outages greater than or equal to five days;

(ii)
Approved or accepted Outages which include Transmission Elements included in the definition of a Hub;

(iii)
Approved or accepted Outages which include Transmission Elements in a 345 kV Transmission Facility;

(iv)
Approved or accepted Outages that require the use of a Block Load Transfer (BLT); and

(v)
Any other approved or accepted Outage that has been determined by ERCOT to carry a substantial risk of causing significant congestion.  

(f)
As set forth in Protocol Section 7.5.1, Nature and Timing, all Outages included in the CRR Network Model shall be posted on the Market Information System (MIS) Secure Area consistent with the model posting requirements and with accompanying cause and duration information, as indicated in the Outage Scheduler. 
6.1.3.2
Location Requirements
(1)
ERCOT shall identify Transmission Elements operated at or above 100kV for which dynamic disturbance recording data is required, including the following:.

(a)
Generation Resource(s) with:

(i)
Gross individual nameplate rating greater than or equal to 500 MVA; or

(ii)
Gross individual nameplate rating greater than or equal to 300 MVA where the gross plant/facility aggregate nameplate rating is greater than or equal to 1,000 MVA;

(b)
Any one Transmission Element that is part of a stability (angular or voltage) related system operating limit;

(c)
Each terminal of a high-voltage, direct current (HVDC) circuit with a nameplate rating greater than or equal to 300 MVA, on the alternating current portion of the converter;

(d)
One or more Transmission Elements that are part of an Interconnection Reliability Operating Limit (IROL); and

(e)
Any one Transmission Element within a major voltage sensitive area as defined by an area with an in-service Under-Voltage Load Shedding (UVLS) program.

(2)
ERCOT shall identify a minimum dynamic disturbance recording coverage, inclusive of those Transmission Elements identified above, of a least:

(a)
One Transmission Element; and

(b)
One Transmission Element per 3,000 MW of ERCOT’s historical simultaneous peak Demand.
(3)
Facility owners identified under paragraphs (1) or (2) above shall install dynamic disturbance recording equipment by July 1, 2019.

(4)
The Facility owner(s), whether a Transmission Facility owner or new Generation Resource owner, shall install phasor measurement recording equipment at the following Facilities.  
(a)
Flexible AC transmission system devices configured to actively control steady-state voltage or power transfer capability, operated at or above 100kV, and energized after July 1, 2015;

(b)
Within 18 months after receiving written notice from ERCOT, a Transmission Facility identified by ERCOT associated with each published generic transmission constraint as deemed necessary by ERCOT;
(c)
New generating Facilities over 20 MVA aggregated at a single site placed into service after January 1, 2017; and
(d) 
New DC Ties placed into service after January 1, 2019.
6.2.6.2.6
Communications Channels

(1)
Where communication channels are required for the protective relay system purposes, the communication facilities shall have a degree of reliability no less than that of the other protective relay system components.  For extra security, the output contacts from two independent channels may be wired in series.

(2)
Where communication channels are required in each of the two protective relay systems, the channels shall be separated physically and designed to minimize the risk of both channels being disabled simultaneously by a single contingency.

(3)
Communication channels shall be provided with means to verify signal performance.

(4)
Other considerations include:

(a)
Report loss of channel over SCADA;

(b)
Automatic testing of power line carrier (PLC) is desirable to reduce false trips from failure to block; and

(c)
Split up PLC Loads between DC sources so that loss of one fuse does not disable all the carrier sets.  If all the carrier sets were to be disabled, then multiple false trips during a fault could result.

(e)
See also Section 7.1.2, WAN Participant Responsibilities.
7.1  
ERCOT Wide Area Network

(1)
ERCOT interfaces with Wide Area Network (WAN) Participants over the WAN.  ERCOT is responsible for the configuration, maintenance, and management of the communications hardware required to support WAN connectivity.  This includes, but is not limited to, ERCOT issued routers, switches, Channel Service Units/Data Service Units (CSUs/DSUs), and out-of-band management equipment.  The ERCOT WAN is a fully redundant, highly available network designed for Real-Time data transport and is split in to two separate private networks:  a Multiprotocol Label Switching (MPLS) network and a point-to-point network.  See Figure 1, ERCOT Wide Area Network, in Section 7.1.2, WAN Participant Responsibilities.
(2)
The MPLS network is provisioned with connectivity to each WAN Participant.  The primary purpose of the MPLS network is to facilitate Transmission Control Protocol/Internet Protocol (TCP/IP) connectivity between ERCOT and the market for critical market data, most notably Inter-Control Center Communications Protocol (ICCP) and Applications Programming Interface (API) data. 

(3)
The point-to-point network is provisioned with adequate Digital Signal “zero” (DS0) channels to support specific Market Participant requirements.  The point-to-point network’s main function is to provide voice communication to the Market Participant.  Each Market Participant will be allocated the appropriate number of DS0s to support their particular configuration.  ERCOT will monitor utilization and will make final determination of system requirements.  The point-to-point network is also configured to provide redundancy to the MPLS network.  In the event of an MPLS network failure, the point-to-point network is designed to route IP data traffic.  

(4)
The ERCOT WAN provides communication for the following:

(a)
Real-Time telemetry data exchange for wholesale operations, frequency control, and transmission security;

(b)
Operational voice communications for both normal and emergency use.  The ERCOT WAN supports off-premise exchanges (OPX) with ERCOT’s control facilities and the ERCOT Hotlines; and

(c)
Data exchange to support API routines such as power scheduling, Current Operating Plans (COPs), Outage requests, Dispatch Instructions, posting of information and other applications.
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7.1
ERCOT Wide Area Network

(1)
ERCOT interfaces with Wide Area Network (WAN) Participants over the WAN.  ERCOT is responsible for the design, configuration, maintenance, and management of the communications network infrastructure required to support WAN connectivity.  This includes, but is not limited to, ERCOT issued routers, switches, Channel Service Units/Data Service Units (CSUs/DSUs), and out-of-band management equipment.  The ERCOT WAN is split in to two separate private networks:  a Multiprotocol Label Switching (MPLS) network and a point-to-point network.  See Figure 1, ERCOT Wide Area Network, in Section 7.1.2, WAN Participant Responsibilities.
(2)
The primary purpose of the MPLS network is to facilitate Transmission Control Protocol/Internet Protocol (TCP/IP) connectivity between ERCOT and WAN Participants for exchange of; i) Inter-Control Center Communications Protocol (ICCP) Data, including but not limited to Real-Time telemetry data for wholesale operations, frequency control, and transmission security; and ii) Applications Programming Interface (API) data, including but not limited to, Resource-Specific XML Data, such as market operations, operating plans, Outage requests, or Dispatch instructions. 

(3)
The point-to-point network is provisioned with adequate Digital Signal “zero” (DS0) channels to support specific WAN Participant requirements.  The point-to-point network’s main function is to provide voice communication to the WAN Participant.  Each WAN Participant will be allocated the appropriate number of DS0s to support their particular configuration.  ERCOT will monitor utilization and will make final determination of system requirements.  The point-to-point network is also configured to provide redundancy to the MPLS network.  In the event of an MPLS network failure, the point-to-point network is designed to route IP data traffic.  

(4)
Data exchanged between ERCOT and WAN Participants shall use the ERCOT WAN for the following types of data:

(a)
ICCP Data;

(b)
Resource-Specific XML Data; and
(c)
Operational voice communications for both normal and emergency use.  The ERCOT WAN supports off-premise exchanges (OPX) with ERCOT’s control facilities and the ERCOT Hotlines.
(5)
ERCOT may approve conditional use of other forms of data exchange or communications for exchange of the types of data listed in paragraph (4) above when a WAN Participant loses their connection to the ERCOT WAN.  A WAN Participant may use the Internet as a tertiary communication path if the ERCOT WAN and backup communication paths are both unavailable. 

(6)
WAN Participants shall sign the ERCOT Private WAN Agreement in the current form required by ERCOT as a condition to be granted access to the WAN. 

(7)
A QSE representing a Resource or a QSE representing an Emergency Response Service (ERS) Resource may designate another QSE (including a Data Agent-Only QSE, as provided in ERCOT Protocol Section 16.2.1.1, Data Agent-Only Qualified Scheduling Entities) as its agent for purposes of exchanging over the ERCOT WAN one or more of the types of data listed in paragraph (4) above. Such designation shall be made using the QSE Agency Agreement form.


7.1.2
WAN Participant Responsibilities

(1)
WAN Participant responsibilities include the following:

(a)
WAN Participants are required to sign the ERCOT Private Wide Area Network (WAN) Agreement which governs installation, operation, and maintenance of the WAN hardware.  Appropriate WAN documents can be obtained by contacting ERCOT.

(b)
ERCOT WAN Participants shall provide physical security systems compliant with the applicable Critical Infrastructure Protection (CIP) requirement of the North American Electric Reliability Corporation (NERC) Reliability Standards.
(c)
Any WAN Participant facility, whether primary or backup, will be required to connect directly to the ERCOT WAN including connectivity to both the MPLS and point-to-point networks.  ERCOT will work with each Market Participant to determine the most appropriate WAN demarcation point.  Criteria for determining demarcation points include:  

(i)
Reliability;

(ii)
Location of data centers;

(iii)
Control centers;

(iv)
Disaster recovery facilities;

(v)
Energy and Market Management System (EMMS) equipment;

(vi)
ICCP equipment; and

(vii)
Private branch exchange (PBX) equipment installation.

(d)
ERCOT is responsible for the reliable transport of critical market communications and will make the ultimate determination of the demarcation point location.

(e)
A WAN Participant that serves both TO and QSE functions at one location may have a single ERCOT WAN connection as defined in Section 7.1, ERCOT Wide Area Network, at that location.    
(f)
If a TO and QSE share a centralized PBX with a QSE, the QSE’s OPX circuits will be terminated separately from the OPX circuits of the TO.    
(g)
Each Market Participant is required to extend the ERCOT OPX and Hotline voice circuits into its 24x7 operations desk.  ERCOT will deliver the OPX and Hotline to a channel bank provided by the Market Participant.  The OPX and Hotline voice circuits are transported on separate DS0 channels.  In the event a Market Participant designated to represent other Entities through an agency agreement approved by ERCOT, each Entity represented must have dedicated OPX circuits.  In these cases, a single Hotline button will be used for the Market Participant and all of the represented Entities.  It is the Market Participant’s responsibility to deliver the Hotline and the OPX to the Market Participant’s 24x7 operations desk in a manner that reasonably assures continuous communication with ERCOT and is not affected by PBX features such as automatic transfer or roll to voice mail.  Also, a touchtone keypad is required for the Hotline to be able to provide an acknowledged receipt.  The demarcation point for all voice circuits is the Market Participant’s channel bank.  

(h)
Each WAN Participant must provide internal facilities and communications to collect and furnish data and voice signals to the ERCOT WAN as required by the Protocols.  For TOs these include, but may not be limited to, voice communications, ICCP, and Supervisory Control and Data Acquisition (SCADA) for substations and other Transmission Facilities.  For QSEs these include, but may not be limited to, voice communications, ICCP, and SCADA for Resources.
(i)
WAN Participants shall provide adequate physical facilities to support the ERCOT WAN communications equipment.  The physical facilities and communications equipment requirements include the following:

(i)
Provide an analog business phone line or PBX analog extension for troubleshooting and maintenance of equipment;

(ii)
Provide a height of 24” of rack space in a 19” wide rack;

(iii)
Provide two separate uninterruptible power supply single-phase 115 VAC 20 amp circuits, each with four receptacles in the 19” rack listed above;

(iv)
Provide building wiring from circuit termination to equipment rack;

(v)
Within 24-hours notice, provide ERCOT employees or contractors access to the communication facility;

(vi)
Within one-hour notice, provide emergency access to the facility to ERCOT employees or contractors;

(vii)
Provide onsite personnel to escort ERCOT employees or contractors;

(viii)
Provide a firewall or router, located at the Market Participant site, for the network address translation of internal Market Participant addresses to external addresses on the ERCOT LAN;

(ix)
Provide connectivity from Market Participant firewall or router to ERCOT LAN located at Market Participant site.  Market Participants are responsible for their own security through this connection;

(x)
Provide a channel bank with at least one T1 interface and four Foreign Exchange Station (FXS) ports.  Connect FXS (e.g. PBX, key system) to the appropriate equipment.  On the digital T1 stream, levels for voice are zero dpm for transmit and receive; 

(xi)
Dual cable entrances to Market Participant, connecting to different Telco Central Offices is highly recommended; and

(xii)
Provide ERCOT with internal IP addressing scheme as needed for network design.  This will be kept confidential.

(j)
WAN Participants shall supply, implement, and maintain all data and voice communication facilities required to fulfill the obligations set forth in these Operating Guides.
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Figure 1 ERCOT Wide Area Network Overview
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7.1.2
WAN Participant Responsibilities

(1)
WAN Participant responsibilities include the following:

(a)
A prospective WAN Participant is required to complete a WAN application, signed by the WAN Participant’s Authorized Representative, and sign the ERCOT Private WAN Agreement, which governs installation, operation, and maintenance of the WAN hardware.  Appropriate WAN documents can be obtained by contacting ERCOT.  The WAN application shall include the following information at a minimum:

(i)  
WAN circuit termination location and requested functionality specifications;

(ii) 
WAN Participant’s primary and backup contacts for WAN facilities management and services;

(iii)  
WAN Participant’s primary and backup contacts for WAN emergency restoration; 

(iv)
WAN Invoicing contact information;

(v)
WAN Participant’s 24x7 Operations Desk Long Distance number; and

(vi)
WAN Participant’s 24x7 Analog Line for maintenance.

(b)
Each WAN Participant must timely update information provided to ERCOT in the application process, and must promptly respond to any reasonable request by ERCOT for updated information regarding the WAN Participant or the information provided to ERCOT in item (a) above.  Changes to any of the information listed in (a) above shall be submitted to ERCOT using a Notice of Change of Information form. 

(c)
A WAN Participant shall provide physical security systems compliant with the applicable Critical Infrastructure Protection (CIP) requirement of the North American Electric Reliability Corporation (NERC) Reliability Standards.

(d)
WAN Participant equipment provided by ERCOT that exchanges ICCP Data, Resource-Specific XML Data, or operational voice communications with ERCOT shall connect directly to the ERCOT WAN.  ERCOT will work with each WAN Participant to determine the most appropriate WAN demarcation point.  Criteria for determining demarcation points include:

(i)
Reliability;

(ii)
Location of data centers;

(iii)
Location of control centers and/or communication centers;

(iv)
Location of disaster recovery facilities;

(v)
Location of Energy and Market Management System (EMMS) equipment;

(vi)
Location of ICCP equipment;

(vii)
Location of Resource-Specific XML equipment; and

(viii)
Location of private branch exchange (PBX) equipment installation.

(e)
ERCOT is responsible for the reliable transport of communications over the ERCOT WAN and will make the ultimate determination of the demarcation point location.

(f)
A WAN Participant that serves both TO and QSE functions at one location may have a single ERCOT WAN connection as defined in Section 7.1, ERCOT Wide Area Network, at that location.  
(g)
If a TO and QSE share a centralized PBX with a QSE, the QSE’s OPX circuits will be terminated separately from the OPX circuits of the TO.  
(h)
Each WAN Participant is required to extend the ERCOT OPX and Hotline voice circuits into its 24x7 operations desk.  ERCOT will deliver the OPX and Hotline to a channel bank provided by the WAN Participant.  The OPX and Hotline voice circuits are transported on separate DS0 channels.  If a WAN Participant is designated to represent another Market Participant through an agency agreement approved by ERCOT, the WAN Participant must have dedicated OPX circuits for each Market Participant represented, in addition to a dedicated OPX for the WAN Participant if it is also representing Resources.  In these cases, a single Hotline button will be used for the WAN Participant and all of the represented Market Participants.  The Market Participant and its agent, if applicable, are both responsible for delivering the Hotline and the OPX to the Market Participant’s 24x7 operations desk in a manner that reasonably assures continuous communication with ERCOT and is not affected by PBX features such as automatic transfer or roll to voice mail.  Also, a touchtone keypad is required for the Hotline to be able to provide an acknowledged receipt.  The demarcation point for all voice circuits is the WAN Participant’s channel bank.  

(i)
Each WAN Participant must provide internal facilities and communications to collect and furnish data and voice signals to the ERCOT WAN as required by the Protocols.  For TOs such data includes, but is not limited to, operational voice communications, ICCP Data, and Supervisory Control and Data Acquisition (SCADA) for substations and other Transmission Facilities.  For QSEs, such data includes, but is not limited to, operational voice communications, ICCP Data, Resource-Specific XML Data, and SCADA for Resources.

(j)
A WAN Participant shall provide adequate physical facilities to support the ERCOT WAN communications equipment.  The physical facilities and communications equipment requirements include the following:

(i)
Provide an analog business phone line or PBX analog extension for troubleshooting and maintenance of equipment;

(ii)
Provide a height of 24” of rack space in a 19” wide rack;

(iii)
Provide two separate uninterruptible power supply single-phase 115 VAC 20 amp circuits, each with four receptacles in the 19” rack listed above;

(iv)
Provide building wiring from circuit termination to equipment rack;

(v)
Within 24-hours notice, provide ERCOT employees or contractors access to the communication facility;

(vi)
Within one-hour notice, provide ERCOT employees or contractors emergency access to the communication facility;

(vii)
Provide onsite personnel to escort ERCOT employees or contractors;

(viii)
Provide a firewall or router, located at the WAN Participant site, for the network address translation of internal WAN Participant addresses to external addresses on the ERCOT LAN;

(ix)
Provide connectivity from WAN Participant firewall or router to ERCOT LAN located at WAN Participant site.  WAN Participants are responsible for their own security through this connection;

(x)
Provide a channel bank with at least one T1 interface and four Foreign Exchange Station (FXS) ports.  Connect FXS (e.g. PBX, key system) to the appropriate equipment.  On the digital T1 stream, levels for voice are zero dpm for transmit and receive; 

(xi)
Dual cable entrances to WAN Participant, connecting to different Telco Central Offices is highly recommended; and

(xii)
Provide ERCOT with internal IP addressing scheme as needed for network design.  This will be kept confidential.

(k)
A WAN Participant shall supply, implement, and maintain all data and voice communication facilities required to fulfill the obligations set forth in these Operating Guides.

(l)
A WAN Participant’s installation of data and voice communication facilities described in paragraph (j) above must complete qualification testing as specified by ERCOT before ERCOT will grant approval to commence operational use of the WAN connection.  A WAN Participant shall request prior approval from ERCOT of any changes in data and voice communication facilities that impact connectivity through the WAN and shall coordinate with ERCOT before commencing operational use.

(m)
If a WAN Participant: i) transmits or exchanges ICCP Data or Resource-Specific XML Data with another WAN Participant, or ii) extends its network or otherwise transmits ICCP Data, Resource-Specific XML Data, or operational voice communications to another of its control and/or data center or another WAN Participant’s control and/or data center, then such communications shall only be exchanged using a secure private network.  Examples of a secure private network would include, but would not be limited to, dedicated connections such as Multi-Protocol Label Switching (MPLS), Time Division Multiplexing Digital Signal 1 (TDM DS1), and Metro Ethernet.  This requirement does not apply to communications directly between the physical Resource location and a WAN Participant location.
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Figure 1 ERCOT Wide Area Network Overview


7.2.2
Metric of Availability

(1)
ICCP links must achieve availability as prescribed by the Telemetry Standards posted on the Market Information System (MIS) Public Area.  Availability metrics shall establish a process to coordinate downtime for ICCP links and database maintenance.  

(2)
ICCP links shall use fully redundant data communication from the WAN Participant control systems to the ERCOT System as required by the Protocols.

7.3
Telemetry

(1)
WAN Participants required to supply Real-Time telemetry data to ERCOT shall use an Inter-Control Center Communications Protocol (ICCP) interface through the ERCOT Wide Area Network (WAN).  WAN Participants shall also receive signals from ERCOT over the ICCP interface.   

(2)
Each WAN Participant shall continuously provide to ERCOT the telemetry data quantities that they are responsible for in the format described in the ERCOT Nodal ICCP Communications Handbook.  The frequency of updates, means of communication to ERCOT, and data format for each point provided by each Entity shall follow the specifications in the ERCOT ICCP Nodal Communications Handbook.  At the frequency specified, each update cycle shall provide current operating data for all points being monitored.  Design accuracy and availability of data points delivered to ERCOT shall satisfy the requirements of the Protocols and the Telemetry Standards. 

(3)
WAN Participants are required to provide power operation data to ERCOT according to the Protocols and the ERCOT ICCP Nodal Communications Handbook.
(4)
The nomenclature format of data (i.e. structure of the ICCP Object Name) shall follow the standards in the ERCOT Nodal ICCP Communication Handbook.
7.3.2
Data from ERCOT to TSPs and DCTOs
(1)
ERCOT shall provide operational data to TSPs and DCTOs in accordance with the Protocols and the ERCOT Nodal ICCP Communications Handbook.

(2)
ERCOT is required to provide operational data to TSPs and DCTOs for the purpose of providing reliability information on current conditions.  TSPs may request QSE supplied data as allowed by the Protocols. 

(3)
ERCOT will post notice to Market Participants of all available data.

	[NOGRR154:  Replace Section 7.3.2 above with the following upon system implementation of NPRR755:]

7.3.2
Data from ERCOT to TSP and DCTOs
(1)
ERCOT shall provide operational data over the ERCOT WAN to TSPs and DCTOs in accordance with the Protocols and the ERCOT Nodal ICCP Communications Handbook.

(2)
ERCOT is required to provide operational data to TSPs and DCTOs for the purpose of providing reliability information on current conditions.  TSPs may request QSE supplied data as allowed by the Protocols. 

(3)
ERCOT will post notice to WAN Participants of all available data.


7.3.3
Data from WAN Participants to ERCOT

(1)
Each WAN Participant shall provide telemetered measurements on modeled Transmission Elements as required by the Protocols and the ERCOT Nodal ICCP Communications Handbook.   

(2)
WAN Participants shall provide Real-Time monitoring of power system quantities to ERCOT as defined in the Protocols and the ERCOT Nodal ICCP Communications Handbook.  ERCOT shall work with WAN Participants to determine the required data using the methodology presented in the Protocols.  Transmission Element status and analog measurements that the TOs and QSEs define in the Network Operations Model shall, at a minimum, be provided to ERCOT.  Ultimately, it is the responsibility of the TOs and QSEs to provide all data requested by ERCOT. 

(3)
Real-Time telemetry data from QSEs used to supply power or Ancillary Services shall be integrated by ERCOT and checked against settlement meter values on a monthly basis.

(4)
Each QSE and Transmission Operator (TO) shall notify ERCOT as soon as practicable when there are known telemetry data issues (telemetry data will not be available or is unreliable for operational purposes).  Each QSE or TO shall address the known telemetry data issue with either a correction of the telemetry data as soon as practicable, or a manual data replacement, if available, as soon as practicable.  The report, as outlined in Section 9.2.2, Real-Time Data Monitor, will contain unavailability data associated with Planned Outages of RTUs.

(5)
If the QSE or TO cannot resolve the telemetry data issue within two Business Days, it shall provide an estimated time of resolution.  Each QSE and TO shall notify ERCOT as soon as practicable when the telemetry data issue is resolved.

	[NOGRR154:  Replace Section 7.3.3 above with the following upon system implementation of NPRR755:]

7.3.3
Data from WAN Participants to ERCOT

(1)
Each WAN Participant shall provide telemetered measurements over the ERCOT WAN on modeled Transmission Elements as required by the Protocols and the ERCOT Nodal ICCP Communications Handbook.   

(2)
WAN Participants shall provide Real-Time monitoring of power system quantities to ERCOT as defined in the Protocols and the ERCOT Nodal ICCP Communications Handbook.  ERCOT shall work with WAN Participants to determine the required data using the methodology presented in the Protocols.  Transmission Element status and analog measurements that the TOs and QSEs define in the Network Operations Model shall, at a minimum, be provided to ERCOT.  Ultimately, it is the responsibility of the TOs and QSEs to provide all data requested by ERCOT. 

(3)
Real-Time telemetry data from QSEs used to supply power or Ancillary Services shall be integrated by ERCOT and checked against settlement meter values on a monthly basis.

(4) 
Each QSE and TO shall notify ERCOT as soon as practicable when there are known telemetry data issues (telemetry data will not be available or is unreliable for operational purposes). Each QSE or TO shall address the known telemetry data issue with either a correction of the telemetry data as soon as practicable, or a manual data replacement, if available, as soon as practicable.   The report, as outlined in Section 9.2.2, Real-Time Data Monitor, will contain unavailability data associated with Planned Outages of RTUs.

(5)
If the QSE or TO cannot resolve the telemetry data issue within two Business Days, it shall provide an estimated time of resolution.  Each QSE and TO shall notify ERCOT as soon as practicable when the telemetry data issue is resolved.


7.3.5
TO and QSE Telemetry Restoration

(1)
Real-Time telemetry data shall be restored using criteria and procedures as established by the Telemetry Standards.
9.1
QSE and Resource Monitoring Program
(1)
This Section sets forth formats and data needed for reporting to comply with Protocol Section 8, Performance Monitoring.  These performance monitoring and compliance requirements apply as set forth below to Qualified Scheduling Entities (QSEs), Resources, Transmission Service Providers (TSPs), Direct Current Tie Operators (DCTOs), and ERCOT.  Reports defined in this Section will be posted on the Market Information System (MIS) Secure Area unless otherwise stated.
9.2
TSP and DCTO Monitoring Program
9.2.2
Real-Time Data Monitor 
(1)
ERCOT shall produce reports describing Real-Time data performance of Transmission Service Providers (TSPs) and Direct Current Tie Operators (DCTOs) in the following areas.  ERCOT shall post the summary report on the Market Information System (MIS) Secure Area.   

(a)
Telemetry performance: 

(i)
ERCOT shall produce quarterly reports describing telemetry performance as defined in the Protocols and the Telemetry Standards. 
	[NOGRR025:  Replace or insert applicable paragraph(s) of Section 9.2.2, Real-Time Data Monitor, above with the following upon system implementation:]

9.2.2
Real-Time Data Monitor 
(1)
ERCOT shall produce reports describing Real-Time data performance of Transmission Service Providers (TSPs) and Direct Current Tie Operators (DCTOs) in the following areas.  ERCOT shall post the summary report on the Market Information System (MIS) Secure Area.  Individual point performance shall be posted to the MIS Certified Area.  

(a)
Telemetry performance: 

(i)
ERCOT shall produce quarterly reports describing telemetry performance as defined in the Protocols and the Telemetry Standards. 
(b)
Communication system performance: 

(i)
ERCOT shall produce monthly reports describing the reliability of each participant’s Inter-Control Center Communications Protocol (ICCP) data link to ERCOT as defined in the Protocols and the Telemetry Standards. 
(ii)
ERCOT shall produce monthly reports describing ICCP link up/down statistics.


10.1 
Direct Current Tie Outage Information

(1)
In addition to requirements in Protocol Sections 3.1.4.4, Management of Resource or Transmission Forced Outages or Maintenance Outages, and 3.1.5.1, ERCOT Evaluation of Planned Outage and Maintenance Outage of Transmission Facilities, Direct Current Tie Operators (DCTOs) shall also enter the following information into the Outage Scheduler:

(a)
Specific work being performed; and

(b)
If the Outage is due to work being performed on the Direct Current Tie (DC Tie) or if there is another Outage in the ERCOT Control Area which also requires an Outage on the DC Tie. 

(2)
As soon as practicable, ERCOT shall post the DC Tie name, start date/time, and end date/time for Forced Outages and Derates on the Market Information System (MIS) Public Area.

(3)
One Business Day following the approval or cancellation of a Transmission Facility’s Outage which requires a DC Tie Outage or DC Tie derate, ERCOT shall post the following information on the MIS Public Area:

(a)
Equipment name of impacted Transmission Facilities;

(b)
Start date and time of impacted Transmission Facilities;

(c)
End date and time of impacted Transmission Facilities;

(d)
General description of work being performed on impacted Transmission Facilities; and

(e)
If the Outage is due to work being performed on the DC Tie or if there is a transmission Outage in the ERCOT Control Area which also requires an Outage on the DC Tie.

(4)
One Business Day following the approval or cancellation of a Resource Outage, which requires a DC Tie Outage or DC Tie derate, ERCOT shall post the following information on the MIS Public Area:

(a)
Name of impacted DC Tie;

(b)
Start date and time of impacted DC Tie;

(c)
End date and time of expected DC Tie Outage or DC Tie; and

(d)
Explanation that the DC Tie Outage or DC Tie derate is due to a Resource Outage. 
�Please note that NOGRR176 also proposes revisions to this section.
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