


ERCOT Digital Certificate Download Process

New Certificate Downloads
1. Paste the download URL into a new browser and hit Enter.
2. Input the required information and click Login.
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3. Verify User information and click “Generate Password”.
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4. Acknowledge the pop-up message.
   [image: ]
5. Copy or write down the randomly generated password and click “Click to Continue”.
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6. You now have the option to either “Open” the certificate to begin the installation process, or “Save” the certificate to your machine. 
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 In this example, the “Open” button was selected to begin the installation process.  
**Select Current User**
[image: ]
7. Click Next on the “File to Import” screen.
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8. Type the randomly generated password created in Step 5 and check the “Mark this file as Exportable” checkbox to export this certificate for backup.  Click Next.
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9. Click Next on the “Certificate Store” screen.
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10.  Verify certificate information and click Finish.
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11. You should get a Security Warning (shown below) confirming the installation of the Root Certificate.  Click Yes.  (If this window does not show up in the installation process, the Root Certificate was likely not installed.)

If the current ERCOT_CA root certificate is already installed, this pop-up will not appear
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12. Click OK to Exit the Wizard.
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Welcome to the Certificate Import Wizard

This wizard helps you copy certifcates, certficate trustlists, and certficate revocation
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A certiicate, which i ssued by a certfication authority, s @ confirmation of your identity
and contains information used to protect data or to estabish secure network.
connections. A certicate store i the system area where certficates are kept.

Store Location

O Local Machine

To continue, cick Next.




image7.png
«

& Certificate Import Wizard

Fileto Import
Specify the fie you want tomport.

File name:

C:\Users\dmartinez Donnloads\1111111128Test . Bromse...

Note: More than one certiiate can be stored in a sl fle in the folowing formats:

Persans Informaton Exchange-PKCS #12 (#7%, P12)
Cryptographic Message Syntax Standrd- PRCS 7 Certficates (#75)
Mirosof Seisized Certiate tore (55T)

Cancel




image8.png
«

& Certificate Import Wizard

Private ey protection
To maintain secuity, the private key was protected with a password.

Type the password fo the private key.

e

ol Passvord

Import optons:

() Enable strong private key protectn. You wilbe prompted every tme the
privatekey is used by an appicaton i you enbe ths optn.

this key as exportable. This wil alow you to back up or transport your
s ataater tme.

(CProtectprivae key using virtuslzed-based security on-expartable)

8 Incide ll extended propertes.

Cancel




image9.png
& & Certificate Import Wizard

CertificateStore
Certficate stores are system areas where certficates are kept.
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Security Waming

You are about to install a certificate from a certification
authority (CA) claiming to represent:

Electric Reliability Council of Texas, Inc. CA G1

‘Windows cannot validate that the certificate is actually from
“Electric Reliability Council of Texas, Inc. CA G1°. You should
confirm its origin by contacting “Electric Reliability Council of
Texas, Inc. CA G17. The following number will assist you in this
process:

Thumbprint (sha1): 6D212FE4 B3A0F13F 13CCF64E 0096E6E2
1A50650D

‘Warning:

If you install this root certificate, Windows will automatically
trust any certificate issued by this CA. Installing a certificate
with an unconfirmed thumbprint is a security risk. If you click
“Yes” you acknowledge this risk.

Do you want to install this certificate?

Yes No
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Click “Generate Password” to create the password needed to install the
igital Certificate, then select “Click to Continue™
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NOTE: DO NOT close your browser during this time or you will not receive your
Digital Certificate. Also, DO NOT press STOP or REFRESH





