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What it Means for ERCOT’s SOC 1 Reports
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Discussion Agenda
• SOC 1 and SSAE 18 Overview
• Impact to ERCOT’s SOC 1 Planning and 

Reporting
• Action Items and Next Steps
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Learning Objectives
• Purpose and Intent of SOC 1 Reporting
• AICPA Clarity Project and Attestation Code
• Key SSAE 18 Areas of Emphasis
• What to Expect for the Next SOC 1
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Executive Summary
SSAE 18 is the standard that revises the 
attestation code, and will impact the ERCOT 
SOC 1 in three primary ways.  ERCOT 
compliance management personnel have 
already addressed all three items, and the 
overall impact is expected to be minimal.
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What is SOC 1 Reporting?
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SERVICE 
PROVIDERS
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USER
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SERVICE 
AUDITORS
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What is SSAE 18?

What is the Clarity Project?
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SSAE No. 18 Overview:The Language and Codification

• SSAE = Statement on Standards for Attestation Engagements
– The AICPA governs the performance attestations through attestation standards
– The collection of attestation standards reside in a codification (Attestation Code)
– The Code includes the standards for performing SOC 1 (currently known as 

SSAE 16) and all other attestations

• The AICPA underwent an effort to clarify the Attestation Code for 
greater understandability.  This “Clarity Project” effectively 
concluded with the issuance of SSAE No. 18.
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Section 101
SSAE 10 - 12 & 14

Section 201
SSAE 10 & 11 

Section 401
SSAE 10 

Section 501
SSAE 15 

Section 601
SSAE 10

Section 701
SSAE 10 

Section 801
SSAE 16

SSAE No. 18 Overview:The Language and Codification
The Old Code (abbreviated illustration)

Section 301
SSAE 10, 11, & 17 
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SSAE No. 18 Overview: The Language and Codification
The New Code (abbreviated illustration)

Section 205
SSAE No. 18

Section 210
SSAE No. 18 

Section 105
SSAE No. 18 

Section 305
SSAE No. 18 

Section 315
SSAE No. 18

Section 310
SSAE No. 18 

Section 215
SSAE No. 18

Section 320
SSAE No. 18
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SSAE No. 18 Overview:  Another Point of View

Existing 
Attestation Code
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SSAE No. 18 Overview:  Another Point of View
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What’s in a name?



SSAE No. 18  |   25

Impact to ERCOT SOC Reporting
• Modification to Assertion Criteria
• Reliability of Audit Evidence
• Monitoring of Subservice Organizations
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1. Modification to Assertion Criteria
• The criteria within the assertion letter (Section 2 of your 

report) will now include a specific reference to the 
complementary controls your organization would expect of 
your relevant third party service providers.

• This is designed to ensure that any SOC 1 control 
objectives which are dependent on effective controls at key 
vendors (subservice organizations) are adequately 
described in your report.
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1. Modification to Assertion Criteria

ACTION ITEMS

• None remaining.

• Schellman has revised the assertion letter and report to 
accommodate this change.  Schellman will discuss any 
identified complementary controls with ERCOT personnel 
during the controls testing for review and acceptance.
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2. Reliability of Audit Evidence
• Increased emphasis on the accuracy and completeness of 

information received from ERCOT.

• Schellman will perform additional analysis of ERCOT 
populations, system configurations, review documentation, 
and approval processes.
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2. Reliability of Audit Evidence

ACTION ITEMS

• Ensure compliance with minimum evidence guidelines.

• Schellman has published Minimum Evidentiary Matter 
guidelines for ERCOT, and mapped IRL requests to the 
applicable guideline.  This was included in the IRL and 
delivered to the ERCOT compliance team.
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3. Monitoring Subservice Organizations (SSOs)

• Responsibility for the oversight of relevant third party organizations (e.g. 
software administrative support services, contracted physical security 
officers, third party data processors or analysts, etc.).

• Common methods for service organizations to perform monitoring and 
oversight procedures may include:
– Reviewing the SSOs controls reports – e.g. SOC 1, SOC 2, PCI, etc.
– Interviewing SSO personnel – control / vendor assessment questionnaires
– Regular site visits – periodic audits of the SSO facilities and operations
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3. Monitoring Subservice Organizations (SSOs)

ACTION ITEMS

• The listing of vendors that may be considered subservice 
organizations has been provided to the ERCOT compliance 
team for investigation and review.

• Final determination of vendor SSO status and necessary 
treatment is pending as of 3/15.
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Questions & 
Answers
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For additional information: 
Accounting Today Whitepaper

http://www.accountingtoday.com/opinion/recodifying-soc-reports-what-ssae-no-18-means-for-soc-1s
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