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	Comments


ERCOT submits the comments below in response to discussions with stakeholders at the 1/29/16 NPRR755 and NOGRR154 Workshop and the 3/7/16 Tenaska comments.
Workshop concern #1 – will ALL traffic, including Market Information System (MIS) access by Market Participants for downloading extracts and reports also need to be across only the ERCOT Wide Area Network (WAN) since many of those reports contain “Resource-specific information”?
ERCOT Response – No.  While many MPs may choose to utilize the WAN for all interactions with ERCOT, that was not the intent of this NPRR and NOGRR.  The Real-Time and forecast information critical for command and control of the grid needs to be protected from Internet outages, but historical information pulled down in the the form of reports and extracts via the MIS may continue to flow over the Internet or WAN, depending on the Market Participant’s preference.  Digital Certificates to access the reports and extracts on the MIS which may contain Resource-specific information are sufficient protection of that data.  ERCOT proposed edits to the definition of Resource-Specific Extensible Markup Language (XML) Data to address this concern.
Workshop concern #2 – Will there be any “in case of emergency, break glass and use the Internet” to allow Market Participants to use the Internet in extreme situtations where the ERCOT WAN is unavailable (ex:  highway construction crews severed a T1 line near Dallas and repairs are expected to take five days) to avoid being out of compliance with Protocols due to no fault of the Market Participant? 
ERCOT Response – Yes.  ERCOT agrees that in extenuating circumstances, the Internet may be the best/only option for exchanging critical data.  ERCOT proposed a new paragraph (5) to Section 7.1, ERCOT Wide Area Network, to allow conditional use of the Internet in these circumstances. 
Workshop concern #3 – What sort of backup plans will Data Agent-Only QSEs be required to maintain?  Double WAN connections? 
ERCOT Response – Language in NPRR755 explicitly exempts Data Agent-Only QSEs from paragraph (1)(j) of Protocol Section 16.2.1, Criteria for Qualification as a Qualified Scheduling Entity, so the Data Agent-Only QSE will not be required to prepare its own backup plan.  The “full” QSE employing the Data Agent-Only QSE will still be required to have its backup plan, but any redundancies or failover plans for the Data Agent-Only QSE will be a business decision between the Data Agent-Only QSE and the employing “full” QSE.  As such, ERCOT did not propose any language edits for this particular concern.
Workshop concern #4 and 3/7/16 Tenaska Comments  – This set of language changes, particularly new paragraphs (l) and (m) in Section 7.2.1, WAN Participant Responsibilities, appears to be over-reaching, seeking to control communications all the way from ERCOT back to the physical unit in the field using software specific solutions.  However, the communication technology between a generator in the field and its control center may not currently use, and in the opinion of some should not use, the ERCOT WAN.  The communication between WAN Participants and ERCOT must use the ERCOT WAN, but the “behind the curtain” communications between the units in the field and the QSE representing the Resource are that company’s business to monitor/control/secure. 
ERCOT Response – ERCOT agrees there’s a natural boundary beyond which the QSEs managing Resources are responsible for maintaining reliable and secure communications with Generation Resources, Load Resources, Private Use Networks, and/or Emergency Response Service (ERS) Resources they represent.  ERCOT is not seeking to “peer behind that curtain.”  However, without paragraphs (l) and (m) reflected in these comments, ERCOT is concerned that the involvement of the new Data Agent-Only QSE may weaken the reliability of the transmission chain for ICCP and Resource Specific XML data unless there are some minimum standards for the type networks used to forward that information between WAN Participants on its way to ERCOT.  The 3/7/16 Tenaska comments proposed deleting paragraph (m) outright and removing any  minimum security standards on the type of communication in paragraph (l), which would include, for example, the QSE transmitting to the Data-Agent Only QSE the ICCP and Resource Specific XML data that would then be required to be sent over the WAN by the Data Agent Only QSE to ERCOT.  As a compromise, ERCOT proposed edits to paragraph (l) to clarify the desired use of the ERCOT WAN, and explicitly state the requirement in (l) does NOT apply to communications between the QSE and it’s physical Resource location.  ERCOT also removed the requirement in paragraph (m) for WAN Participants to first obtain ERCOT approval of their communication arrangements in paragraph (l) prior to their use.  Instead, ERCOT asks only for a current schematic of the relationship described in (l) and represented visually below, if applicable, for improved situational awareness and problem resolution by ERCOT operations.



	Revised Cover Page Language


	Related Documents Requiring Revision/Related Revision Requests
	NPRR755, Agent-Only QSE Registration
ERCOT Nodal ICCP Communication Handbook


	Revised Proposed Guide Language


1.4
Definitions 

Inter-Control Center Communication Protocol (ICCP) Data 

Data that is transmitted or exchanged over the ICCP link and the subject of any provisions of the Nodal ICCP Communication Handbook.

Resource-Specific Extensible Markup Language (XML) Data

XML data gathered, transmitted, or exchanged pursuant to the ERCOT Protocols that identifies a specific Resource and/or relates to the deployment or recall of an Emergency Response Service (ERS) Resource.  This definition does not include reports and extracts retrieved via the Market Information System (MIS).
Wide Area Network (WAN)
The WAN is a fully redundant, highly available network designed for Real-Time data transport and used by ERCOT and WAN Participants to communicate and exchange certain data as described in Section 7, Telemetry and Communications. 
Wide Area Network (WAN) Participant

A Transmission Operator (TO), Qualified Scheduling Entity (QSE) representing a Resource, QSE representing an Emergency Response Service (ERS) Resource, Data Agent-Only QSE (designated under ERCOT’s QSE Agency Agreement form), or other Market Participant that is required under the ERCOT Protocols to gather, transmit, or exchange ICCP Data, Resource Specific XML Data, or any of the operational voice data described in Section 7.1, ERCOT Wide Area Network.
7.1
ERCOT Wide Area Network

(1)
ERCOT interfaces with Wide Area Network (WAN) Participants over the WAN.  ERCOT is responsible for the design, configuration, maintenance, and management of the communications network infrastructure required to support WAN connectivity.  This includes, but is not limited to, ERCOT issued routers, switches, Channel Service Units/Data Service Units (CSUs/DSUs), and out-of-band management equipment.  The ERCOT WAN is split in to two separate private networks:  a Multiprotocol Label Switching (MPLS) network and a point-to-point network.  See Figure 1, ERCOT Wide Area Network, in Section 7.1.2, QSE and TSP Responsibilities.
(2)
The primary purpose of the MPLS network is to facilitate Transmission Control Protocol/Internet Protocol (TCP/IP) connectivity between ERCOT and WAN Participants for exchange of; i) Inter-Control Center Communications Protocol (ICCP) Data, including but not limited to Real-Time telemetry data for wholesale operations, frequency control, and transmission security; and ii) Applications Programming Interface (API) data, including but not limited to, Resource-Specific XML Data, such as market operations, operating plans, Outage requests, or Dispatch instructions. 

(3)
The point-to-point network is provisioned with adequate Digital Signal “zero” (DS0) channels to support specific WAN Participant requirements.  The point-to-point network’s main function is to provide voice communication to the WAN Participant.  Each WAN Participant will be allocated the appropriate number of DS0s to support their particular configuration.  ERCOT will monitor utilization and will make final determination of system requirements.  The point-to-point network is also configured to provide redundancy to the MPLS network.  In the event of an MPLS network failure, the point-to-point network is designed to route IP data traffic.  

(4)
Data exchanged between ERCOT and WAN Participants shall use the ERCOT WAN, and will not use the Internet, for the following types of data:

(a)
ICCP Data;

(b)
Resource-Specific XML Data; and
(c)
Operational voice communications for both normal and emergency use.  The ERCOT WAN supports off-premise exchanges (OPX) with ERCOT’s control facilities and the ERCOT Hotlines
.
(5)
ERCOT may approve conditional use of the Internet for exchange of the types of data listed in paragraph (4) above when a WAN Participant loses their connection to the ERCOT WAN. 
(6)
WAN Participants shall sign the ERCOT Private WAN Agreement in the current form required by ERCOT as a condition to be granted access to the WAN. 

(7)
A QSE representing a Resource or a QSE representing an Emergency Response Service (ERS) Resource may designate another QSE (including a Data Agent-Only QSE, as provided in ERCOT Protocol Section 16.2.1.1, Data Agent-Only Qualified Scheduling Entities) as its agent for purposes of exchanging over the ERCOT WAN one or more of the  types of data listed in paragraph (4) above. Such designation shall be made using the QSE Agency Agreement form.

7.1.1
ERCOT Responsibilities 

(1)
ERCOT’s responsibilities include the following:

(a)
Supply Customer Premises equipment (i.e. equipment at WAN Participant facilities for the WAN) including routers, CSU/DSUs, Local Area Network (LAN) switch/hub and all support equipment for management purposes;

(b)
Order and provision of local loop, network access point and transport;

(c)  
Complete required coordinated WAN qualification testing and approval for service;

(d)
Provide 24-hour network monitoring and management;

(e)
Provide 24x7 maintenance, with 4-hour response, for all ERCOT equipment located at WAN Participant site; and

(f)
The ERCOT Helpdesk will be the single point of contact for all network issues, and the ERCOT Helpdesk will provide periodic updates to the WAN Participant until the issue is resolved.  

7.1.2
WAN Participant Responsibilities

(1)
WAN Participant responsibilities include the following:

(a)
A prospective WAN Participant is required to complete a WAN application, signed by the WAN Participant’s Authorized Representative, and sign the ERCOT Private WAN Agreement, which governs installation, operation, and maintenance of the WAN hardware.  Appropriate WAN documents can be obtained by contacting ERCOT.  The WAN application shall include the following information at a minimum:
(i)  
WAN circuit termination location and requested functionality specifications;

(ii) 
WAN Participant’s primary and backup contacts for WAN facilities management and services;

(iii)  
WAN Participant’s primary and backup contacts for WAN emergency restoration; 

(iv)
WAN Invoicing contact information;

(v)
WAN Participant’s 24x7 Operations Desk Long Distance number; and

(vi)
WAN Participant’s 24x7 Analog Line for maintenance.
(b)
Each WAN Participant must timely update information provided to ERCOT in the application process, and must promptly respond to any reasonable request by ERCOT for updated information regarding the WAN Participant or the information provided to ERCOT in item (a) above.  Changes to any of the information listed in (a) above shall be submitted to ERCOT using a Notice of Change of Information form. 
(c)
A WAN Participant shall provide physical security systems compliant with the applicable Critical Infrastructure Protection (CIP) requirement of the North American Electric Reliability Corporation (NERC) Reliability Standards.

(d)
WAN Participant equipment provided by ERCOT that exchanges ICCP Data, Resource-Specific XML Data, or operational voice communications with ERCOT shall connect directly to the ERCOT WAN.  ERCOT will work with each WAN Participant to determine the most appropriate WAN demarcation point.  Criteria for determining demarcation points include:
(i)
Reliability;

(ii)
Location of data centers;

(iii)
Location of control centers and/or communication centers;

(iv)
Location of disaster recovery facilities;

(v)
Location of Energy and Market Management System (EMMS) equipment;

(vi)
Location of ICCP equipment;
(vii)
Location of Resource-Specific XML equipment; and
(viii)
Location of private branch exchange (PBX) equipment installation.

(d)
ERCOT is responsible for the reliable transport of communications over the ERCOT WAN and will make the ultimate determination of the demarcation point location.

(e)
A WAN Participant that serves both TSP and QSE functions at one location may have a single ERCOT WAN connection as defined in Section 7.1, ERCOT Wide Area Network, at that location.  

(f)
If a TSP and QSE share a centralized PBX, separate OPX circuits will be terminated for each participant.  

(g)
Each WAN Participant is required to extend the ERCOT OPX and Hotline voice circuits into its 24x7 operations desk.  ERCOT will deliver the OPX and Hotline to a channel bank provided by the WAN Participant.  The OPX and Hotline voice circuits are transported on separate DS0 channels.  If a WAN Participant is designated to represent another Market Participant through an agency agreement approved by ERCOT, the WAN Participant must have dedicated OPX circuits for each Market Participant represented, in addition to a dedicated OPX for the WAN Participant if it is also representing Resources.  In these cases, a single Hotline button will be used for the WAN Participant and all of the represented Market Participants.  The Market Participant and its agent, if applicable, are both responsible for delivering the Hotline and the OPX to the Market Participant’s 24x7 operations desk in a manner that reasonably assures continuous communication with ERCOT and is not affected by PBX features such as automatic transfer or roll to voice mail.  Also, a touchtone keypad is required for the Hotline to be able to provide an acknowledged receipt.  The demarcation point for all voice circuits is the WAN Participant’s channel bank.  

(h)
Each WAN Participant must provide internal facilities and communications to collect and furnish data and voice signals to the ERCOT WAN as required by the Protocols.  For TSPs and TOs such data includes, but is not limited to, operational voice communications, ICCP Data, and Supervisory Control and Data Acquisition (SCADA) for substations and other Transmission Facilities.  For QSEs, such data includes, but is not limited to, operational voice communications, ICCP Data, Resource-Specific XML Data, and SCADA for Resources.

(i)
A WAN Participant shall provide adequate physical facilities to support the ERCOT WAN communications equipment.  The physical facilities and communications equipment requirements include the following:

(i)
Provide an analog business phone line or PBX analog extension for troubleshooting and maintenance of equipment;

(ii)
Provide a height of 24” of rack space in a 19” wide rack;

(iii)
Provide two separate uninterruptible power supply single-phase 115 VAC 20 amp circuits, each with four receptacles in the 19” rack listed above;

(iv)
Provide building wiring from circuit termination to equipment rack;

(v)
Within 24-hours notice, provide ERCOT employees or contractors access to the communication facility;

(vi)
Within one-hour notice, provide ERCOT employees or contractors emergency access to the communication facility;

(vii)
Provide onsite personnel to escort ERCOT employees or contractors;

(viii)
Provide a firewall or router, located at the WAN Participant site, for the network address translation of internal WAN Participant addresses to external addresses on the ERCOT LAN;

(ix)
Provide connectivity from WAN Participant firewall or router to ERCOT LAN located at WAN Participant site.  WAN Participants are responsible for their own security through this connection;

(x)
Provide a channel bank with at least one T1 interface and four Foreign Exchange Station (FXS) ports.  Connect FXS (e.g. PBX, key system) to the appropriate equipment.  On the digital T1 stream, levels for voice are zero dpm for transmit and receive; 

(xi)
Dual cable entrances to WAN Participant, connecting to different Telco Central Offices is highly recommended; and

(xii)
Provide ERCOT with internal IP addressing scheme as needed for network design.  This will be kept confidential.

(j)
A WAN Participant shall supply, implement, and maintain all data and voice communication facilities required to fulfill the obligations set forth in these Operating Guides.

(k)
A WAN Participant’s installation of data and voice communication facilities described in paragraph (j) above must complete qualification testing as specified by ERCOT before ERCOT will grant approval to commence operational use of the WAN connection.  A WAN Participant shall request prior approval from ERCOT of any changes in data and voice communication facilities that impact connectivity through the WAN and shall coordinate with ERCOT before commencing operational use.

(l)
If a WAN Participant: i) transmits or exchanges ICCP Data or Resource-Specific XML Data with another WAN Participant, or ii) extends its network or otherwise transmits ICCP Data, Resource-Specific XML Data, or operational voice communications to another of its control and/or data center or another WAN Participant’s control and/or data center, then such communications shall only be exchanged using a secure private network.  A WAN Participant will not use the Internet for such communications.  This requirement does not apply to communications directly between the physical Resource location and a WAN Participant location.
(m)
The WAN Participant shall provide ERCOT a schematic diagram depicting the current configuration of any such network described in (l) above.  This schematic shall include site information, system components, and circuitry.
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Figure 1 ERCOT Wide Area Network Overview

7.1.3
Joint Responsibilities (Maintenance and Restoration)

Joint responsibility of WAN Participants and ERCOT include the following:

(a)
Coordinate maintenance and restoration activities so its reliability is not compromised;  

(b)
All primary and back-up circuits shall be tested annually or as otherwise requested by ERCOT for end-to-end performance;  

(c)
ERCOT will specify test procedures for hotline and any back-up or alternate path voice circuits;

(d)
A WAN Participant must be able to transmit and receive test voice signals.  The test equipment must be capable of transmitting, receiving, and measuring frequency and decibel level.  This will allow ERCOT and the WAN Participant to isolate circuit and equipment problems for quick resolution and restoration of voice communication; and

(e)
Scheduled maintenance of any WAN hardware/software shall be coordinated between ERCOT and the affected WAN Participant.  The WAN Participant shall provide reasonable outage windows for ERCOT support personnel to upgrade and repair equipment and shall coordinate with ERCOT before commencing operational use.  

7.3.1
Data from ERCOT to QSEs 

(1)
ERCOT shall provide all required data and issue instructions over the ERCOT WAN to QSEs in accordance with the Protocols and the ERCOT Nodal ICCP Communications Handbook.  

(2)
ERCOT shall follow data requirements and standards described in the ERCOT Nodal ICCP Communication Handbook.

7.3.2
Data from ERCOT to TSP

(1)
ERCOT shall provide operational data over the ERCOT WAN to the TSP in accordance with the Protocols and the ERCOT Nodal ICCP Communications Handbook.

(2)
ERCOT is required to provide operational data to TSPs for the purpose of providing reliability information on current conditions.  TSPs may request QSE supplied data as allowed by the Protocols. 

 (3)
ERCOT will post notice to WAN Participants of all available data.

7.3.3
Data from WAN Participants to ERCOT

(1)
Each WAN Participant shall provide telemetered measurements over the ERCOT WAN on modeled Transmission Elements as required by the Protocols and the ERCOT Nodal ICCP Communications Handbook.   

(2)
WAN Participants shall provide Real-Time monitoring of power system quantities to ERCOT as defined in the Protocols and the ERCOT Nodal ICCP Communications Handbook.  ERCOT shall work with WAN Participants to determine the required data using the methodology presented in the Protocols.  Transmission Element status and analog measurements that the TSPs and QSEs define in the Network Operations Model shall, at a minimum, be provided to ERCOT.  Ultimately, it is the responsibility of the TSPs and QSEs to provide all data requested by ERCOT. 

(3)
Real-Time telemetry data from QSEs used to supply power or Ancillary Services shall be integrated by ERCOT and checked against settlement meter values on a monthly basis.

(4) 
Each WAN Participant shall notify ERCOT as soon as practicable when telemetry will not be available or is unreliable for operational purposes.  The report, as outlined in Section 9.2.2, Real-Time Data Monitor, will contain unavailability data associated with Planned Outages of RTUs.

(5)
Each WAN Participant shall notify ERCOT as soon as practicable when telemetry is returned to normal state.
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