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	NPRR Number
	734
	NPRR Title
	Digital Attestation Signature Authority Clarification

	Date of Decision
	January 28, 2016

	Action
	Recommended Approval

	Timeline 
	Normal

	Proposed Effective Date
	March 1, 2016

	Priority and Rank Assigned
	Not applicable

	Nodal Protocol Sections Requiring Revision 
	16.12.3, Market Participant Audits of User Security Administrators and Digital Certificates

	Related Documents Requiring Revision/Related Revision Requests
	None

	Revision Description
	This Nodal Protocol Revision Request (NPRR) clarifies the list of authorized Market Participant employees capable of providing the required annual attestation related to Digital Certificates.

	Reason for Revision
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  Addresses current operational issues.
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  Meets Strategic goals (tied to the ERCOT Strategic Plan or directed by the ERCOT Board).
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  Market efficiencies or enhancements
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  Administrative
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  Regulatory requirements
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  Other:  (explain)

(please select all that apply)

	Business Case
	This NPRR clarifies the current options and flexibility for a Market Participant in designating alternate employees (other than an officer or executive) who are authorized to sign certain documents that are required under the Protocols.

	Credit Work Group Review
	ERCOT Credit Staff and the Credit Work Group (Credit WG) have reviewed NPRR734 and do not believe that it requires changes to credit monitoring activity or the calculation of liability.

	PRS Decision
	On 10/15/15, PRS unanimously voted to table NPRR734.  All Market Segments were present for the vote.

On 12/10/15, PRS unanimously voted to recommend approval of NPRR734 as amended by the 12/7/15 ERCOT comments.  All Market Segments were present for the vote.
On 1/14/16, PRS unanimously voted to endorse and forward to TAC the 12/10/15 PRS Report and the Impact Analysis for NPRR734.  All Market Segments were present for the vote.

	Summary of PRS Discussion
	On 10/15/15, some participants agreed with the spirit of NPRR734, and requested ERCOT Legal sponsor a workshop to review attestation options available to Market Participants today and any agreeable changes.

On 12/10/15, participants reviewed the 12/7/15 ERCOT comments.
On 1/14/16, there was no discussion.

	TAC Decision 
	On 1/28/16, TAC unanimously voted to recommend approval of NPRR734 as recommended by PRS in the 1/14/16 PRS Report.  All Market Segments were present for the vote.  

	Summary of TAC Discussion
	On 1/28/16, there was no discussion. 

	ERCOT Opinion
	ERCOT supports approval of NPRR734 as it reflects a reasonable compromise with Market Participants on their available options for acceptable signatories when providing the required annual attestation related to Digital Certificates.


	Sponsor

	Name
	Mike Brasovan

	E-mail Address
	Mike@BrasovanGroup.com

	Company
	Brasovan Energy Solutions LLC

	Phone Number
	817-369-5678

	Cell Number
	817-301-2871

	Market Segment
	Not applicable


	Market Rules Staff Contact

	Name
	Cory Phillips

	E-Mail Address
	cory.phillips@ercot.com

	Phone Number
	512-248-6464


	Comments Received

	Comment Author
	Comment Summary

	ERCOT 100815
	Proposed alternative language to clarify the existing attestation options available to Market Participants, rather than expanding them.

	ERCOT 120715
	Modified the 10/8/15 ERCOT comments to remove the requirement for Market Participants to routinely provide documentation of binding authority along with the Digital Certificate audit attestation; and added language allowing an Affiliate to sign the Digital Certificate audit attestation.


	Market Rules Notes


None

	Proposed Protocol Language Revision


16.12.3
Market Participant Audits of User Security Administrators and Digital Certificates

(1)
During September of each year, each Market Participant shall generate a list of its registered USA and Certificate Holders.  The Market Participant, through its USA or another authorized third party, shall perform an audit by reviewing the list and noting any inconsistencies or instances of non-compliance (including, for example, any Certificate Holder that may have changed job functions and no longer requires the Digital Certificate).  If the Market Participant or its USA or the authorized third party identifies discrepancies, the USA shall use the process for managing Digital Certificates as included in ERCOT’s Digital Certificate user guide to rectify the discrepancy. The audit must, at a minimum confirm that:

(a)
The Market Participant and each listed USA and Certificate Holder meet the applicable requirements of paragraphs (a) and (b) of Section 16.12.1, USA Responsibilities and Qualifications for Digital Certificate Holders; 

(b)
Each listed USA and Certificate Holder is currently employed by or is an authorized agent contracted with the Market Participant; 

(c)
The Market Participant has verified that the listed USA is authorized to be the USA; 

(d)
Each Certificate Holder is authorized to retain and use the Digital Certificate; and

(e) Each listed Certificate Holder needs the Digital Certificate to perform his or her job functions.

(2)
By October 1 of each year, a Market Participant shall submit to ERCOT an attestation from an individual who: (a) is an officer, executive, or employee of the Market Participant or of an Affiliate of the Market Participant; and (b) has authority to bind the Market Participant.  The attestation shall certify that: 

(a)
The Market Participant has complied with the requirements of the audit;

(b)
The Market Participant has verified that all assigned Digital Certificates belong to Certificate Holders authorized by the Market Participant’s USA.  If the Certificate Holders no longer meet the criteria in paragraph (a) of Section 16.12.1, the USA shall inform ERCOT as described in paragraph (b) of Section 16.12.1 and note the findings in the response; and

(c)
The USA and all Certificate Holders have been qualified through a reasonable screening process.

(3)
If a Market Participant cannot comply with the October 1 deadline at the time this Section first applies to the Market Participant, the Market Participant shall request an extension of the deadline by providing ERCOT a written explanation of why it cannot meet the deadline.  The explanation must include a plan and timeline for compliance not to exceed six months from the original deadline.  ERCOT shall review that extension request and notify the Market Participant if the request is approved or denied.  ERCOT may approve no more than one extension request per Market Participant.  

(4)
By December 1 of each year, ERCOT shall acknowledge receipt of each Market Participant audit received and indicate whether any required information is missing from the audit. 
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