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What is Risk?
“Risk”

What keeps you up at night, and, what 
you don’t know about, that would keep 

you up at night.
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Internal Risk Controls Defined
• Internal Controls are operating practices or activities that are 

established to provide reasonable assurance that specific objectives 
will be achieved. 

• Primary objectives of an internal control system are:
▫ Increased Reliability
▫ Compliance with applicable policies, procedures, and regulations
▫ Reliability and integrity of critical information; 
▫ Economic and efficient use of resources; and
▫ Safeguarding of assets.

• Internal risk controls are the presence of control elements 
around your systems, processes and people that render 
organizational objectives free from unacceptable harm from 
risk and uncertainty.
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Lab Tests Confirm 
Salmonella 

Source 

Events are not typically the outcome of one person’s actions.  More commonly, it is the 
result of a combination of faults in management and organizational activities.

Turner & Pidgeon ‐Man Made Disasters

Its Not Just About Compliance
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Why Risk Controls are Important

Risk Controls prevent threats from reaching the targets

The presence of 
control elements 
around your 
systems, processes 
and people where 
the objectives are 
free from 
unacceptable harm.
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Examples from the News
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Industry Example
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Drifting to Failure Concept*

Latent Errors
unnoticed at the time made; often deeply  
or embedded within system.

Re
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y

Hi

Lo Time

Drift

Managements Stated Expectations

“Normal”
Practice

Real 
Margin for Error

* Adapted from Sidney Decker's Deviation from Normal and Tony Muschara’s Error Management Approach

Error

RISK CLUSTERS  ‐ Programmatic deficiencies, 
deficiencies in barriers and defenses, Latent 
organizational weaknesses and conditions
Errors in human performance and contextual factors
Equipment design and/or maintenance issues

Expectations: Desired approach to work (as imagined)
Normal Practices: Work as actually performed 
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Human Drift Controllable Factors

1. Work Environment
2. Equipment Design
3. Procedures
4. Communications
5. Job Aids
6. Task Design
7. Training
8. Supervision
9. Individual Differences
10.Job Design
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Performance Modes
Skill Base - highly practiced actions (routine activities) 
executed from memory… errors made by skilled personnel while 
performing familiar tasks for which they are essentially experts or well 
practiced. Typical Error Rate  - 1/10,000

Rule Base - performing a task based upon selection of rules 
from recognition…  result when a “rule” (from training, procedure, etc.) is 
misapplied or a shortcut is taken. Typical Error Rate  - 1/1,000

Knowledge Base - performing totally unfamiliar tasks 
based upon your understanding or knowledge of a situation. 
Error Driven…Behavior in response to a totally unfamiliar situation 
relying on one’s understanding. Typical Error Rate  - 1/2

GEM 
(Generic Error Model)
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Latent Organizational Weaknesses
• Hidden deficiencies in management control 

processes or values creating workplace 
conditions that can provoke errors (precursors) 
and degrade the integrity of defenses (flawed 
defenses).
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Fossil Plant Case Study
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Unit # 5 Stop Valve

Elevator

Elevator 
Controls

Unit # 5 
Stop 
Valve
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Wrong Button pushed

Unit # 5 
Stop Valve 

Button
Elevator 
Controls

Never, Never Open the Stop valve when a unit is on 
line. The condenser is under a vacuum at -28 lbs. when 
the valve was opened it released 28,000 lbs of pressure 

at 1000 degrees into the condenser.B
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Unit # 5 
Stop Valve 

Label
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The Results:

600 Dollars 
to fix 

$700,000 to repair Unit Condenser and 
$1.2 Million in lost generation = $1.9 

Million DollarsB
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Internal Controls System Framework

Inputs

Reliability Standards

Outputs

Desired 
Operational/Compliance 

Performance

1. Control Environment
2. Risk Assessments
3. Information & Communication
4. Monitoring
5. Existing Control Activities

• Policies
• Procedures
• Processes
• Practices

Control (Management) Activities

• Systems
• Approvals
• Authorizations
• Reviews

5 Key Components

Adapted from COSO and GAO
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COSO’s 17 Principles

The Committee of Sponsoring Organizations of the Treadway Commission (COSO)
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Example Integrated framework

Seminole Electric Cooperative – FRCC Compliance Workshop May 2014
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Types of Risk

• Dependent on organization’s functional registrations
• Capability, materiality, system design, configuration, 

size, location, etc.Inherent

• Risk that a control will not meet the desired 
objective of exceptional operational and compliance 
performance. Control

• Risk that a control failure goes unnoticedDetect
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Response to Risk

• No action taken based on insignificance 
of riskAcceptance

• Action taken to stop the operational 
process or the part of the process causing 
the risk

Avoidance

• Action taken to reduce the likelihood or 
magnitude of the riskReduction

• Action taken to transfer or share risks 
across the entity with external partiesSharing
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Risk Control Activities Defined

• Integrated business management practices (addressing 
technology, people, policies, and procedures) that reflect the 
vision of the control environment of an organization.

• Well-designed control activities consist of overlapping 
complementary control frameworks and interrelated 
components striving to meet the organizational objectives 
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Control Hierarchy
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Preventive Control Activities
• Proactive control design to discourage non-compliance 

with Reliability Standard

• Example: Documented Process requiring development 
and maintenance of training schedule

▫ Process would include all required training, scheduled to 
ensure completion prior to dates required by the 
applicable reliability standard

▫ May use automated training tracking tool (notifies 
individual of scheduled training, reminds them to 
complete training, and notifies management to take 
action if training is not completed prior to the deadline)
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Detective Control Activities
• Designed to find errors or irregularities and support 

effective compliance

• Example: Documented process requiring periodic 
review to identify any required training not completed 
as scheduled, as well as training not completed per 
reliability standard requirements

▫ Quarterly review of completed training records to 
identify individuals who have not completed training by 
the required deadline

▫ Documentation and utilization of an event review and 
root cause analysis process to determine cause and 
effects surrounding an unwanted event
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Corrective Control Activities

• Designed to assess instances of non-compliance 
and return to a state of compliance

• Example: Automation of an Automatic Voltage 
Regulator (AVR) status indication

▫ Would cause an alarm in the TOP’s EMS, indicating 
an AVR status change from Auto to manual on a 
particular generator unit

▫ Would provide notification to the TOP of an AVR 
status change within 30 minutes as required by 
VAR-002



12/4/201528

Control Measure?
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Even the best controls are fallible and can have holes…..

Why Controls in Depth are Important

Multiple Complementary Risk Controls Reduce the likelihood of an event…
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Complementary Control Activities
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Residual Risk
• Residual risk is the level of risk after evaluating 

the effectiveness of controls
• there is always remaining residual risk after any 

given risk response
• Acceptance and action should be based on 

residual risk levels.
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Validating your results

• Impact Factor X Frequency Factor = INHERENT 
Risk Factor

• Inherent Risk Factor X Control Factor = 
RESIDUAL Risk Factor

• The Higher the residual risk factor the more 
ineffective the controls
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Case Study - 2011 SW Blackout
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Monitoring (Sustainability)
• Ongoing and periodic evaluations

• Determines the effectiveness of the 
System

• Identifies deficiencies and corrective 
actions

• Determines the presence, functionality, 
and integration of controls

• Can be manual (e.g. periodic 
management review) or automated (e.g. 
alarms, messages etc.). 

• Know what to expect

• Know what to look for

• Establish a baseline

• Evaluate the results

• Corrective actions
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2011 Cold Snap Case Study

B
re

ak
 O

ut
 E

xa
m

pl
e



12/4/201536

Wind Break Design

Wind break was too 
Short

Wind Break

Feedwater Sensor Froze
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Corroded Freeze Protection Panel
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Fuel Transfer Valves

Valve Froze
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Frozen Sensor

3/8 inch tubing ‐
exposed

Aerator Sensor
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Inadequate Insulation

R‐16 GO/GOPs –
inspect and 

maintain thermal 
insulation on all 

units.
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Lack of Insulation

Notice burn marks (from torch) on bare tube

R – 18 GO/GOPs – Develop and 
annually conduct winter‐specific and 
plant‐specific operator awareness 
and maintenance training.

Outside exposure
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Oil Burning Wands

R – 6 TOs, BAs, and GO/GOPs – Verify that 
units that have fuel switching capabilities 

can periodically demonstrate those 
capabilities
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Cold Snap Event Drift to Failure*

Latent Error
unnoticed at the time made; often deeply  or 
embedded within system.

Re
lia
bi
lit
y

Hi

Lo Time

Drift

Stated Expectations

“Normal”
PracticeReal 

Margin for Error

* Adapted from Muschara Error Management Consulting, LLC

Error

RISK CLUSTERS = examples above

Expectations: Desired approach to work (as imagined)
Normal Practices: Work as actually performed 
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Defense 1

When the wrong set of circumstances line up, major events occur…

Defense 2
Defense 3

Defense 4

2011 Cold Snap Event*

Event

* Adapted from Dr. James Reason, Human Error 1990
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Countermeasure – Critical Transmitter Freeze Protection

Takeaway: Local thermometer is installed for the IOW and a 
beacon light is utilized for heater health indication.

Circuit 
monitors heater 
status & 
temperature

Local 
thermometer 
for cold 
weather IOW

With heat trace energized:
Light lit steady => circuit on, 
box at set temperature

Light flashing => circuit on, 
box below set temperature

Light out => no power 
available to heater

Box is also 
externally 
blanketed
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Countermeasure - Critical Transmitter Freeze Protection

Takeaway: Numerous events have been caught by operators 
observing the warning beacon lights after the installation was 

completed.

Lights of transmitter boxes are easy to 
see far away and we can quickly dispatch 
someone to check when it flashes

Insulation blanket 
is installed to keep 
the box warm
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Smart Controls
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What to Expect From Regulators
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ERO Risk-Based Monitoring Framework
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Regulators Expectation
• Organizations defines its own procedures and 

management practices around its risks –
establishing controls to mitigate and manage Risk.
▫ Determine Greatest Risks
▫ Develop and implement model controls
▫ Evaluate quality and vigor of controls
▫ Self-monitor with responsibility/accountable 

governance
▫ Documentation of controls
▫ Demonstrate competence of control
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Objective of ICE
• The Compliance Enforcement Authority (CEA) (e.g. 

WECC) is ultimately responsible for determining 
whether a registered entity has implemented an 
internal control program containing sufficient 
controls that provides reasonable assurance of 
compliance with Reliability Standards in the service 
of reliability. 

• The CEA will make this determination by 
understanding the BPS risks to which the registered 
entity is susceptible and how the registered entity 
manages or mitigates those risks.
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Purpose of ICE

• ICE results help the CEA determine engagement 
scope and may impact sampling and testing during 
audit 

• Compliance is measured by adherence to the 
standards not effectiveness of controls
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What Regulators Look For
• The 5 key components of IRCS are operating together in 

an integrated manner

• Controls are designed individually and in combination 
with other controls so they are capable of achieving an 
objective and address related risks.

• Controls are effectively cataloged and documented

• Effectively and dynamically implemented to enable the 
objectives

• Effectively and dynamically monitored for competence

GAO Factors 
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Key Questions
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Risk Management Tools that 
Can Help

Olfactory “Fatigue” Adaption 
“you cannot smell your own 

house”

A useful concept to understand 
how an organization can benefit 

from independent reviews of 
important systems.
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Cost of Regulation
Regulatory Compliance Costs of 30 Large Companies (in millions)

Company Total Market Cap Costs/Market Cap

Bank of America $1,700 $166,000 1 percent
Wells Fargo $900 $239,000 0.4 percent

JPMorgan Chase $706 $217,000 0.3 percent
U.S. Bancorp $80 $73,000 0.1 percent

PNC $314 $41,000 0.7 percent
Metlife $149 $60,000 0.2 percent

ExxonMobil $814 $440,000 0.2 percent
ConocoPhillips $1,531 $86,000 1.7 percent

Marathon Petroleum $584 $27,000 2.2 percent
Chevron $1,403 $239,000 0.6 percent
Valero $333 $27,000 1.2 percent
Hess $224 $28,000 0.8 percent
AEP $2,389 $22,000 10.9 percent

Southern $4,729 $36,000 13.1 percent
Duke $5,740 $48,000 12 percent
Alcoa $532 $11,000 4.8 percent

GE $1,200 $282,000 0.4 percent
Honeywell $1,038 $71,000 1.5 percent

Dow $754 $54,000 1.4 percent
Boeing $865 $102,000 0.8 percent

Lockheed Martin $950 $47,000 2 percent
GM $250 $56,000 0.4 percent
IBM $400 $203,000 0.2 percent
Ford $125 $60,000 0.2 percent

United Technologies $230 $103,000 0.2 percent
3M $86 $94,000 0.1 percent

Pfizer $1,604 $199,000 0.8 percent
Merck $498 $146,000 0.3 percent

Abbott Labs $75 $59,000 0.1 percent
Aetna $80 $25,000 0.3 percent
Totals: $30.2 billion Average: 1.9% 

AAF – A Regulatory Flurry: The Year in Regulation, 2013
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Internal Risk Control Maturity 
Assessment

• A method to measure the level of organizational 
readiness and experience in relation to Enterprise Risk 
Management and Internal Risk Control Systems (IRCS)

• Helps determines organizational maturity level -
according to best practices, against a clear set of 
external benchmarks

• RESULT – determines performance (strengths & 
weaknesses) around the 5 components and 17 
principles of the (COSO IRCS Framework).
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Why Maturity Assessments are 
Important

• Identifies business critical information to best allocate 
limited resources and facilitate effective business 
decision making

• Creates a base line to develop (next steps) to a “future 
state” that includes a higher level of strategic 
organizational maturity

• Identifies business opportunities for enhanced growth

• Helps articulate business capabilities and needs to 
different levels in the organization
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IRCS Maturity Level Scale
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Maturity Assessment Process Steps

Utilizing COSO’s Framework:

1. Identify who to include in the assessment (three levels)

2. Perform the assessment 

3. Report the results 

4. Analyze results and develop roadmap

5. Gain business alignment 

6. Deploy results (staged results – does not happen overnight)
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Maturity Level Results
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Maturity Level Assessment Tool 
(Example Component)

DEMO LINK
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Inherent Risk Assessment

• A method to measure and articulate the level of 
inherent risk to the BES given an organization’s 
functional registrations, capability, materiality, 
system design, configuration, size, location, past 
performance etc.

• RESULT - Establishes a qualitative and quantitative 
inventory of inherent risk factors posed by an 
individual registered entity to the reliability of the 
BES
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IRA Tool

• GridSME’s IRA Tool is designed around NERC’s 
criteria for evaluating an entity’s risk to the Bulk 
Electric System (BES) 
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Example Risk Assessments Factors

Compliance 
History/Trends with 

Reliability Impact

Events/Misoperations 
History/Trends with 

Reliability Impact

Entity Specific 
Conditions that could 

Impact Reliability
Regional Factors 

Impacting Reliability

Legal or Regulatory 
Issues with Reliability 

Impact

Public Data/Factors 
with Reliability Impact
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Inherent Risk Assessment Tool

DEMO LINK
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IRCS Reliability Standard Assessment

A method to measure and articulate the levels of risk and compliance 
readiness in relation to control activities that address the NERC Reliability 
Standards.

1. Effectively catalogs and documents all levels of internal controls

2. Evaluates and tests the design and operational performance 
(strengths & weaknesses) of the control activity component of the 
COSO IRCS Framework

3. Deficiency identification mechanism, assesses the reason for the 
deficiency and the related risk to help determine the appropriate level 
of correction (if one is required)

4. RESULT - defines the residual risk factor and control elements that 
are under or over controlled
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Why IRCS Assessments are Important

• Catalogs and documents controls to better articulate control 
system health to regulators.

• Brings clarity to control design and operation (individually and 
in combination with other controls) to better determine 
capability of achieving objectives and address related risks

• Identifies business critical information to best allocate limited 
resources and facilitate effective business decision making

• Determines if controls are effectively and dynamically monitored 
for competence
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IRCS Reliability Standard Assessment Tool
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IRCS Control Attribute Assessment 
Results
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IRCS Control Attribute Assessment 
(Roll-Up)

DEMO LINK
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Return on Investment
• Improved operating efficiency
• Improved grid reliability
• Increased compliance certainty
• Reduce human drift
• Reduce Latent Organizational Deficiencies
• Reduce organizational risk
• Reduce audit preparation resource hours
• Reduce/eliminate violations and penalties
• Smaller Compliance engagements
• Reliability and integrity of critical information
• Safeguarding of assets
• Cost savings, Profit and Growth
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Questions
• How Mature is your organization reside on the Internal 

Risk Control Maturity Scale?

• Can you currently define the residual risk factors and 
control elements that are under or over controlled?

• What Tools does your organizations use to catalog 
controls in order to articulate control system health?

• What challenges or barriers does your organization have 
in implementing an Internal Risk Control System?
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Self Scouting

• Risk Based Thinking

• Find and Fix Mentality

• Gap Analysis

• Defines the vulnerabilities and lynch Pins, identifies 
the breakpoints

Crisis defines a company - an organization’s reputation 
hinges on its weakest vulnerabilities
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