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- Risk and Controls defined

- Why Internal Risk Controls are important
- Internal Risk Control System Frameworks
- What to Expect from Regulators

» Tools that can help
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What keeps you up at night, and, what
you don’t know about, that would keep
you up at night.

Impact

Probability of Occurrence

Impact = (type & extent of damage)
Probability of Occurrence = (threat, valnerability)
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Internal Risk Controls Defined 4%

- Internal Controls are operating practices or activities that are
established to provide reasonable assurance that specific objectives
will be achieved.

- Primary objectives of an internal control system are:
Increased Reliability

Compliance with applicable policies, procedures, and regulations
Reliability and integrity of critical information;

Economic and efficient use of resources; and

Safeguarding of assets.

[m]

m]

[m]

m]

[m]

- Internal risk controls are the presence of control elements
around your systems, processes and people that render
organizational objectives free from unacceptable harm from
risk and uncertainty.
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Its Not Just About Compliance
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Events are not typically the outcome of one person’s actions. More commonly, it is the
result of a combination of faults in management and organizational activities.

Turner & Pidgeon - Man Made Disasters
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Why Risk Controls are Important

Risk Controls prevent threats from reaching the targets

The presence of
ements
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. Systems, processes
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Examples from the News

By Steve Komarow
USA TODAY

down 0! US._ helicopte!s over

Multiple errors in chopper downings

firmed suspicions that were
voiced soon after the incident:
3 that the F-15 pilots mistook the
The “friendly fire” shooting Black Hawks for Iraqi Hind he-
licaptﬂs.

that hospitals, should invest in
ways to. prevent them, the re-
searchers say.

nalofthemncanMedwal

ous. in -documenting drug er-
rors and the money. they. cost.
Ordeéring prescriptions by com-
puter:dramatically reduces
preventable errors.
Preventable - errors include
ordering ‘doses that are . too
high or’ prescribing drugs to.
.which a patient is allergm Er-
rors most often occur-in sicker
patients who take ‘more. than
one drug, and they most com-
monly - occur with- antibiotics
and: pain killers. Errors that
cannot be prevented include
reactions to chemotherapy.

Hospitals’ drug
erTors cost llves,-

The studies in today’s Jour- -
Association are the most rigor- -

By Tim Friend® ,3.,,\,.‘\7 The first stiidy, led by David
USA TODAY 22 Classen at 1.DS Hospital in Salt
’ ‘Lake City, found that:
‘Prescription. drug errors »2.43 drug errors occurred
double a person’s risk-of dying for every 100 admissions.:
inthehospm’landcostanwu _ . »Drug errors doubled the
mated $2 billion-a year, new. risk of desth for a patient,
studies show: » Each error prolonged hos-
Prescribing errors have be- pital stays two days and costan
come such'a serioys problem. ~extra $2,262 per patient.

» Preventable errors were
mt by half with. a-computer-
ized system that flagged umisu-
‘al doses and.allergies and ad-

-justed for a patient’s level of

kidney function to arrive at the
correct dosage. Poor kidney
noermal

_function can turn a
-dose into an overdose.

The second study, ledbyba-

‘vid-Bates at Brigham and

Women'’s Hospital, Boston,
found prevenvable drug errors:
. Cost. the: hospital $2.8 mil-
lion a'year.

» Justify installing comput-
erized prescribing systems,
currently used in fewer than
10% of hospitals.

Bates: estimates preventable
drug errors cost the health-
‘care system $2 billion a year.

Report lays friendly fire’ blame

ing both sets of aircraft.

AWACS controllers failed to
. talk among themselves. If they
had, the F-13s would have been
warned they were targetting
U.S. helicopters.

“This incident clearly shows
us that technology, no matter
how advanced, can't solve all
of our problems,” says Robert;
Gaskin, a former Air Force pi-
lot, now vice president of Busi-
ness Executives for National
Security. “Ulti , it comes

no-fly zone. That type of firing
contributed to the accident. He
has promised additional “cor-
rective action.”

Joining Perry will be Gen.
John Shalikashvili, the chair-
‘man of the Joint Chiefs of Staft
who once headed the Iraq op-
eration, and Maj. Gen. James
Andrus, the chief investigator.

Still under debate: whether
to release TV cockpit tapes of
the helicopter downings.

Perry won't an-

down to human beings ha
to make crucial decisions.”
Perry has promised repeat-
edly to lower the chances of
such accidents,
Immediately after the trage-
dy, he ordered an end to “hair-
trigger” firing at targets in the

nounce what punishment will
be meted out to those nsi-
ble. Under military proce-
dures, once the accident report
is aceepted, commanding offi-
cers use that as a basis for pun-
ishment, which could range
from none to a court-martial,

[NENR

'Human

by Peter Eisler

bannett News Service

An illtrained towboat pilot,
bst in a foggy night when he
mmed a barge into an un-
ghted Alabama railroad
ridge last September, got the
fiicial blame Tuesday for Am-
Fak’s deadliest train wreck.

The National Transportation
afety Board recommended

AR

performance’

COVER STORY .

Why planes
take off with
too little fuel

Reports show By jue Schmit
refueling_ The thought of it is n;arﬂty-
System isn’t [ A lumbo ket packed with -
fail-safe P e oo Tot pest

nige years, 39 US. jets

smaller passenger planes

have taken on' or left the gate without enough’ fuel, a USA'
TODAY investigation has found.

In at least 16 cases, pilots didn't d:scuver the shortage

until the planes were airborne. Twice, a jumbo jet was over- -

an ocean before the pilots realized they didn’t have enough
fuel to reach their destination. .

No crashes or emergency landings occurred in the 39
cases. The flights didn’t make the evening news. It's possi-
ble no one other than the pilots knew that something had
gonewrongoften,theyremmedtotheaqpontheytookoﬂ
from to get more fuel. they made

| | ers”perhaps never ask:

and |

About
this report

USA TODAY airline re-
.potter Julie Sk:hmitslﬁﬂ!
‘two ‘mionths reporting to-
day‘sCoverstoryandthe
rélated stunesandyaph—
ics on page 2B.

Schmit 'set out to an-
swer a question many fli-

How often do aircraft
take ‘off without enough
fuel?

‘To get her story, Schmit

Act. She obtained pilot re-
ports filed voluntarily.
with the Aviation Safety
~Reporting System, an arm
of NASA. And she inter-
viewed more than 30 pi-
lots, airline managers,
FAA officials and safety

experts.
The -documents had .
their Limitati Some of

landings at other airports.

But such mistakes have led to near disasters. In 1983, an
Air Canada Boeing 767 left Ottawa with less fuel than it
needed. At 41,000 feet, its engines failed. It glided to make
an eimergency landing at an abandoned air strip: Two of the
69 on board were injured.

Refueling mistakes are rare, occurring in a tiny fraction.
olnmmanﬁ{)nulﬁonmgh(sthepastnmeyeam&lnhe
Air-Canada captain says'that's no comfort:

“It just shouldn’t happen, not even once,” says Bob Pear-
son, a 38-year pilot who now flies for Asiana Airlines.

The fact that it does happen shows how vulnerable air-
lines are to humian error — a f¥gctor in seven in 10 crashes

. — despite elaborate systems of ‘checks and double-checks.

The pilots — who are responsible for fuel loads — say
simple things caused them to take off without enough ruel
fatigue, being rushed, math errors, forgetfulness,

distractions, sun glare on gauges. Ini one. instance, a pllot

said he was distracted by‘a fox on'thé runway.
Twenty-one of the 39 incidents came from reports that

Please see COVER STORY next page -

the FAA records were too
sketchy to use. The pilot
reports obtained from
NASA did not include
names of pilots or air-
lines; The office deletes
that information to

serve confidentiality.
Sometirnes other facisi+=
routes, ‘types of planes;
number of passengers,
specific dates — were

issing, )

But despite their short-
comings, the reports re-
veal how dangerous mis-
takes occur on US. air-
lines.

A

ARV

tougher training, licensing and
equipment requirements for
towboat pilots.

“In this a human per-
formance issue led directly to
the most tragc accident in Amp-
frak board member

uber said of the crash
that claimed 47 lives.

Lauber echoed other board
members in blaming towboat
pilot Willie Odom’s mistakes

gets the blame for Amtrak crash

partly to his employer, Warrior
and Gulf Navigation, for in-
struction that was “informal,
unstructured and relied mostly
on on-the-job training.”

But board members were
unable to determine the extent
of the firm's raponsibihty or
the degree to which the acci-
dent reflects a more sweeping
problem in the training and
oversight of barge pilots.

Part of the problem, they
said, was an incomplete inves-
tigation; part of it was the lack
of barge accident records.

NTSB investigators said
Odom, failing to properly use
his radar or tie up when he got
lost in the fog never even
knew he was near the 7-foot-
high railroad bridge. He
thought he’d hit a sandbar.

The barges knocked the

span 38 inches off kilter, push-
ing a steel girder into the
tracks. Minutes later, the first
of three engines pulling Am-
trak’'s Sunset Limited at 70
mph from Los Angeles to Mi-
ami hit the girder, tore the
bridge apart, and flew more
than 70 feet into the water. The
lead engine spiked 45 feet deep
into the bottom, spewing diesel
fuel that burst into flames.
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Industry Example

APRIL 19, 199€
50 Cent:

DOE probing
‘human error’
in shipping

nuclear waste

Savannah River officials
to meet with state remlotew

By Frank Munger diation s
Qek Ridge bureati workers ¢
Group in €

OAK RIDGE — The art-  cess the w;
ment of Energy said Th?zigday Mul:le!
“human errur”’ was to blame for shipments
the waste shipment that artived- * to SEG, th
in Oak Ridge earlier this year essor of nu
with an abnormally high load of official sai
radioactive tritium,

Jim Giusti, 2 DOE spokesman

takenly put & picce of contami- DOE
nated equipment into a box in-
tended for lfow-level waste mat- Why i

Giusti said a more dotailed in-
vestigation isx under way by
Westinghouse, DOE’s contractor DOE ST et :
at Suvannah River, to eseess the By Martin Kasindorf
wastg;:andling system and come  ———m— o |5 4 TOTIAY
up with we o Vi - =
rcpnee. ays Lo prevent a recur. mg_the ban
; “We ta(li(e tlﬁia Eery Benol iously,” ‘“}?"“”e',re LOS ANGELES — Tt
siusti said. ¢ is looking at A-laroest city |
why this mistske wag n-mdltl‘:.l'l‘8 what MPP&CCGJ‘“‘ JaIgL 3 oy A

Officials from the Savannah end have asal DUWET 0N & 5Ub
River plant are scheduled to meet  tuken effect[|jac day for the
next week in Nashville with Mike  ture shipme, = - o)
[Mubley, Tennessee’s top nucleor  kind of pro/Dtl WEEKS, EX

rogulator, to discuss the incident It all-deper Antonio V
and outline corrective messires,  (from Dogh}a(-ked. out Ci
The shipment contained Accordin; The City Council was in ses-
thoussnds of times more radioac- ik ity Loun i

sion when the lights w

Backup power kicked ir

keep parts of City Hall and po-

HE
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Gettysburg Times - Dec 7, 1965

POWER REPORT

RESET SYSTEM

By FRANK CORMIER
JOTINSON CITY, Tex. (AP)

BLAMES eould have been avolded had
emplnyes al Canada’s Sir Adam

COULD HAVE BEEN AVOIDED

According 1o the report, the
chain reaction that plunged 80,-
000 square miles into darkness

Beck hydroelectric plamt on the
Niagara River reset an electric
relay to handle power loads that
had  Increased  significantly
since the device was last set in
1983,

= President Johnson was told
Mundny the maesive Northenst
power blackout didn't have to
happen - vel eould  happen

cautlons and perhaps new legis-
lation,

Johnson got a 9%.page printed
report on preliminary findings
by the Federal Power Commis.

Nation

o wes a\ayor ‘understandably concerned’ 2™

gadquarters running,
araigosa is “understand-
oncerned,” mayoral

T W

about 100 buildings 5
ithout electricity.

= blackout came after the
mayor had already demanded
answers about previous out-

apain. Experts urged new pre-]- —FEmployes of the Consolidat.

m Ron

million of t
sman Joe Ramallo said. in Los /
stored in most ar-  Burbank.
n three hours of the ton's expl
ge at 9 am, At midafter- quateando } i
ough study. unnerved some here b

Allegations  of man-fallure
were nnt limited, however, fo
the Beck plant. The report alsn
said:

ed Edison Co. perhaps could
have prevented the blackout
from enveloping all of New
York Cit had they acled quick-
ly to shat down parts of their

sion in a Johnson-ordercd Inves. | system at the first warning of [l “2 %3

tigation of the Nov. 8 power fail. | trouble. e Q: S Q’Q 36\!" : o
ufe that affected 30 million peo- INDIVIDUAL ACTIGN | Rd %

ple In the United States and The cavmalabe anilec.. -8 IL.“?(‘\J(\}J.’Q\t' 4 2“‘. h.&.'.- Q

USA TODAY - WED?

e ol A. goes through 3rd recent blackout

eneral

— the USA's largest munic
utility — knocked out servi
1,000 homes, businesses and
rernment offices d OWTL
1 adjacent Chinatown and
nearby neighborhoods. There
was no word on the -
Buildings that were a
cluded the 27-stor
headquarters.

101 The major blackout Sept. 1

rof

i
I

0 came the day after the relea
o 40,000 *of a letter from a suspected al-
Qaeda terrerist in [rag threat-

he DWF  ening an attack in Los Angeles.  Contri

£

S oty
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NATIONAL

NEWS
Human error caused outage Human Error Blamed for Soviet Disaster
March 1, 2008 | From Times Wire Reports May 20, 1986 | WILLIAM J. EATON, Times Staff Writer

A power failure that plunged large parts of the state into the dark this week
was caused primarily by human error, the state's largest electric company
said. Florida Power & Light issued a report saying that a field engineer was
to blame for the failure, which affected more than 1 million people.

The chief designer of the Chernobyl atomie plant said Monday that he
believes human error and not a technical failure led to the worst disaster in
the history of the nuclear power industry. Ivan Y. Yemelyanov, a non-
voting member of the Soviet Academy of Sciences, also said in an interview
with Western reporters that the Soviet Union does not build containment
domes over its reactors because they do not guarantee safety and can lead

Single worker caused massive power toafalse sense of securlty.
outage across Southwest, power company
admits

BY NINA MANDELL / DAILY NEWS STAFF WRITER [/ Friday, September 9, 2011, 12:51 PM A

NEWS

S.F. Blackout Blamed on Human Error and Mechanical Failure

December 17, 1908 | From Associated Press

The San Francisco blackout that affected more than 1 million residents was triggered by a combination of mechanical failure and human error, Pacific Gas &
Electric Co. said Wednesday, Investigators from PG&E continue to probe the causes of the Dec. 8 outage that shut down San Francisco and parts of San Mateo
County.

NEWS

PG&E Wraps Up Probe of Power Outage, Blames Human Error
January 24, 1000 | From Associated Press

Human error, not a system flaw, remains the prime reason 2 nullion San Francisco area residents lost power in last month's massive blackout, Pacific Gas &
Electric Co. said after completing an internal investigation. The investigation uncovered no significant glitches in operations or in the design of San Francisco's
electric transmission system, the San Francisco Chromicle reported Saturday.

9 12/4/2015



Drifting to Failure Concept* o
/4
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A
Expectations: Desired approach to work (as imagined) —> L ¢

Normal Practices: Work as actually performed - - >

Managements Stated Expectations

»

_—
-y,

S o Drift
~. — “Normal”
~
D Practice
Real
' Error
A Margin for Error >
& ¥
N -
-’%'Q —‘——— S
AN -1

Latent Errors

unnoticed at the time made; ofte
or embedded within system.

RISK CLUSTERS - Programmatic deficiencies,

deficiencies in barriers and defenses, Latent
organizational weaknesses and conditions

Errors in human performance and contextual fa
Equipment design and/or maintenance issues

—
Time

* Adapted from Sidney Decker's Deviation from Normal and Tony Muschara’s Error Management Approach
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Human Drift Controllable Factors {:.3

—

Supervision

1. Work Environment o productivity

2. Equipment Design :"Z R
3. Procedures . /

4. Communications L B EN 7

5. Job Aids

6. Task Design

7. Training

8.

0.

Individual Differences
10.Job Design

11 12/4/2015
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Performance Modes GEM =

Generic Error Model) |
( 8%

Skill Base - highly practiced actions (routine activities) 7
executed from memory... errors made by skilled personnel while

performing familiar tasks for which they are essentially experts or well

practiced. Typical Error Rate - 1/10,000 _.—ﬁﬂ

Rule Base - performing a task based upon selection of rules
from recognition... result when a “rule” (from training, procedure, etc.) is
misapplied or a shortcut is taken. Typical Error Rate - 1/1,000 _

Knowledge Base - performing totally unfamiliar tasks

based upon your understanding or knowledge of a situation.
Error Driven...Behavior in response to a totally unfamiliar situation

relying on one’s understanding. Typical Error Rate - 1/2 |

12 12/4/2015
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Latent Organizational Weaknesses {c{.;

- Hidden deficiencies in management control
processes or values creating workplace
conditions that can provoke errors (precursors)
and degrade the integrity of defenses (flawed
defenses).

13 12/4/2015
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Wrong Button pushed %

FZ

The condenser is under a vacuum at -28 Ibs. when
th Ivalve was opened it released 28,000 lbs of pressure
at 1000 degrees into the condenser.

12/4/2015
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The Results: %

I '-:-'.1_.__'_" l
L10Vsbve

}{. .

| | = _|"

f]_,
i

| ' U Vafve | [

$700,000 to repair Unit Condenser and
$1.2 Million in lost generation = $1.9
Million Dollars

1% 12/4/2015
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Internal Controls System Framework “’/

5 Key Components

Control Environment \

1.
2. Risk Assessments
3. Information & Communication
4. Monitoring Outputs
Inputs 5. Existing Control Activities

Desired

Control (Management) Activities Operational/Compliance
Performance

Reliability Standards

Policies e Systems

e Procedures Approvals
Processes Authorizations
Practices Reviews

Adapted from COSO and GAO
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COSO’s 17 Principles

Control

COSO0’s 17 principles of internal control - summarized

information and

lliiiHLLL {5 o i

environment communication
Demonstrates Specifies suitable Selects and Uses relevant Conducts ongoing
commitment to objectives develops control information and/or separate
:gﬁ?;tzjggs Identifies and Aciiviies Communicates EvaKEi;
analyzes risk Selects and internally Evaluates and
Exercises oversight . develops general y communicates
responsibilities o Assesses fraud risk controls over CEamm u}rrucateg deficendes
. technology Sy

o Establishes Identifies and
structure, 1 Deploys through
authority, and s _];'rzes t ch polidies and
responsibility SEFWRCNIL Cange procedures

o Demonstrates
commitment to
competence
Enforces
accountability

\ 7\ J\ #N

Source: Audit Committee Brief, March 2014, Delitte Development Corporation. Allrights reserved.

The Committee of Sponsoring Organizations of the Treadway Commission (COSO)

19
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Example Integrated framework
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ENVIRONMENT, 5UPPORT AND MISSION

12. ENTITY, ERD,
RRO EXPERIEMCE
AND FEEDBACK

ENTERPRISE COMPLIANCE RISK MANAGEMENT

9. HUMAN ERROR
PREVEMNTION INTERMAL
CONTROL

1. NERC STANDARD

h

OTHER

GUIDANCE

13. RSAW AUDIT
NOTES AND ALL

COMPLIANCE

~
2. COMPLIANCE DOCUMENT
MASTER INTERNAL CONTROL
{CORPORATE COMPLIANCE)

10. SITUATIONAL
AWARENESS INTERNAL
CONTROL

11. TRAINING PROGRAM INTERNAL CONTROL

J

|

3. PROCEDURES, FLANS
PRACTICES, GUIDES, WORK
INSTRUCTIONS [DOCUMENTED
INTERNAL CONTROLS)
{CORPORATE / DEPARTMENTS)

y

4

)

N

4. WORK ACTIVITIES, FUNCTIONS,
TASKS

o

I

5. WORK ACTIVITIES, FUNCTIONS,
TASKS: UNWANTED EVENT

7. ALL STANDARD AND
REQUIREMENT-SPECIFIC
INTERNAL CONTROLS

6. EVENT REVIEW AND ROOT
CAUSE ANALYSIS INTERNAL
CONTROL

“

J

Y

B. INTERMAL
CONTROL
IMPLEMENTATION,
MONITORING,
ANALYSIS AND
EVALUATION SYSTEM
[CONTROL OF
CONTROLS)

EXAMPLE: Role of
Internal Comntrols
Committes to review,
analyze and evaluate.

Seminole Electric Cooperative — FRCC Compliance Workshop May 2014

20
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Types of Risk 5%

« Dependent on organization’s functional registrations

Inherent « Capability, materiality, system design, configuration,

size, location, etc.

« Risk that a control will not meet the desired
objective of exceptional operational and compliance
performance.

Control

D eteCt « Risk that a control failure goes unnoticed

21 12/4/2015



Response to Risk %

Acceptance

Avoldance

Reduction

Sharing

No action taken based on insignificance
of risk

Action taken to stop the operational
process or the part of the process causing
the risk

Action taken to reduce the likelihood or
magnitude of the risk

Action taken to transfer or share risks
across the entity with external parties

22 12/4/2015
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Risk Control Activities Defined

» Integrated business management practices (addressing

technology, people, policies, and procedures) that reflect the

vision of the control environment of an organization.

» Well-designed control activities consist of overlapping
complementary control frameworks and interrelated
components striving to meet the organizational objectives

Freventative
Type |Detective

Comrective
Effectiveness

Efficiency

Confidentiality
Integri

Scope
g Availabilit
—Impact

Complexi
Limitations s 0cess
Privilege

Caontrolje

e
L oot
14

cared® m\w‘i -
“’“om e 3
r'l’-‘irn 4
rol Eny a
N un,nb“[ §
“A g %
e°'||r°| E g
L 5 ?
( @
.mH hl“l\r ..E
A Aoy g
"llmmJ F

Co,
Mp
ONeng OF iy
®r,

Sources: COSO and GAD. | GAD-14-704G
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Control Hierarchy :6_‘01

BEST BEST
ELIMINATION

Designit out

SUBSTITUTION
Use somethingelse

ENGINEERING CONTROLS
Isolation and guarding

ADMINISTRATIVE CONTROLS
Training and work scheduling

PERSONAL PROTECTIVE EQUIPMENT

Car_ntrul Last resort Business
effectiveness value

24 12/4/2015



Preventive Control Activities

- Proactive control design to discourage non-compliance
with Reliability Standard

- Example: Documented Process requiring development
and maintenance of training schedule

= Process would include all required trainin% scheduled to
ensure completion prior to dates required by the
applicable reliability standard

= May use automated training tracking tool (notifies
individual of scheduled training, reminds them to
complete training, and notifies management to take
action if training is not completed prior to the deadline)

25
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Detective Control Activities S
Y

« Designed to find errors or irregularities and support
effective compliance

- Example: Documented process requiring periodic
review to identify any required training not completed
as scheduled, as well as training not completed per
reliability standard requirements

o Quarterly review of com;ﬁeted training records to
identify individuals who have not completed training by
the required deadline

= Documentation and utilization of an event review and
root cause analysis process to determine cause and
effects surrounding an unwanted event

BIMINNE RUOTRTLRTIO 10 SNy
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Corrective Control Activities L%
KX

“ X

- Designed to assess instances of non-compliance
and return to a state of compliance

- Example: Automation of an Automatic Voltage
Regulator (AVR) status indication

= Would cause an alarm in the TOP’s EMS, indicating
an AVR status change from Auto to manual on a
particular generator unit

= Would provide notification to the TOP of an AVR &

status change within 30 minutes as required by
VAR-002

27 12/4/2015
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Control Measure?

California Senate offters 24-hour rides for
lawmakers too drunk to drive

BY ALEXEI KOSEFF AND JIM MILLER
akoseffi@sacbee.com

California Senate officials earlier this year hired two part-time employees to provide late-
night and early-morning rides for members while they are in Sacramento, a 24-hour service

that follows high-profile drunken driving arrests involving lawmakers in recent years.

28 12/4/2015
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Why Controls in Depth are Important ‘g%

Even the best controls are fallible and can have holes.....

29 12/4/2015



Complementary Control Activities 4%
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%

Procedure/

Process Control

Control Activity

Control Type

Program
Documents
(Procedures)

Work Order

Checklist followed and
completed, exceptions
noted, follow-up notes
signed

Primary
Control

Supervisory
Review

Review for completeness
and accuracy, follow-up
actions closed or scheduled
to be completed, signed

Management
Oversight

Periodic sampling of work
orders to determine
program is being
completed and properly
reviewed

Tertiary
Control

30
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Residual Risk %

- Residual risk is the level of risk after evaluating
the effectiveness of controls

- there is always remaining residual risk after any
given risk response

- Acceptance and action should be based on
residual risk levels.

_ ACCEPTANCE
- = I oR actiON

RISK - CONTROL = EXPOSURE
(residual risk)
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Validating your results 8%

« Impact Factor X Frequency Factor = INHERENT
Risk Factor

« Inherent Risk Factor X Control Factor =
RESIDUAL Risk Factor

- The Higher the residual risk factor the more
ineffective the controls -
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1%
Case Study - 2011 SW Blackout X5

Human Error

Study Errors

Lack of Wide Area

Understanding
Unrealistic

Contingency
Lack of Planning
Real-time SA

Lack of RAS
Coordination

Small Event

Moderate Event

Large-Scale Event

* adapted from Human Error, by Dr. James Reason
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Monitoring (Sustainability)

Know what to expect

Ongoing and periodic evaluations

Determines the effectiveness of the
System

Identifies deficiencies and corrective
actions

Determines the presence, functionality,
and integration of controls

Can be manual (e.g. periodic
management review) or automated (e.g.
alarms, messages etc.).

34

Know what to look for
Establish a baseline
Evaluate the results

Corrective actions
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2011 Cold Snap Case Study K>
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Wwind Break Design
RN AN “’/

: Feedwater Sensor Froze
Wind break was too

Short
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Corroded Freeze Protection Panel

0 T A A

12/4/2015
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Fuel Transfer Valves 5%,

—
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R-16 GO/GOPs —
inspect and
maintain thermal
insulation on all
units.
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g
X7

Notice burn marks (from torch) on bare tube

¥

R-18 GO/GOPs — Develop and
annually conduct winter-specific and
plant-specific operator awareness
and maintenance training.

T

"

Outside exposure
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(X7

R — 6 TOs, BAs, and GO/GOPs — Verify that
units that have fuel switching capabilities
can periodically demonstrate those
capabilities
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Cold Snap Event Drift to Failure* %

y
: . _ 0&<.S!5f
Expectations: Desired approach to work (as imagined) —_ <«
Normal Practices: Work as actually performed - ->
Hi
Stated Expectations
O & &
e\“\(\ (Q,Q’b( u“ ”
&% \9 Normal
= e Practice
) &
O /. :
K Yo - s
z //730 @) /7
q | OOIS
32 Latent Error
\Q\QJ unnoticed at the time made; often deeply or
A embedded within system.
RISK CLUSTERS = examples above
Lo Time

* Adapted from Muschara Error Management Consulting, LLC
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2011 Cold Snap Event P
| 499
BX/

When the wrong set of circumstances line up, major events occur...

Defense 1
Defense 2

Defense 3

Defense 4 @ I (D

"'
o |
- Mo,
£ Tk
GS@O ey b 3%, o
req .

* Adapted from Dr. James Reason, Human Error 1990
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Countermeasure — Critical Transmitter Freeze Protection =

With heat trace enew
o3/

Light lit steady => circuit®n,
box at set temperature

Local Light flashing => circuit on,
thermometer box below set temperature
for cold -

Light out => no power
weather IOW y

Aaviallahla ta hoaator
avaimnauvilc U 11T Aaltci

. Circuit
; monitors heater g is also
gy, Status & externally

temperature

bla?keted

Takeaway: Local thermometer is installed for the IOW and a
beacon light is utilized for heater health indication.




Pribd
pnnn e T

Countermeasure - Critical Tranmitter Freeze Protection ‘,5-%
& &Y

Insulation blanket
is installed to keep
the

Lights of transmitter boxes are easy to
see far away and we can quickly dispatch
someone to check when it flashes

Takeaway: Numerous events have been caught by operators

observing the warning beacon lights after the installation was
completed.
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Smart Controls
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What to Expect From Regulators
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Registered Entity Functions
ERO & Regional Characteristics
Events

RISC

Initial Scope
Elements

4 )

Scope

and Focus for Enti!es
notiparticipating in IC

Inherent Risk
Assessment

Internal Controls
Evaluation

. J/

ICE

Control
Design
Assessment

Control

Identification

49

Qversight
Tool Selection

Entity Compliance Oversight Plan
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ERO Risk-Based Monitoring Framework

0
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Regulators Expectation KX

- Organizations defines its own procedures and
management practices around its risks —
establishing controls to mitigate and manage Risk.

Determine Greatest Risks

Develop and implement model controls

Evaluate quality and vigor of controls

Self-monitor with responsibility/accountable
governance

Documentation of controls
Demonstrate competence of control

]

O

]

O

]

O
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Objective of ICE éj./

- The Compliance Enforcement Authority (CEA) (e.g.
WECC) is ultimately responsible for determining
whether a registered entity has implemented an
internal control program containing sufficient
controls that provides reasonable assurance of
compliance with Reliability Standards in the service
of reliability.

- The CEA will make this determination by
understanding the BPS risks to which the registered
entity is susceptible and how the registered entity
manages or mitigates those risks.
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Purpose of ICE {3’;

—

» ICE results help the CEA determine engagement
scope and may impact sampling and testing during
audit

- Compliance is measured by adherence to the
standards not effectiveness of controls
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What Regulators Look For | %’;;

The 5 key components of IRCS are operating together in
an integrated manner

Controls are d631%ned individually and in combination
with other controls so they are capable of achieving an
objective and address related risks.

Controls are effectively cataloged and documented

Effectively and dynamically implemented to enable the
objectives

Effectively and dynamically monitored for competence

GAO Factors
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Key Questions

3112

3113

3114

i in Control Identification and

Walkthrough Phase

*Has the entity established internal rontrale
Key Questions for Testing Effectiveness of ICP Phase

to addrass the standards and regu
associated with the IRA risk?

= Whiat imternal contrals are most i
T maonitor to ensure applicable NI
Reliability standard Compliance?

# When applied does the control |
the intended result?

# |5 there sufficient, credible evids
obtain reasonable assurance the
control produces the intended n

Does the entity monitor the con
Can the CEA use the results of t
monitoring to reduce complianc
monitoring efforts?

“““ NI NRRERRERRERRTRRSRRRERRAANE

%

3.2.1.2

3.2.1.3

What types of internal controls has
the entity identified in the ICP?

Is there a blend of preventative,
detective, and corrective controls to
address earh rick?

>

Is the ICP|
designed
Is the ICP
Is the int4
mitigated
Does the
correct d
Reliability
Requiren

kKey Ouestions for Finalizing ICE Conclusions

Do the internal controls mitigate the risks

identified in the IRA?

Where the internal controls do not completely
mitigate the risk, should correction of the
imtemnal controls be encouraged, rather than
focus on individual NERC Reliability Standard

testing?

How does the entity’'s internal controds inform

the compliance owversight plan for this
registerad entity?

54
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Risk Management Tools that L%
(8 X
Can Help i

Olfactory “Fatigue” Adaption
“you cannot smell your own
house”

A useful concept to understand
how an organization can benetfit
from independent reviews of
important systems.
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Cost of Regulation .-«

Regulatory Compliance Costs of 30 Large Companies (in millions)

Company

Bank of America
Wells Fargo
JPMorgan Chase
U.S. Bancorp
PNC
Metlife
ExxonMobil
ConocoPhillips
Marathon Petroleum
Chevron
Valero
Hess
AEP
Southern
Duke
Alcoa
GE
Honeywell
Dow
Boeing
Lockheed Martin
GM
IBM
Ford
United Technologies
3M
Pfizer
Merck
Abbott Labs
Aetna

Totals:

Total

$1,700
$900
$706
$80
$314
$149
$814
$1,531
$584
$1,403
$333
$224
$2,389
$4,729
$5,740
$532
$1,200
$1,038
$754
$865
$950
$250
$400
$125
$230
$86
$1,604
$498

$75
$80

$30.2 billion

Market Cap

$166,000
$239,000
$217,000
$73,000
$41,000
$60,000
$440,000
$86,000
$27,000
$239,000
$27,000
$28,000
$22,000
$36,000
$48,000
$11,000
$282,000
$71,000
$54,000
$102,000
$47,000
$56,000
$203,000
$60,000
$103,000
$94,000
$199,000
$146,000
$59,000
$25,000

ry: The Year in Regulation, 2013

Costs/Market Cap

1 percent
0.4 percent
0.3 percent
0.1 percent
0.7 percent
0.2 percent
0.2 percent
1.7 percent
2.2 percent
0.6 percent
1.2 percent
0.8 percent

10.9 percent
13.1 percent
12 percent
4.8 percent
0.4 percent
1.5 percent
1.4 percent
0.8 percent

2 percent
0.4 percent
0.2 percent
0.2 percent
0.2 percent
0.1 percent
0.8 percent
0.3 percent
0.1 percent
0.3 percent

Average: 1.9%

UL I

wﬁm
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Internal Risk Control Maturity L%
Assessment -~

- A method to measure the level of organizational
readiness and experience in relation to Enterprise Risk
Management and Internal Risk Control Systems (IRCS)

- Helps determines organizational maturity level -
according to best practices, against a clear set of
external benchmarks

- RESULT — determines performance (strengths &
weaknesses) around the 5 components and 17
principles of the (COSO IRCS Framework).
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Why Maturity Assessments are L%
KX
Important =

» Identifies business critical informatiqn to be.st allocate
limited resources and facilitate effective business
decision making

- Creates a base line to develop (next steps) to a “future
state” that includes a higher level of strategic
organizational maturity

- Identifies business opportunities for enhanced growth

- Helps articulate business capabilities and needs to
different levels in the organization
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Level 5 Y
d - % Optimi_zed
O ] Proactive
O g Level 4 Transforming
-I(—U" § Adoptive Agile )
.E n Level 3 2lial AdaPtIV?
E % Disciplined Synthesized
< Structured Predictable
= a Standardized Aligned
o [aa) Level 2 Defined
O Managed Measured
Repeatable Competent
.L_) Level 1 Localized
(o70)] Reactive Emerging
Q Adhoc Isolated
+ Informal
e Inconsistent
o oti
oz _—
& 4

Internal Controls Maturity Level
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Utilizing COSO’s Framework:

1.

Identify who to include in the assessment (three levels)

Perform the assessment

Report the results

Analyze results and develop roadmap

Gain business alignment

Deploy results (staged results — does not happen overnight)

60
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Maturity Level Assessment Tool

(Example Component)

LIE

L

‘J/

an Assessment Factor Guidance Questions Indicator of Strong Controls Indication of Weaker Controls Assessment Susrmumary
[Weak] 1-5
Section 1 = Control Environment 2.79|
1 Demonstrates Commitment to Integrity and Ethical Values 3.5
The overz:ght body and management lapers lead by . ’
3 5 N The body and management laypers Fail to
Does the oversight body and management demorstrale | sxarnple and dermonstrate the importance of integrity Iudob:e;mgﬂ i or it sha “_: 2
Tare at the Top e impartance of irtearity and vallies through their and valuez. Tore iz a dnver or barmer bo irtermal 7 " i =
directives. attitudes. and behavior? corirel, Core vakass are posted, and randlly available irmportance of integrity and values. Toneisa barrier
5 J : i : b irtermial cortrol. Core valuss are institutionalized
11 For 2l staff
Diez managemert understand the organizations policies
Standards of conduct governing relsthonships with regulators, the electnic Policies are well understood. Policie= are poorly understood.
1.2 industry, and the public ot large?
15| Corflicts of irverests D“‘d"m“’ ""wm"m‘ ) ""IZ“: :I‘h' oy Nzalions POlICES | o jicies are well understood Policies sre poorly understood
Diczs managemert demonstrate and regularly Management zet a good example and communicates | Managernent does not =2t a good example and'or
Integrity cornmunicates high expectations regarding integrity and | high expectations regarding integrity and ethical does not commuricate high expectations regarding
14 athical valuss? walues imbegrity and ethical values
2| Demonstrates Commitment to C Z_Bl
Recruit snd Petsin telerit Dipes managerment demonsirste a comemibment 1o recruit, | Strong, formal recruitment and retertion sirabegy Lack of formal recruiment and retertion sirsteay, lack|
21 develop, and retasn competent individuals? defired in organizational policy of development opportunities.
S Are responsibilities are clearly defined in writing and Complisnce and Control Responsibilities are defined |Compliance and Cortrol Responsibilities are poorly
22 cOMmimiLnicated 3= appropriate? arvd comimiinicabed. defined or poorly comrunicated.
Dioes management understand he Hoes not adecuately consider
Krnowledge and Skills R
23 required lo accomplishorgarszatio -r»d skill requirements
Iz management aware of compats .
y : 3 4 ot adecpeately aware of compel
Employes competence. irwalved in braining and increased * £ V = e
g ot actively address problems.
24 compstency s low?
2 - " Are critical functions adeguately staffed, with reasonable " There iz inadequate staffing and frequert periods of
Staffing of critical funct Ther sdecpale staff e
25 b pAsahbolor e worklosds? TE il averwark and "organizationsl siress ”
Turricver. Particul arly turrower Lo buarriy b Managemanit diff a
e 4 LAY * Is turmover Functional or Dysfunctional 7 Does i ki Dyssfunctiona umover. Managemert does not
positions with accourtability to 9 between Funchonal and dusfunction burmover
Cortrola rranasgement understand root causes of umover ! of clysh ol b urderstand root cauzes.
26
3| Manag s Philosophy and Operating Style 160]
Management i 7
el At = c:::du m:‘mf‘i;mhda:m Lack of control systems in place - management
Fisk Based Philosogh Dipe=s managament inepire a risk bass philosophy and Ianh s i lzlwst: Eaml hsas : mxpacts lower level staff o design, implement, and
¥ design a risk based approach with sirong controls? n by ay i operate the effectiveness of an ertis inbernal conirol
inventory of curent compliance risks and control e
eS| practices .
Comrnunication with Regulastors, Dioes managemert insists on ransparency with Tramsparercy iz of part of the organizalions approach | Management i= secrelive and relwctant 1o conduct
3 2jindustry and customers? regradators, industry and custormers? bo il ding business inest business or deal with isswes in an open manner.
I there active management concerm and effor 1o ensure: ackivly S ey
ance hisragernent [l ba rizh the sequences of
Laws and reguiations eoriaionce it leller sl itk of e ol regulstions are Followed 1o letter and intert of [aws e e =
regudations? 'When mizconduct ocours, s it a repeat of e hone noncompliance.
33 the same offense o misconduct of a different nahure? 2 )
. Excaptions to policy are i Wi they ocour they | Al exceplions o policy mmust be reviesed. accepted  (Exceplions ho policy are the norm and are rarsly
Exeeptions o polic
a4 i izt be approved and well documented. and docurnented by management. documerted
= Al uli ks
How hias the compary responded to prior violations o Brice vioteians sre capiured, mitigated, racked
Regulations? Did it take disciplinary action against and uzed az lezsonz leamed. Management is
A pE _ sccourtable for Contial ervaroment, risk assessment | Thers iz alack of accountability or the scoountabiliby
Wil ations of Regulations employess involved in vidations? 'When misconduct 3 o i
and communication elements of the cordrol systern. | struchure, re-ocurance of violalions is common place
ocours, is it s repeat of the same offenss or misconduct of
v Owners of control activites are accourtable for
adifferent nature? .
a5 preventing reoccurance of contral Falures
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Inherent Risk Assessment %

- A method to measure and articulate the level of
inherent risk to the BES given an organization’s
functional registrations, capability, materiality,
system design, configuration, size, location, past
performance etc.

- RESULT - Establishes a qualitative and quantitative
inventory of inherent risk factors posed by an

individual registered entity to the reliability of the
BES
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IRA Tool %

» GridSME’s IRA Tool is designed around NERC’s
criteria for evaluating an entity’s risk to the Bulk
Electric System (BES)
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Example Risk Assessments Factors /5%

T

9

O
Public Data/Factors Compliance
. tl}11 Reliability Impact History/Trends with
With Belabiy ‘mpa Reliability Impact
Legal or Regulatory Events/Mi i
Issues with Reliability vents/Misoperations
Impact Reliability Impact

Entity Specific
Regional Factors Conditions that could
Impacting Reliability Impact Reliability
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& fa’g &

Esitmated Inhernet Risk: moderate

Entity has no areas of  |Entity has a moderate  |Entity has a large
challenging system amount of rugged amount of rugged
Geography  |geography (rugged terrain that impacts a  |terrain that impacts a
terrain, mountains, moderate load of large part of the bulk
oceans, etc.) generation electric system low
System : :
Uil >3 _ . _ E\'.Im;' apgrates ina
Entity operates in En es mategeith Iy~
Vegetation climate with low i wit ra infasiveegetfion
Management |vegetation EEM (}faLEIR I (
management issues management issues affecting vegetation
management in the moderate
Entity provides service Entity provides primary
for less than 2% of the : A : puwe:l' SEP{Y R 300%
Number of total region and no Entity provides primary |of region and/or
customers/NEL/c el power supply for 10% - |provides power supply
ritical customers identified withis the 20% of region to major military bases,
i communication hubs,
Peak Load and i etc. high
Capacity Transmission
Substation No transmission 100kV-345kV S00KV+
Voltage high
Total megawatt
output <1000MW 1000MW - S000MW 10000MW+
(Generation) high
Peak Load <1000MW 1000MW - 5000MW 10000MW + high
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IRCS Reliability Standard Assessment é:,';

A method to measure and articulate the levels of risk and compliance
readane%s in relation to control activities that address the NERC Reliability
Standards.

1.  Effectively catalogs and documents all levels of internal controls

2. Evaluates and tests the design and operational performance

(strengths & weaknesses) of the control activity component of the
COSO IRCS Framework

3. Deficiency identification mechanism, assesses the reason for the
deficiency and the related risk to help determine the appropriate level
of correction (if one is required)

4. RESULT - defines the residual risk factor and control elements that
are under or over controlled
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Why IRCS Assessments are Important ﬂft".;

<

—

Catalogs and documents controls to better articulate control
system health to regulators.

Brings clarity to control design and operation (individually and
in combination with other controls) to better determine
capability of achieving objectives and address related risks

- Identifies business critical information to best allocate limited
resources and facilitate effective business decision making

- Determines if controls are effectively and dynamically monitored
for competence
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IRCS Reliability Standard Assessment Tool (g‘,"‘

—
L"" GndM IRCS Reliability Standard Assessment

SUBJECT MATTER EXPERTS

Select All Applicable Registered Functions and Click Finish

Interviewer Interviewee {One time set up)
BA Il or I co I cor QI a I 1se [ ra
[ pc W pse [ re I rRe M rro [ rsc J| 10 1 Finish

| 7or | ™ || 15¢ | | cprow | | apmed | | cpHigh |

* Registered Entity Functions

* ERO & Regional Characteristics
* Events
* RISC

Initial 5cope
Elements :

Scopeand Focus for Enti
notiparticipating in I1C

Inherent Risk Internal Controls Oversight
Assessment Evaluation I Tool Selection

69 12/4/2015

Entity Compliance Oversight Plan



---------------------------------------------------------------------------------

1111111111111111111111

T

IRCS Control Attribute Assessment 4%}
Results

Summary of Residual Risk

f )

-4 -3 -2

Frequency

) Residual Risk
Potentially Over Controlled Potentially Under Controlled
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IRCS Control Attribute Assessment
(Roll-Up)

&
&

&

Require continuous escorted access of visitors (individuals who are pro|
vided access but are not suthorized for unescorted physical sccess] wit investigate
CIP-DD6:5 21 hin each Physical Security Perimeter, except during CIP Exceptional Circ Medium 2.835 physical security yes yes yes 0.17 complimentary yes B
umstances primary
Require manual or sutomated logging of visitor entry into and exit from
the Physical Security Perimeter that includes date and time of the initial investigate
CIP-006-5 22 entry and last exit, the visitor's name, and the name of an individual po| Medium 2.835 physical security yes yes yes 0.17 not complimentary yes
int of contact responsible for the visitor, except during CIP Exceptional secondary
Circumstances
X investigate
CIP-006-5 23 Retain visitor logs for at lenst ninety calendar days Medium 2.835 physical security yes no no 2.00 N/A yes %
7 primary
Each Responsible Entity shall implement one or mare docu . . ) .
| . investigate |investigate
0065 - Physical Access Fomrm System malnben.unceand testing pri » » yes 2.75 not complimentary i B8 ‘ Bal
o= collectively include each of the applicable requirement parts in primary tertiary
CIP-D06-5 Table R3 — Maintenance and Testing Frogram
Maintenance and testing of each Physical Access Control System and lo
CIP-006-5 3.1, cally mounted hardware or devices at the Physical Security Perimeter at| Lower 1.4175 physical security yes yes yes -2.75 not complimentary yes yes
least once every 24 calendar months to ensure they function properly.
Where technically feasible, enable only logical network accessible port
s that have been determined to be needed by the Responsible Entity, incl
CIP-007-5 11 uding port ranges or services where needed to handle dynamic ports. If Medium 2.835 cyber security yes no no 1.50 N/A yes yes
a device has no provision for disabling or restricting logical perts on th
& device then those ports that are cpen are deemed needed.
i ical | rts used investigate
JEp— 12 Protect against the use .nf. unnecessary physical input/output ports use Medium 2.835 cyber security yes no o 150 N/A yes gal
for network connectivity, console commands, or removable media primary
A patch management process for tracking. eveluating. and installing ¢y
ber security patches for applicable Cyber Assets. The tracking portion s
hall include the identification of a source or sources that the Responsib|
CIP-007-5 21 Medium cyber secur
Ie Entity tracks for the release of cyber security patches for applicable C ' 2835 ! w yes ne ne .50 N/A yes ves
yber Assets that are updateable and for which a patching
source exists.
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Return on Investment P

Improved operating efficiency

Improved grid reliability

Increased compliance certainty

- Reduce human drift

- Reduce Latent Organizational Deficiencies
- Reduce organizational risk

- Reduce audit preparation resource hours

- Reduce/eliminate violations and penalties
Smaller Compliance engagements
Reliability and integrity of critical information
Safeguarding of assets

Cost savings, Profit and Growth
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- How Mature is your organization reside on the Internal
Risk Control Maturity Scale?

- Can you currently define the residual risk factors and
control elements that are under or over controlled?

- What Tools does your organizations use to catalog
controls in order to articulate control system health?

)

. i
Questions (X

- What challenges or barriers does your organization have

in implementing an Internal Risk Control System?

73
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Self Scouting I":
‘/

Crisis defines a company - an organization’s reputation
hinges on its weakest vulnerabilities

» Risk Based Thinking

 Find and Fix Mentality

» Gap Analysis

* Defines the vulnerabilities and lynch Pins, identifies
the breakpoints
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