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	Comments



ERCOT submits the following comments on Nodal Protocol Revision Request (NPPR) 734, Digital Attestation Signature Authority Expansion, to provide clarification on ERCOT processes used when Market Participants submit the Digital Certificate Audit Attestation (DCAA) on an annual basis.  The NPRR as proposed will diminish the critical control that is in place with Market Participants ensuring at the highest level (officer or executive) of the company that Digital Certificates are in the hands of authorized persons.  

Market Participants are issued Digital Certificates that enable them access to ERCOT’s computer systems.  Market Participants are required to designate a User Security Administrator (USA) to manage the access and use of their Digital Certificates.  The USA may be an employee of the Market Participant or it may be a third-party paid by the Market Participant to perform the USA functions.  

ERCOT Protocol Section 16.12.3, Market Participant Audits of User Security Administrators and Digital Certificates, requires Market Participants to perform an annual audit of the Digital Certificates issued to them.  The Protocols permit the USA to perform certain tasks in the audit process on behalf of the Market Participant.  However, ultimately it is the Market Participant’s responsibility (through an officer or executive) to ensure that the Digital Certificates are being managed in a responsible manner.  The Protocols include a requirement that the Market Participant provide ERCOT with a Digital Certificate Audit Attestation (DCAA) certifying that: a) the audit has been performed as required; b) that it has verified that the Digital Certificates belong to properly authorized persons; and c) that the USA and the Certificate Holders have been qualified through a reasonable screening process.  
The Protocols require that the above described DCAA given by the Market Participant be executed by an officer or executive with authority to bind the Market Participant.  It is important that the Market Participant provide the DCAA because it ensures that the Market Participant is, on at least an annual basis, regularly giving its attention to the status of its Digital Certificates and verifying the USA and Certificate Holders are in compliance with the requirements associated with the certificates.  ERCOT believes that the current DCAA process ensures a higher level of scrutiny to the management of the Digital Certificates issued to a Market Participant.  
ERCOT has and continues to permit Market Participants to provide a list of persons who are authorized to sign with binding authority on behalf of the Market Participant.  ERCOT accepts the signatures of the employees on the list provided that the Market Participant gives satisfactory assurance that the Market Participant has granted binding authority to such persons.  Satisfactory documentation reflecting that a person has binding authority to sign on behalf of a Market Participant includes, for example:  Articles of Incorporation, Board Resolutions, Delegation of Authority Authorization, Affidavit, or Secretary’s Certificate.  If ERCOT is provided with such documentation showing that an employee of the Market Participant has been given binding authority to sign for the company, ERCOT will accept that person’s signature on the DCAA (even if the person signing is not an officer or executive of the company).
The original language proposed in NPRR734 would expand the list of persons who are permitted under the Protocols to sign a DCAA to include a USA and/or Authorized Representative.  ERCOT does not support this proposed language because it would permit persons other than an officer, executive, or employee who has been granted binding authority, to review the annual audit process and sign the DCAA.  In some cases, the USA and Authorized Representative that have been selected by a Market Participant are third-party independent contractors who are not employed by the Market Participant.  Allowing such persons to be responsible for reviewing the audit process and signing the DCAA would eliminate the higher level of scrutiny and involvement by Market Participants that is currently required.  

ERCOT believes that its current procedures, as described above, already provide reasonable options and flexibility for a Market Participant in designating alternate employees (other than an officer or executive) who are authorized to sign certain documents that are required under the Protocols, like the DCAA. These existing practices sufficiently address the concerns raised as justification for NPRR734.  To make this option abundantly clear in the Protocol language, ERCOT would support alternative language as reflected below if the Market Participants believe it would be helpful.  

As a result, ERCOT opposes the original language proposed in NPRR734 but would support the alternative language reflected below which provides clarity for Market Participants around ERCOT’s processes and maintains the higher level of scrutiny warranted for Digital Certificates.
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	Revision Description
	This Nodal Protocol Revision Request (NPRR) clarifies the list of authorized Market Participant employees capable of providing the required annual attestation related to Digital Certificates.

	Business Case
	
This NPRR clarifies the current options and flexibility for a Market Participant in designating alternate employees (other than an officer or executive) who are authorized to sign certain documents that are required under the Protocols.


	Revised Proposed Protocol Language


16.12.3
Market Participant Audits of User Security Administrators and Digital Certificates

(1)
During September of each year, each Market Participant shall generate a list of its registered USA and Certificate Holders.  The Market Participant, through its USA or another authorized third party, shall perform an audit by reviewing the list and noting any inconsistencies or instances of non-compliance (including, for example, any Certificate Holder that may have changed job functions and no longer requires the Digital Certificate).  If the Market Participant or its USA or the authorized third party identifies discrepancies, the USA shall use the process for managing Digital Certificates as included in ERCOT’s Digital Certificate user guide to rectify the discrepancy. The audit must, at a minimum confirm that:

(a)
The Market Participant and each listed USA and Certificate Holder meet the applicable requirements of paragraphs (a) and (b) of Section 16.12.1, USA Responsibilities and Qualifications for Digital Certificate Holders; 

(b)
Each listed USA and Certificate Holder is currently employed by or is an authorized agent contracted with the Market Participant; 

(c)
The Market Participant has verified that the listed USA is authorized to be the USA; 

(d)
Each Certificate Holder is authorized to retain and use the Digital Certificate; and

(e) Each listed Certificate Holder needs the Digital Certificate to perform his or her job functions.

(2)
By October 1 of each year, a Market Participant shall submit to ERCOT an attestation from an officer, executive, or other employee with authority to bind the Market Participant.  If ERCOT is unable to determine a person’s binding authority from publicly available data, then a Market Participant shall provide assurance satisfactory to ERCOT establishing such person’s binding authority.  The attestation shall certify that: 

(a)
The Market Participant has complied with the requirements of the audit;

(b)
The Market Participant has verified that all assigned Digital Certificates belong to Certificate Holders authorized by the Market Participant’s USA.  If the Certificate Holders no longer meet the criteria in paragraph (a) of Section 16.12.1, the USA shall inform ERCOT as described in paragraph (b) of Section 16.12.1 and note the findings in the response; and

(c)
The USA and all Certificate Holders have been qualified through a reasonable screening process.

(3)
If a Market Participant cannot comply with the October 1 deadline at the time this Section first applies to the Market Participant, the Market Participant shall request an extension of the deadline by providing ERCOT a written explanation of why it cannot meet the deadline.  The explanation must include a plan and timeline for compliance not to exceed six months from the original deadline.  ERCOT shall review that extension request and notify the Market Participant if the request is approved or denied.  ERCOT may approve no more than one extension request per Market Participant.  

(4)
By December 1 of each year, ERCOT shall acknowledge receipt of each Market Participant audit received and indicate whether any required information is missing from the audit. 
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