Nodal Protocol Revision Request


	NPRR Number
	734
	NPRR Title
	Digital Attestation Signature Authority Expansion

	Date Posted
	September 17, 2015

	
	

	Requested Resolution 
	Normal

	Nodal Protocol Sections Requiring Revision 
	16.12.3, Market Participant Audits of User Security Administrators and Digital Certificates

	Related Documents Requiring Revision/Related Revision Requests
	None.

	Revision Description
	This Nodal Protocol Revision Request (NPRR) expands the list of authorized Market Participant employees capable of providing the required annual  attestation related to Digital Certificates.

	Reason for Revision
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  Addresses current operational issues.
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  Meets Strategic goals (tied to the ERCOT Strategic Plan or directed by the ERCOT Board).
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  Market efficiencies or enhancements
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  Administrative
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  Regulatory requirements
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  Other:  (explain)

(please select all that apply)

	Business Case
	The current requirement to have an officer of the company for a market participant sign the Digital Certificate Attestation “DCA” is overburdensome and inefficient.  Presidents and officers of large corporations have no “personal knowledge” (the language that they are supposed to be agreeing to when the sign the DCA) of the current status of the ERCOT-issued Digital Certificates, nor should they.  That is the User Security Administrator’s (USA’s) responsibility.  Additionally, the officer’s attestation on a given day that the certs are with the correct people does not prevent the USA or backup-USA from issuing a Digital Certificate the next day to a bad actor.  Hence, the requirement that the officer sign the attestation is meaningless with respect to real security.  Finally, ERCOT’s legal requirements that only officers listed at the Secretary of State’s website are the only Market Participant employees that can sign the attestation is problematic.  Instead of ERCOT requiring a board of directors level authorization to authorize someone else in the organization to sign the document the attestation should take the form of most contracts and it should state that the signer is confirming they they are a duly authorized agent of the Market Participant.  ERCOT should not be asking MP’s to meet a legal requirement that MP’s do not hold each other to when doing business.

Instead the Protocols should allow the attestation to be signed by either an officer of the corporation or a combination of one of the USA’s (primary or backup) and an Authorized Representative.  In some cases the AR and the USA may be the same person, in which case ERCOT should allow the double signature.  The logic here is that if the Market Participant trusts the person to be both then so should ERCOT.


	Sponsor

	Name
	Mike Brasovan

	E-mail Address
	Mike@BrasovanGroup.com

	Company
	Brasovan Energy Solutions LLC

	Phone Number
	817-369-5678

	Cell Number
	817-301-2871

	Market Segment
	Not applicable.


	Market Rules Staff Contact

	Name
	Cory Phillips

	E-Mail Address
	cory.phillips@ercot.com

	Phone Number
	512-248-6464


	Proposed Protocol Language Revision


16.12.3
Market Participant Audits of User Security Administrators and Digital Certificates

(1)
During September of each year, each Market Participant shall generate a list of its registered USA and Certificate Holders.  The Market Participant, through its USA or another authorized third party, shall perform an audit by reviewing the list and noting any inconsistencies or instances of non-compliance (including, for example, any Certificate Holder that may have changed job functions and no longer requires the Digital Certificate).  If the Market Participant or its USA or the authorized third party identifies discrepancies, the USA shall use the process for managing Digital Certificates as included in ERCOT’s Digital Certificate user guide to rectify the discrepancy. The audit must, at a minimum confirm that:

(a)
The Market Participant and each listed USA and Certificate Holder meet the applicable requirements of paragraphs (a) and (b) of Section 16.12.1, USA Responsibilities and Qualifications for Digital Certificate Holders; 

(b)
Each listed USA and Certificate Holder is currently employed by or is an authorized agent contracted with the Market Participant; 

(c)
The Market Participant has verified that the listed USA is authorized to be the USA; 

(d)
Each Certificate Holder is authorized to retain and use the Digital Certificate; and

(e) Each listed Certificate Holder needs the Digital Certificate to perform his or her job functions.

(2)
By October 1 of each year, a Market Participant shall submit to ERCOT an attestation from an officer or executive with authority to bind the Market Participant, or from a combination of a USA (primary or backup) and an Authorized Representative (even if they are the same person), certifying that: 

(a)
The Market Participant has complied with the requirements of the audit;

(b)
The Market Participant has verified that all assigned Digital Certificates belong to Certificate Holders authorized by the Market Participant’s USA.  If the Certificate Holders no longer meet the criteria in paragraph (a) of Section 16.12.1, the USA shall inform ERCOT as described in paragraph (b) of Section 16.12.1 and note the findings in the response; and

(c)
The USA and all Certificate Holders have been qualified through a reasonable screening process.

(3)
If a Market Participant cannot comply with the October 1 deadline at the time this Section first applies to the Market Participant, the Market Participant shall request an extension of the deadline by providing ERCOT a written explanation of why it cannot meet the deadline.  The explanation must include a plan and timeline for compliance not to exceed six months from the original deadline.  ERCOT shall review that extension request and notify the Market Participant if the request is approved or denied.  ERCOT may approve no more than one extension request per Market Participant.  

(4)
By December 1 of each year, ERCOT shall acknowledge receipt of each Market Participant audit received and indicate whether any required information is missing from the audit. 
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