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[bookmark: _Toc401563529][bookmark: _Toc348345267]Introduction
Customer access to their electric usage information is widely acknowledged as important to the success of the smart grid. Access to usage data provides Customers a way to manage consumption and lower their monthly electric bills. Research focused on Customer behavior has shown that providing information to end users improves energy efficiency and lowers Customer spending on electricity. It is widely believed that by granting Third Party service providers access to Customer usage information innovative smart grid products will be offered that help Customers achieve their energy efficiency goals. 
In late 2014 in the competitive regions of Texas, Third Parties that have Customer authorization began to access Customer smart meter information and to communicate with Customer HAN devices through the functionality provided by the interoperable Smart Meter TexasTM (SMT) solution. One of the key functions provided by SMT is a convenient and easy to use process whereby a Customer may grant Third Parties access to their electrical usage information and to communicate with their Home Area Network (HAN) devices.
This document is designed to provide a high level understanding of the Third Party functionality provided by SMT.  By making information about the SMT Third Party functionality publicly available, this document aspires to extend the value of this smart grid solution in the following ways:
· To demonstrate a model for the development of similar Third Party access solutions in other jurisdictions
· To demonstrate a model of Customers granting Third Parties access to their electrical usage information
· To demonstrate a model of one common interface for multiple utilities, Third Parties, and Customers to access smart meter usage data
· To demonstrate an interoperable implementation of the Green Button initiative
· To demonstrate a model for using one common interoperable interface for Third Parties to communicate with Customer HAN devices over multiple utility AMS communication networks
· To testify to the potential power of a consensus-based, stakeholder-driven approach to smart grid solution development, producing an interoperable solution that meets the needs of all stakeholders


[bookmark: _Toc401563530]Background and Context
Texas was an early adopter of legislation and regulations regarding access to smart meter usage data. In 2007, the Texas legislature adopted HB 3693 encouraging Transmission and Distribution Service Providers (TDSPs) to deploy smart grid networks as rapidly as possible. In that same year, the Public Utility Commission of Texas (PUCT) adopted the Advanced Metering rule[footnoteRef:1] setting forth the requirements for TDSP advanced metering deployments and initiated the Advanced Metering Implementation Project[footnoteRef:2] to defined requirements for a data depository, data exchange between market participants and interfaces for the successful deployment of HAN devices. Within the advanced metering implementation project, Texas market participants developed the SMT solution to satisfy the requirements of the PUCT advanced metering rule. SMT made smart meter usage data available to Customers and the Customer’s Retail Electric Provider (i.e., REP of record, ROR) by early 2010. In 2011 on a national level, the Green Button initiative challenged utilities to give Customers access to their energy usage information by downloading it in an easy-to-read industry standard format. SMT implemented the concept of the Green Button initiative over a year prior to the issuance of the Green Button challenge.  [1:  PUCT § 25.130 - Advanced Metering (http://www.puc.texas.gov/agency/rulesnlaws/subrules/electric/25.130/25.130.pdf)]  [2:  Project #34610 Implementation Project Relating to Advanced Metering  http://www.puc.texas.gov/industry/projects/electric/34610/34610.aspx] 

[bookmark: _Toc401563531]Background
The Texas law, PUCT substantive rules, Department of Energy (DOE), and the White House Office of Science and Technology Policy (OSTP) all stress the necessity of Customers having access to their electricity usage information and the ability to share that information with Third Party service providers. While other jurisdictions are discussing who owns meter information and who should have access to it, Texas law has made it clear that the Customer owns their meter data and the Customer may share that data with parties of their choice.
In the Texas Public Utility Regulatory Act (PURA) it states the following:
 “All meter data, including all data generated, provided, or otherwise made available, by advanced meters and meter information networks, shall belong to a Customer, including data used to calculate charges for service, historical load data, and any other proprietary Customer information. A Customer may authorize its data to be provided to one or more retail electric providers under rules and charges established by the commission.”[footnoteRef:3] [3:  PURA 2011 Section 39.107(b) (http://www.puc.texas.gov/agency/rulesnlaws/statutes/Pura11.pdf)] 

The PUCT Advanced Metering Rule requires the following:
 “An electric utility shall provide a Customer, the Customer’s REP, and other entities authorized by the Customer read-only access to the Customer’s advanced meter data, including meter data used to calculate charges for service, historical load data, and any other proprietary Customer information. The access shall be convenient and secure, and the data shall be made available no later than the day after it was created.”[footnoteRef:4] [4:  PUCT §25.130(j) (http://www.puc.texas.gov/agency/rulesnlaws/subrules/electric/25.130/25.130.pdf)] 

The DOE and the OSTP initiated the Green Button initiative. The Green Button initiative is a challenge to the electric utility industry to “empower residential consumers to better manage their electricity consumption by allowing them and authorized Third Parties access to their electricity usage information on demand through a standardized data access architecture.”[footnoteRef:5] [5:  Introducing Green Button Association for Demand Response and Smart Grid webinar January 20, 2012 (http:/www.nist.gov/smartgrid/upload/1-20-12_Green_Button_Webinar_-_Wollman_and_Irwin.pdf)] 

To meet the requirements of the Texas law and PUCT Advanced Metering rule, the PUCT scheduled workshops under its Advanced Metering Implementation Project to create a stakeholder-driven process tasked with resolving implementation issues related to the deployment of advanced meters.  The stakeholders met in facilitated meetings over a two year period to define Business Processes and Business Requirements that would be required to support the deployment of smart meters, including retail market transactions, the exchange of Customer meter usage data, wholesale settlement among market participants, communications with HAN devices, and customer education. Those Business Processes and Business Requirements related to the exchange of Customer meter usage data and communications with Customer HAN devices formed the initial design basis for SMT. 
[bookmark: _Toc401563532]Texas Electric Market
[bookmark: _Ref352241718]To understand the different parties involved with SMT, it is useful to understand the Texas competitive electric market structure. The majority of the Texas electric power market is deregulated with the functions of the traditional vertically-integrated electric company unbundled into three separate and distinct companies – power generation, TDSPs, and REPs (see Figure 1). Power generation companies own and operate electric generation plants and sell power in the ERCOT competitive wholesale market. TDSPs own and operate the transmission and distribution system and transport electric power to all electric customers within its defined service area. TDSPs also provide metering services. REPs purchase wholesale electric power for re-sale to retail customers (i.e., residential, small business, and industrial).  Customers buy electricity from a REP of their choice using factors such as price, term, product offerings, and customer service in their decision-making. Finally, Third Parties provide ancillary services to customers (energy efficiency products and HAN services). 

[image: ]
[bookmark: _Ref351543353][bookmark: _Toc367210595]Figure 1: Texas Competitive Market Structure[footnoteRef:6] [6:  Figure 1 includes all the retail customers who are part of the Texas competitive market structure; however, SMT is currently only applicable to residential and business customers.] 

This type of market structure complicates and presents unique challenges to the effective exchange of smart meter information between the market participants. For example, the entity that owns and reads the meter, the TDSP, is not the same entity that interfaces with the retail customer, the REP. The REP needs the Customer smart meter usage information for billing, product development, and supply risk management.  Another complicating factor is that a REP may have Customers in multiple TDSP service areas and will need to interface with those TDSPs to receive the smart meter usage information. The introduction of Third Parties, who require the Customer’s authorization prior to accessing smart meter information, adds another layer of complexity. All these complications and the requirements of the market participants were addressed in a collaborative process that resulted in the interoperable SMT solution.

[bookmark: _Toc401563533]Smart Meter Texas 
Introduction
SMT was developed as an interoperable solution to standardize the smart meter information transfer and communications between multiple market participants. SMT is a common data repository for multiple[footnoteRef:7] TDSPs, a common interface for Customers, RORs, and Third Parties to access usage information, and the common interface for HAN communications that use the TDSP AMS communication network. The SMT conceptual model (see Figure 2) shows the communications and data transfers between the various market participants as they relate to energy usage information and HAN communications. [7:  The participating Texas TDSPs are AEP Texas Central Company and AEP Texas North Company (jointly “AEP”), CenterPoint Energy Houston Electric, LLC (“CenterPoint”), Oncor Electric Delivery Company LLC (“Oncor”), and Texas-New Mexico Power Company ("TNMP") collectively referred to as the “Joint TDSPs”.] 
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[bookmark: _Ref351552976][bookmark: _Toc367210596]Figure 2: SMT Conceptual Model[footnoteRef:8] [8:  A REP may also act as a Third Party, see Section 2.3.5] 

Functions
SMT provides the following three high-level functions:
· Common Data Repository. SMT is a common data repository storing electric smart meter usage data received on a daily basis from each of the Joint TDSPs.  When the smart meter deployment of the Joint TDSPs is complete, SMT will store smart meter usage information for approximately 7 million meters for up to seven years[footnoteRef:9]. [9:  Only a ROR may access up to 7 years of historical usage information. Customers may access up to 13 months and Third Parties may access up to 12 months of historical usage information.] 

· Access to Customer Meter Data. SMT provides easy access to smart meter usage data for Customers, RORs, and Third Parties. Customers must explicitly grant Third Parties access to their usage data and SMT enables this authorization through a convenient, easy to use process.
· HAN Device Communication. SMT provides a standard process for adding or removing HAN devices on the Customer HAN[footnoteRef:10] and enables one method of communicating with Customer HAN devices using the TDSP AMS communication network. SMT provides a common HAN communication interface, regardless of which TDSP service territory the Customer is located in, so that Customers and Third Parties may add and remove HAN devices and Third Parties may send HAN messages to Customer HAN devices using standard HAN APIs. Customers must explicitly grant Third Parties permission to add HAN devices and to send HAN messages to those devices and SMT enables this authorization through a convenient, easy to use process. [10:  The Customer HAN is an energy home area network and is created by the Zigbee SEP HAN protocol located in the smart meter that is installed at the Customer premise. See definition of HAN in Section 11.2.] 

 Benefits Provided
All market participants have benefited from the implementation of SMT. Customers receive benefit from the SMT solution by having convenient access to their 15-minute energy usage data no later than a day after consumption. Prior to SMT, Customers received a monthly usage value several days after the month had ended. Customers had no way to know how much they were consuming throughout the month or what their electricity bill might be until the month was over. Receiving timely usage information allows a Customer to understand how and when they are using electricity and to manage their bill by adjusting their usage during the month. SMT also provides a convenient and easy to use method for Customers to share and control access to their electric usage data. By gaining access to Customer usage data, Third Party companies may develop and provide Customers with innovative electric market services related to innovative pricing plans (e.g., prepayment plans, bill alerts, etc.), improved efficiency, demand response, greenhouse gas reduction, and improved utilization of renewable generation. 
REPs and Third Parties benefit by having one common interface to download Customer energy usage data that is required for business operations. Prior to the creation of SMT, the TDSPs were considering individual solutions for the delivery of smart meter information.  Without SMT, TDSPs, REPs, and Third Parties would have higher operational costs resulting from the development and operation of multiple data portals. The higher operational costs would be passed on to Customers, resulting in a higher cost for electric service.  REPs and Third Parties also benefit from the Joint TDSPs use of a standardized data format in delivering metered usage data. This standardization reduces operational costs which can be expected to result in savings to Customers. 
Even though the Joint TDSPs installed smart meters from different manufacturers and deployed different AMS communication technology, the interoperability of SMT provides a common interface using standard methods for installing In-Home Devices and communicating with Customer In-Home Devices. In-Home Devices enable or expand several of the benefits associated with smart meters and can play an important role in the delivery of electric services such as demand response and time-of-use pricing plans.
SMT provides a set of common user interfaces, standard APIs, and standard HAN messages that enable Third Parties to communicate with Customer In-Home Devices regardless of which TDSP service territory the Customer is in. Without the HAN support provided by SMT, the rate of In-Home Device adoption and types of HAN related services available in Texas would be reduced and the costs would be higher.
Other benefits provided by SMT are the end-to-end In-Home Device testing program and the lessons learned that were shared with national smart grid standards organizations. The work done by the SMT team in the development and testing of the SMT HAN functionality resulted in a refinement of the ZigBee Smart Energy Profile v1.x, the creation of standardized HAN messaging APIs, and the creation of a standard test script to test the interoperability of In-Home Devices under development. This standardization and testing has stimulated the In-Home Device market and provided Texas Customers with a greater selection of In-Home Devices than in any other electric market in the US.
[bookmark: _Ref352080145] Development
SMT was the product of a collaborative stakeholder-driven process initiated by the Public Utility Commission of Texas (PUCT), designed to support the Advanced Metering System (AMS) deployment in the Texas competitive electricity market. The process of developing and implementing SMT followed widely recognized smart grid methodologies, guiding principles, architectural goals, best practices, smart grid standards and web standards such as the following:
· IntelliGrid Methodology for Developing Requirements for Energy Systems
· Grid Wise Architecture Council’s (GWAC) Interoperability Layered Categories 
· National Institute of Standards and Technology (NIST) Guiding Principles for identifying interoperable smart grid standards 
· NIST Architectural Goals for the Smart Grid
· [bookmark: _Toc352236711]NIST Guidelines for Smart Grid Cyber Security
· PCI and NERC CIP cyber security standards
· Green Button Initiative
· ZigBee Smart Energy Profile 
· NAESB Third Party Access to Smart Meter-based Information
· UCAIug Home Area Network System Requirements Specification
· Web Standards (e.g., Extensible Hypertext Markup Language (XHTML), Cascading Style Sheets (CSS), JavaScript, etc.)
Following these industry methodologies and standards produced an interoperable solution providing users access to smart meter usage information and In-Home Device communication through standardized and secure interfaces. 
The initial functionality of SMT was developed beginning in late 2007 in open collaborative meetings attended by a broad set of stakeholders[footnoteRef:11]. The process used to determine the design and functionality of SMT substantially conformed to the methodology set forth in the IEC 62559 IntelliGrid Methodology for Developing Requirements for Energy Systems standard[footnoteRef:12]. This standard process included defining high level Business Processes, creating context diagrams, identifying actors and their roles and interactions, defining projects, and creating and prioritizing Business Requirements with the help of use case scenarios.  [11:  Stakeholders included the Joint TDSPs, REPs, PUCT staff, consumer advocates, smart meter manufacturers, In-Home Device manufacturers, HAN service providers, solutions vendors, and ERCOT staff.]  [12:  IEC 62559 Publicly Available Specification http://webstore.iec.ch/webstore/webstore.nsf/Artnum_PK/38920] 

SMT is owned, operated, and maintained by the Joint TDSPs. The PUCT oversees the development of any remaining functionality to be provided by SMT.  Any market participant may request a modification to SMT by submitting a change request to an ERCOT subcommittee tasked with addressing smart metering issues. The change request will flow through an existing ERCOT approval process that includes market participant and Joint TDSP review. The Joint TDSPs will perform a cost analysis on the requested change and retain the ultimate authority to approve or reject such proposed modification to SMT.  
SMT began initial operations in early 2010 and implemented over four successful revisions over a four year period. SMT initially provided Customer’s and RORs access to smart meter usage information. Due to the design complexity, privacy concerns, and the nascent Third Party market, implementation of SMT functionality for Third Party access was not complete until the end of 2014. Figure 3 shows the timeline of the modifications to SMT providing progressive functionality.
[bookmark: _Toc348345334][bookmark: _Ref348949438]  
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[bookmark: _Ref351391742][bookmark: _Toc367210597][image: ]
Figure 3: Timeline of SMT Releases

[bookmark: _Ref355171494][bookmark: _Ref351552853][bookmark: _Ref351552860] Security
[bookmark: _Toc348345332]SMT employs a high level of security and the services provided to SMT’s users are rooted in common information security technologies and practices to ensure that all transactions and Customer data are protected. SMT uses a wide array of tools and techniques to ensure that security is deeply ingrained in its services and associated infrastructure. SMT is susceptible to a variety of cyber security threats because it is a web portal accessible through the internet. Recognizing the variety and type of potential attacks, SMT has implemented a robust and encompassing security model. This model reflects state laws, industry-independent regulation, applicable guidelines from national organizations, and business-consistent IT security measures. Many of the security features come through a strategic partnership with the SMT solution provider that leverage their secure web technologies and capitalizes on the solution provider’s extensive industry experience. SMT employs additional mitigation measures through the use of industry standard practices, many of which are provided by the National Institute of Standards and Technology (NIST).  
 A detailed discussion of SMT development, functionality, and security mitigation are provided in Understanding Smart Meter Texas[footnoteRef:13].  [13:  Understanding Smart Meter Texas is filed in Project #41171 Repository of Advanced Metering Implementation Documents http://interchange.puc.texas.gov/WebApp/Interchange/application/dbapps/filings/pgSearch.asp] 

[bookmark: _Toc401563534]Third Party Definition
[bookmark: _Toc348345276]A Third Party, in the context of SMT, is a service provider offering Customers, in the competitive regions of Texas, energy efficiency products and services that may use Customer smart meter usage information or In-Home Devices. The definition of Third Party includes REPs when a REP requests usage data from Customers who do not buy electricity from that REP (i.e., not the ROR).  In addition, the definition of Third Party encompasses all parties, including the Customer’s ROR, who want to offer products and services related to In-Home Devices. 
[bookmark: _Toc401563535]Development of Third Party Functionality 
[bookmark: _Ref348001418][bookmark: _Toc348345278][bookmark: _Toc401563536]Design Process
Business Requirements related to Third Party access were included in the initial SMT Business Requirements[footnoteRef:14] but implementation of Third Party functionality was delayed until other higher priority features were delivered. A year after the initial release of SMT, the market participants began to discuss implementation of SMT Third Party functionality. As the discussions began, it became clear that many details related to Third Party access still needed to be developed and consensus needed to be reached among the market participants. The following were some of the issues identified by the market participants: [14:  The final SMT business requirements are filed in Project #41171 Repository of Advanced Metering Implementation Documents http://interchange.puc.texas.gov/WebApp/Interchange/application/dbapps/filings/pgSearch.asp] 

· Definition of a Third Party and who is included 
· The level of data access (e.g., one time, defined term, open ended, etc.) granted to a Third Party 
· Third Party access to SMT HAN functionality 
· The level of oversight, if any, and the responsibility for such oversight
· Documenting Customer permission (i.e., automated or manual, Customer initiated or Third Party initiated)
· Relationship termination (i.e., Customer controlled or Third Party controlled)
· Determine if a Third Party should be charged an access fee
[bookmark: _Toc401563537]Use Cases
To resolve these issues and to identify additional SMT Business Requirements, the market participants employed a use case-based process. A use case is a sequence of events that describes one way to use a particular system.  It is a story about how a particular user of a system accomplishes a goal.  The process of defining and creating use cases results in a comprehensive set of requirements because:
· It’s done from the users’ point of view, so it’s easier to tell what interactions or steps are really necessary
· It follows a complete path for completing a task from start to finish 
Table 1 lists additional use cases the market participants developed to refine the SMT Third Party Functionality. Developing these use cases helped to identify processes that could be incorporated in the SMT design or, in some cases, helped to uncover unnecessary complexity in certain processes and caused the market participants to search out other solutions.
[bookmark: _Ref351378694][bookmark: _Toc367210589]Table 1: Third Party Use Cases
	Name
	Description

	SMT Registered Consumer Initiates Third Party Relationship
	A SMT registered Consumer intends to initiate the Third Party relationship through SMT which creates an e-mail to the SMT Production Support team

	Consumer Requests Information
	A Consumer requests information on existing Third-Party relationships

	Consumer Terminates Third-Party Relationship
	A Consumer terminates an existing Third-Party relationship

	Third-Party Establishes API with SMT
	A Third-Party coordinates with the SMT Production Support team to set up API access

	Third-Party Requests Information on Consumer Relationships
	A Third-Party requests information on their existing consumer relationships

	Third-Party Accesses Consumer Data
	A Third-Party accesses their consumer data from SMT via API

	Third-Party Adds HAN Device
	A Third-Party utilizes SMT to add a HAN Device to the Customer’s HAN.


[bookmark: _Toc401563538]Storyboards
As the Third Party discussions advanced, the stakeholders migrated to the use of a modified version of use cases called ‘storyboards’ that closely resemble a widely accepted systems development tool known as an Activity Diagram. The stakeholders favored the storyboard method because they were more suitable for presentation and group discussion. Storyboards are visual representations of a sequence of steps that are similar to a use case’s list of steps. The storyboard indicates the flow of actions and information among a set of actors. The storyboards generally include a brief set of steps in a list format and can also indicate references to other important information such as assumptions, requirements, Business Processes and interfaces (see Figure 4). In addition, the storyboards include SMT web portal screen shots to display the full user interface experience. The storyboard process not only documented the steps taken to perform the activity but also recorded the corresponding assumptions and business rules for the activity.
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[bookmark: _Ref351382320][bookmark: _Toc367210598]Figure 4: Storyboard Example

The final set of storyboards that became the design documents for Third Party access to SMT are listed in Table 2.
[bookmark: _Ref351391223][bookmark: _Toc367210590]Table 2: Final Storyboards for Third Party Access
	Name
	Description

	SMT Account Registration

	Third Party registers for a new SMT Account
	A Third Party creates a company account and an Administrator account and approves pending user accounts and assigns users permissions.

	Agreement Invitation

	Third Party initiates Energy Data agreement
	Third Party meets with Customer and obtains necessary information from Customer. Third Party initiates an Energy Data agreement invitation in SMT and SMT sends the invitation to the Customer’s email address.

	Third Party initiates HAN Services agreement
	Third Party meets with Customer and obtains necessary information from Customer. Third Party initiates a HAN Services agreement invitation in SMT and SMT sends the invitation to the Customer’s email address.

	Third Party initiates HAN Device agreement
	Third Party meets with Customer and obtains necessary information from Customer. Third Party initiates a HAN Device agreement invitation in SMT and SMT sends the invitation to the Customer’s email address.

	Agreement Acceptance/Rejection

	Customer accepts invite for Third Party agreement
	Customer accepts an agreement invitation and SMT creates an agreement.

	Customer rejects invite for Third Party agreement
	Customer rejects the agreement and has the option to specify a reason for rejection. SMT does not create an agreement.

	Agreement Management

	Customer views and manages Third Party agreements
	Customer views their existing Third Party Agreements and accepts, rejects, extends or terminates an agreement or removes HAN device.

	Third Party views and manages Customer agreements
	Third Party views their existing Customer Agreements and initiates an extension request, resends an invitation or extension request, exports meter/premise information, terminates agreement or removes HAN device.

	Third Party accesses Customer energy data
	Third Party selects a Customer and views or exports the energy data.

	Third Party accesses Customer HAN Devices
	Third Party selects a HAN device and removes the HAN device from the Customer HAN.

	Reports

	TDSPs and Regulatory officials view history of reports being run on Customers’ usage data
	TDSP or Regulatory user selects an ESIID and views a history of reports a Third Party has run on the Customer’s usage data.


[bookmark: _Ref350945509]The stakeholders documented their progress toward an agreed upon Third Party functionality in various documents that were continually updated to reflect decisions made and consensus reached. One of the most difficult issues to resolve was how to document and track Customer authorizations granted to Third Parties. The stakeholders eventually settled on a process whereby agreement invitations are initiated by Third Parties and accepted or rejected by Customers. Through this agreement process SMT could document and track a Customer’s relationship with a Third Party.
[bookmark: _Toc401563539]Customer Privacy Protection
Ensuring the privacy of Customer data and protecting against unauthorized access are major components of the SMT security controls (see Section 2.3.5 and Section 10.4).  Unlike TDSPs and REPs, Third Parties are not subject to PUCT customer protection rules and SMT’s ability to protect the privacy of Customer data ends once a Customer has granted a Third Party access to their data. However, SMT has a defined registration process for Third Parties (see Section 6.3) that limits the risk of a rogue user creating a Third Party account. During the registration process, each Third Party user must agree to the SMT Terms and Conditions, which require the user to agree that their access to, including viewing, downloading, and use of Customer consumption data is limited to data that the Third Party is authorized to access and only for the term of the authorization.
In order to encourage Third Party participation in Texas and to let the competitive market determine each Third Party’s success, the requirements on Third Parties related to Customer data privacy and protection are voluntary. The Customer has the primary responsibility to determine if there is a need for data protection and the ability of the Third Party to provide that protection.  To help Customers evaluate a Third Party’s ability to protect their data and to make an informed decision on releasing their data to that Third Party, SMT allows a Third Party to distinguish itself by (1) voluntarily providing a link to their privacy policy and (2) voluntarily attesting to meeting the requirements of a national privacy seal. During the initial Third Party registration process, the Third Party is given the opportunity to provide this information or they may provide it at a later time by editing their company profile; however, the Third Party is not required to provide this information to create an account on SMT. If the Third Party provides this information it will be available to the Customer in any agreement invitation correspondence sent to the Customer so the Customer may investigate and evaluate the Third Party.  
In addition, SMT allows Customers who have agreements with Third Parties to rate the Third Party’s services. The average Customer rating of the Third Party is provided to a potential customers on the agreement invitation so the Customer may judge whether or not they want to enter into an agreement with that Third Party.
[bookmark: _Toc401563540]Agreement Invitation Process
[bookmark: _Toc348345288][bookmark: _Toc401563541]Overview
Third Parties who want access to Customer electric usage information or to the SMT HAN functionality must have the Customer’s permission to do so. SMT provides a convenient, well documented process whereby a Third Party may request a Customer’s permission and the Customer may accept or reject the request. SMT grants the Third Party access once a Customer accepts a Third Party’s request.  
[bookmark: _Ref348678737][bookmark: _Ref348681219][bookmark: _Ref348681316][bookmark: _Toc401563542]Third Party Agreements
A Customer grants a Third Party permission to access to their usage data, add In-Home Devices to the Customer’s HAN, or send messages to the Customer’s In-Home Devices by accepting an invitation to enter into one of three types of agreements with the Third Party (see Table 3). The Customer must enter into separate In-Home Device agreements for each In-Home Device they want the Third Party to access. By following the SMT Third Party agreement invitation process, a Third Party may invite a Customer to enter into one of these three agreements and a Customer may accept, reject, or allow the invitation to expire by taking no action. 
[bookmark: _Ref348682146][bookmark: _Toc367210591]Table 3: Third Party Agreements
	Agreement
	Description

	Energy Data Agreement
	· Authorizes a Third Party to access a Customer’s energy usage data, meter information, and premise information
· The term of the agreement may be for a one time access or for a duration of 1 month up to 1 year
· The agreement may include all of the ESIIDs in the Customer’s account or just specific ESIIDs
· A Customer may enter into an unlimited number of Energy Data Agreements 

	In-Home Device Agreement
	· Authorizes a Third Party to add an In-Home Device on the Customer’s HAN
· Authorizes a Third Party to remove an In-Home Device from the Customer’s HAN
· Has no term but is automatically terminated if either the Customer or Third Party removes the In-Home Device or the Customer moves out of the premise
· A Customer may enter into a maximum of 5 In-Home Device Agreements per smart meter.

	In-Home Device Services Agreement
	· Authorizes a Third Party to send specific types of messages to a Customer’s In-Home Device 
· An agreement can specify any combination of simple text, pricing and/or load control message types
· Has no term but may be terminated by either the Customer or Third Party and is automatically terminated if either the Customer or Third Party removes the In-Home Device or Customer moves out of the premise
· A Customer may enter into a maximum of 5 In-Home Device Services Agreements per smart meter.


[bookmark: _Ref367122857][bookmark: _Toc401563543]Prerequisites
A Third Party must register and create an account on the SMT web portal prior to requesting access to Customer usage information or SMT HAN functionality. Before SMT will activate a Third Party’s SMT account, the Third Party must have successfully obtained security credentials and certificates for API and FTPS connectivity and be connected to the SMT FTPS site (see Section 8.2). A REP, who has an account on SMT, will not have to create a separate account to access the SMT Third Party functionality. 
[bookmark: _Ref367122785][bookmark: _Ref347133812][bookmark: _Toc348345291][bookmark: _Ref348950327] Third Party SMT Accounts
SMT is a role based access solution that limits its interfaces and functions to different types of users to ensure system security and privacy protection. There are three types of Third Party accounts on the SMT web portal: a company account, administrator accounts, and user accounts. The company account contains the company-level information and provides a mechanism to associate Third Party administrators and users with the company account. Company accounts have users who are assigned by the company to have the role of either an administrator or user. A company account may have up to four administrators who are responsible for setting up and managing the company profile, managing (i.e., approve or terminate) other users associated with the company account, and managing (grant and revoke) permissions to users to access usage information or HAN functionality associated with the Third Party’s Customers. 
The first Third Party user who registers and creates an account on SMT must create the company account and the first administrator account. Figure 5 shows the SMT web portal home page where a Third Party begins the registration process. The Third Party must have a valid DUNS number to create the company account and must agree to the SMT Terms and Conditions. Optionally, the Third Party may provide a link to their company privacy policy, or attest to meeting the requirements of a national privacy seal.  
Once the necessary registration information has been provided, SMT will verify that the DUNS number is unique in SMT and that the Third Party has a FTPS connection with SMT. If both validations are true, SMT will send the Third Party a temporary password and the Third Party will complete the registration process. SMT will then activate the Third Party company account and other administrators and users may register and create SMT accounts and associate their account with a Third Party company by selecting the company name from a list provided.  SMT will automatically send a request to approve the new account to an existing Third Party administrator. The Third Party administrator will either approve or reject the request and, if the account is approved, the administrator will assign the user certain permissions related to the Third Party’s Customer agreements. Once the account is approved, SMT will activate the Third Party user account.

[bookmark: _Ref350959114][bookmark: _Toc367210599][image: ]
Figure 5: SMT Home Page for Third Party Registration
[bookmark: _Toc401563544]Agreement Invitations
[bookmark: _Ref348682862]Prior to initiating an agreement invitation on SMT, the Third Party must obtain certain information (e.g., ESIID, Account Authorization Code or email address, In-Home Device information, etc.) from the Customer. The Third Party may obtain this information through a variety of means (i.e., face-to-face meeting, email, phone call, etc.), all of which are outside of the SMT agreement invitation process. The Third Party user will create the agreement invitation by entering the information received from the Customer into the form on the SMT web portal or may create the agreement invitation using the agreement invitation API. SMT will validate the information prior to sending the agreement invitation to the Customer’s email address. The Customer is not required to have an SMT account to receive an agreement invitation. 
The email invitation includes the following details related to the agreement:
· Agreement type (i.e., Energy Data, In-Home Device, or In-Home Device Services)
· Energy Data Agreement duration (i.e., one time access for 15 minute, daily, or monthly usage data, continuous access from 1 month up to 12 months) and the ESIIDs included in the agreement
· Links to the Third Party’s web site and privacy policy, if provided
· A national privacy seal, if the Third Party has attested to meeting the national privacy seal requirements 
· Any Customer ratings of the Third Party’s services, if available
The agreement invitation sent to the Customer remains active for a period of 30 days. The Third Party can resend an existing agreement invitation once during the 30 day invitation period as a reminder if the Customer has not responded. If the Customer has not responded within the 30 day invitation period, the invitation expires and a new agreement invitation will have to be created.
[bookmark: _Toc401563545]Customer Acceptance of an Agreement Invitation
The Customer must have an SMT account in order to accept an agreement invitation. If the Customer has an SMT Account, the Customer may accept the invitation to enter into an agreement by clicking on the “Accept” button in the email.  The SMT login page will be presented to the Customer and after the Customer logs in, SMT presents an agreement acceptance confirmation page (see Figure 6). If the Customer does not have an SMT account, the Customer may accept the invitation by clicking on the “Register for an SMT Account”.  The SMT home page is presented to the Customer for the Customer to register and create an account on SMT. Once the account has been established, the Customer may accept an agreement invitation and SMT will confirm the acceptance.
[image: ]
[bookmark: _Ref348523408][bookmark: _Toc367210600]
Figure 6: Agreement Acceptance Confirmation

The process to add an In-Home Device to the Customer HAN is automatically initiated by SMT as soon as the Customer accepts an In-Home Device Agreement.
[bookmark: _Toc401563546]Customer Rejection of an Agreement Invitation
A Customer may reject an invitation to enter into an agreement by clicking on the Reject button in the email. SMT will present a screen confirming the Customer’s rejection and give the Customer the option to indicate why they are rejecting the agreement invitation (see Figure 7). Both the Customer and the Third Party will receive an email notification that the agreement invitation was rejected. 

[bookmark: _Ref351562644][bookmark: _Toc367210601][image: ]
Figure 7: Agreement Rejection Confirmation


[bookmark: _Toc401563547]Agreement Management
[bookmark: _Toc348345292][bookmark: _Ref347832386]Once an agreement invitation has been accepted by a Customer, the agreement is created and associated with both the Customer and Third Party company account. Both the Customer and the Third Party will manage their agreements on the SMT web portal.
[bookmark: _Toc401563548]Customers
Customers must have an SMT account to perform the following management functions related to Third Party agreements.
 Manage Third Party Agreement Invitations
In addition to accepting or rejecting an agreement invitation by clicking the appropriate button in the email request, a Customer may accept or reject a pending agreement invitation by logging into their SMT account and selecting the agreement.
 Search and List Third Party Agreements
A Customer may request a list of Third Party Agreements by searching on the Third Party name, Agreement number, ESIID, meter number, or In-Home Device MAC address.
 Manage Third Party Agreements
A Customer may extend or terminate an Energy Data Agreement at any time and may terminate an In-Home Device Services Agreement at any time. The Customer does not need the Third Party’s permission to perform these functions. If a Customer moves out of a premise, SMT will automatically terminate all Third Party Agreements and remove any In-Home Devices from the Customer HAN.
 Manage HAN devices
A Customer may view a list of their In-Home Devices and view In-Home Device information (e.g., description, type of device, MAC address, etc.). A Customer may also add or remove an In-Home Device from their HAN. If the Customer removes an In-Home Device, any In-Home Device Services Agreement associated with that In-Home Device is automatically terminated and the Customer is asked whether or not they want In-Home Device agreement to remain active. The Customer does not need the Third Party’s permission to remove an In-Home Device that is associated with an In-Home Device or In-Home Device Services Agreement. 
 View Third Party activity
A Customer may view a history of usage reports that a Third Party has requested during the most recent 3 months on their ESIIDs.
[bookmark: _Ref351735032][bookmark: _Ref351735039][bookmark: _Toc401563549]Third Parties
Third Parties have similar functions related to the management of their Customer agreements.
 Manage Customer Agreements
A Third Party may initiate an agreement invitation, resend an invitation, initiate a request to extend an Energy Data Agreement, resend an extension request, view and export a list of Customer agreements, or terminate an active Energy Data or In-Home Device Services Agreement. The Third Party does not need the Customer’s permission to terminate an active agreement. If a Customer moves out of a premise, SMT will automatically terminate all agreements and remove any In-Home devices associated with that Customer.
Figure 8 shows a list of Third Party Energy Data Agreements by Agreement Number.

[bookmark: _Ref352077925][bookmark: _Toc367210602][image: ]
Figure 8: Energy Data Agreements by Agreement Number
 Manage HAN Devices 
For those Customers that have an active In-Home Device Agreement with a Third Party, the Third Party may view a list of In-Home Devices and In-Home Device information (e.g., description, type of device, MAC address, etc.) or the Third Party can resend a request to add an In-Home Device[footnoteRef:15] or request to remove an In-Home Device. The Third Party does not need the Customer’s permission to remove an In-Home Device; however, the Third Party must provide a reason, selected from a dropdown menu, for removing an In-Home Device.  [15:  The process to add an In-Home Device to a Customer’s HAN is automatically initiated when a Customer accepts an In-Home Device Agreement and if this process fails, the Third Party may resend the request to add the device] 

Third Parties may also view a list of In-Home Devices that have been added or removed from the Customer’s HAN as well as a history of all failed requests to add or remove In-Home Devices for a period of up to thirteen months. 
 View and Export Energy Data 
For those Customers that have an active Energy Data Agreement with the Third Party, the Third Party may view and export usage data, meter information, and premise information. The following types of usage reports may be requested:
· On-demand meter reads
· 15-minute interval usage (see Figure 9)
· Daily usage
· Monthly usage
The Third Party may import a file of ESIIDs and SMT will create a separate report file for each ESIID. Up to twelve months of historical usage information may be requested. For security reasons, all export files are sent to the Third Party’s FTPS folder rather than the Third Party’s email address. Third Parties who have Energy Data Agreements with durations from one month up to one year may request scheduled reports that export requested data (i.e., daily 15-minute usage, daily meter read, or monthly) for a time period requested, not to exceed the term of the agreement with the Customer. For example, a Third Party may create a schedule that will export a Customer’s 15 minute usage data on a daily basis for the next three months. These reports may be scheduled on the web portal or requested using a usage API. The reports will be sent to the Third Party’s FTPS folder. 



[bookmark: _Ref352076715][bookmark: _Toc367210603][image: ]
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Figure 9: 15 Minute Interval Usage
View HAN Message Activity
A Third Party may view a report containing the history of HAN messages sent to an In-Home Device.
[bookmark: _Toc401563550]SMT Interfaces
Third Party users can access SMT functionality by using one of the three SMT interfaces: the web portal (i.e., graphical user interface, “GUI”), a FTPS folder, and APIs. Depending upon the type of functionality a Third Party wants to access, they may utilize one or all of these interfaces.
[bookmark: _Toc401563551]Web Portal
The SMT web portal provides a simple, user friendly, browser-based point of access. Figure 10 shows the SMT home page for a Third Party user. The SMT web portal is where a Third Party registers, creates an account, manages other Third Party users (administrators only), and perform the account management functions discussed in Section 7.2. 

[bookmark: _Ref351735878][bookmark: _Toc367210604][image: ]
Figure 10: Third Party Home Page
[bookmark: _Ref367197110][bookmark: _Toc401563552]FTPS
Any usage reports requested by a Third Party on the SMT web portal or through usage APIs will be sent by SMT to the Third Party’s FTPS folder and stored for ten (10) days. When a Third Party has an Energy Data Agreement with a Customer with a duration from one month up to one year, the Third Party may schedule daily or monthly Customer usage reports that will be sent to the Third Party’s FTPS folder.
[bookmark: _Toc401563553]API
The purpose of the API interface is to provide a machine to machine communications channel for Third Parties to interact with SMT. APIs can be sent from a Third Party system to SMT without requiring the user to login to the interactive web portal.  Third Parties are provided with the API guide when they register for a SMT account and go through a testing procedure to validate that their system is communicating correctly using the SMT API. There are four different categories of APIs available: usage APIs, re-branding API, agreement invitation APIs, and HAN APIs.
Third Parties may request ad hoc or scheduled energy usage reports for their Customers using the usage APIs.
The re-branding API provides functionality for Third Parties to display 15-minute and monthly usage data through their own portal. A Customer viewing data on the Third Party’s portal will trigger a data request that is submitted to SMT through the API interface. The results of the data request are then displayed on the Third Party’s portal. This process is seamless to the Customer.
The agreement invitation API provides an alternate way for Third Parties to send agreement invitations to one or more Customers.
The HAN APIs provide functionality for a Third Party to communicate with Customer In-Home Devices and to add or remove In-Home Devices. The APIs use standard ZigBee SEP v1.0 messages that add or remove In-Home Devices (1 at a time), send or cancel text messages for display on In-Home Devices, send a price signal, send or cancel a load control message, or cancel all load control messages. A Third Party can send a ZigBee SEP v1.0 message to up to 10,000 addresses using these APIs. An address can be either an ESIID or an individual In-Home Device. 


[bookmark: _Toc401563554]Help and Guides
[bookmark: _Toc401563555]SMT Help Features
The help functions provided by SMT include a help feature on the SMT portal main menu, help for individual features, FAQs, user’s guides, and other helpful information sources.  SMT maintains a help desk that allows Third Party users to call and ask for assistance with all aspects of SMT functionality. The SMT help desk can help users: 
· Set up an SMT account
· Login to their account
· Change their password
· Answer questions about SMT features
· Access data at the FTPS site 
· Answer questions about the SMT API 
[bookmark: _Toc401563556]Guides
[bookmark: _Toc348345302][bookmark: _Ref348965997]Third Party User Guide
Once a Third Party user has established an account on SMT a detailed user’s guide is available for viewing online or downloading. The Third Party User Guide provides detailed instructions on how to access all the functions of SMT.
SMT HAN User Guide
A SMT HAN User Guide is available to Third Parties interested in providing products that use the SMT HAN functionality.  The HAN User Guide is a comprehensive document describing the SMT HAN functionality and how to access it. Included in the guide are an explanation of the roles each user has related to the SMT HAN functionality, how to connect an In-Home Device to the Customer HAN, how to send messages to an In-Home Device, the kinds of messages that may be sent to In-Home Devices, a HAN API starter kit, and how to test In-Home Devices.
[bookmark: _Toc348345340][bookmark: _Ref352140093][bookmark: _Toc401563557][bookmark: _Ref347936521][bookmark: _Toc348345342]Use of Industry Standards
SMT utilized many smart grid and industry standards and best practices[footnoteRef:16] in its development and implementation. The following key standards are discussed in this Section 10 since they directly relate to the SMT Third Party functionality: [16:  See the discussion in Section 2.3.4 of this document and in Section 10 of Understanding Smart Meter Texas which is filed in Project #41171 Repository of Advanced Metering Implementation Documents http://interchange.puc.texas.gov/WebApp/Interchange/application/dbapps/filings/pgSearch.asp] 

· Green Button Initiative
· ZigBee Smart Energy Profile 
· UCAIug Home Area Network System Requirements Specification
· NAESB Third Party Access to Smart Meter-based Information
[bookmark: _Ref348359119][bookmark: _Toc349222582][bookmark: _Toc401563558][bookmark: _Ref347936862][bookmark: _Toc348345347]Green Button Initiative
In 2011, the Office of Science and Technology Policy (OSTP) and Department of Energy (DOE) challenged the electric utility industry to launch a Green Button initiative that would give consumers access to their energy usage information by downloading it in an easy-to-read industry standard format. SMT implemented the concept of the Green Button initiative over a year prior to the issuance of the Green Button challenge and shortly after the challenge was issued, SMT strategically placed a Green Button icon on several portal pages. On the SMT web portal, Customers can request 13 months of 15-minute usage data in the industry standard XML format and a file will be emailed to the Customer. Customers may then easily load the information into programs that help manage their electricity use or share their usage information with Third Parties who want to provide energy management services to Customers. 
[bookmark: _Ref347936877][bookmark: _Toc348345348][bookmark: _Toc349222584][bookmark: _Toc401563559]ZigBee Smart Energy Profile
ZigBee is a high level wireless communication protocol using small, ultra-low power digital radios to create a wireless home area network by connecting different devices together for secure communications. SEP 1.0 is an interoperable public application software for energy applications developed by the ZigBee Alliance that enables HAN device interoperability regardless of the device manufacturer. SEP 1.0 provides a set of functionality for energy HANs designed to meet the requirements established in the OpenHAN System Requirements Specification[footnoteRef:17]. The functionality provided by SEP 1.0 include real-time electrical usage data, pricing support, text messaging, direct load control, and demand response capability. Real-time electrical usage is supplied to other devices connected to the HAN directly from the smart meter and the remaining SEP 1.0 capabilities are enabled by the SMT HAN APIs. [17:  UtilityAMI 2008 Home Area Network v1.04 (produced by the Utility Communications Architecture International Users Group (UCAIug))] 

[bookmark: _Toc348345362][bookmark: _Toc349222586][bookmark: _Toc401563560][bookmark: _Ref347937393][bookmark: _Ref347937347][bookmark: _Toc348345351][bookmark: _Toc349222585]UCAIug Home Area Network System Requirements Specification
The UCAIug Home Area Network System Requirements Specification (HAN SRS) is a set of high level business requirements for a Customer energy HAN that is able to engage in secure two-way communications between HAN service providers and Customer In-Home Devices. SMT enables the process described in the HAN SRS version 2.0[footnoteRef:18] of adding an In-Home Device to the Customer HAN (i.e., commissioning and registration). Once a Customer has accepted an In-Home Device Agreement with a Third Party, SMT will automatically initiate the process of adding an In-Home Device to the Customer HAN.  In addition, SMT enables the enrollment of Customer In-Home Devices in Third Party programs, a process discussed in the HAN SRS, through the In-Home Device Services Agreement. Once an In-Home Device Services Agreement is in place between a Customer and Third Party, SMT enables the Third Party to send messages to a Customer’s In-Home Device using one of the standard HAN APIs. [18:  UCAIug Home Area Network System Requirements Specification v2.0] 

[bookmark: _Ref355171518][bookmark: _Toc401563561]NAESB Third Party Access to Smart Meter-based Information
SMT adopted many of the model business practices in the NAESB standard REQ.22 - Third Party Access to Smart Meter-based Information Model Business Practices (MBPs).  SMT conforms to the high level principles in this standard related to the ease of granting Third Party access and the accessibility and transparency of the SMT privacy policy. SMT provides an easy to use, traceable method for Customers to grant Third Parties access to their usage information. SMT’s privacy policy is clearly stated in its Terms and Conditions, which are accessible through a link which is strategically placed on the SMT web portal and in communications to Customers regarding Third Party access. In addition, Third Parties may voluntarily attest to meeting the requirements of a national privacy seal and provide a link to their privacy policy, both of which are provided in Third Party communications with the Customer.
The NAESB model business practices for Third Party access to smart meter-based information are grouped into ten (10) privacy categories which are discussed in the following sections as they relate to SMT Third Party functionality.
[bookmark: _Toc348345352]Management and Accountability
Business practices in this category relate to internal policies and best practices on the disclosure of smart meter-based information to Third Parties. SMT conforms to these business practices by allowing only the Customer to authorize a Third Party to access their usage information. A Customer must accept an invitation to enter into an Energy Data Agreement with a Third Party prior to the Third Party accessing their usage data. The NAESB model business practice related to recording and retaining records of disclosures of information to Third Parties is also part of the SMT process. Reports are available from SMT that document how many Energy Data Agreements have been entered into by Customers and how many usage reports are requested by Third Parties. TDSPs and Regulatory users may view these reports and Customers may view reports on the number of usage reports a Third Party requests for their data.
The model business practice governing unauthorized access by a terminated employee is in the SMT design. Third Party Administrators have the ability to terminate access to any user that is associated with their company account, thus avoiding unauthorized access by a terminated employee.
[bookmark: _Toc348345353]Notice and Purpose
Business practices in this category relate to providing a clear notice to Customers that their usage information will not be disclosed to a Third Party unless the Customer authorizes such disclosure, providing understandable and easily accessible privacy policies, and providing understandable authorization terms and conditions. SMT has adopted these business practices. 
SMT has easy to understand Customer User Guides that explain how a Customer may grant a Third Party permission to access to their usage data. In the email invitation to the Customer, it informs the Customer that if they accept the email invitation they are authorizing the Third Party to have access to their energy data and encourages the Customer to review the Third Party’s privacy policy, if provided. The following is in the email agreement invitation that a Customer receives:
“This agreement allows < 3rd Party name> to see and download your energy usage, meter and premise information.”
“If available, you are encouraged to review their privacy policy as it relates to how they manage your information before accepting this agreement.”
The email invitation includes all the authorization terms and conditions, a link to the Third Party’s privacy policy, if such link is provided by the Third Party, and a link to SMT’s privacy policy. In addition, SMT allows a Third Party to state whether they meet the requirements of a national privacy seal.
[bookmark: _Toc348345354]Choice and Consent
Business practices in this category relate to obtaining and verifying the Customer’s authorization or withdrawal of authorization through a clear, concise, understandable, and easily accessible method. A Customer’s authorization is obtained and verified by SMT when the Customer accepts an email invitation and an Energy Data Agreement with a Third Party is created. The Customer may withdraw their authorization at any time without the consent of the Third Party by terminating the Energy Data Agreement on the SMT web portal.
[bookmark: _Toc348345355]Collection and Scope
The business practices in this category limits the Third Party’s collection of smart meter information to only the information and for the stated purpose as set forth in the Customer’s authorization. SMT will only allow a Third Party access to a Customer’s usage information for the period of time set forth in the Energy Data Agreement. SMT will terminate the Third Party’s access immediately following a Customer’s termination of the Energy Data Agreement or the end of the term of the agreement, whichever comes first.
[bookmark: _Toc348345356]Use and Retention
The business practices in this category relate to a Third Party’s retention of Customer smart meter information. A Third Party data retention policy is out of scope for SMT.
[bookmark: _Toc348345357]Individual Access
The business practices in this category relate to providing Customers access to their smart meter information. Providing Customers access to their usage information is one of the primary functions of SMT. SMT provides this access through the SMT web portal so Customers can view and export their data. 
[bookmark: _Toc348345358]Disclosure and Limiting Use
The business practices in this category relate to disclosing Customer usage information to authorized Third Parties, disclosing aggregated usage information, not disclosing the usage information of a previous resident, and disclosing usage information to a law enforcement agency or court of law.   
SMT has a defined process for Third Party access to Customer usage information and only allows a Third Party access when an Energy Data Agreement is active between the Third Party and the Customer. When a Customer moves into a premise, that information is conveyed to SMT through a daily file of market transactions sent by each TDSP and SMT will block a new resident’s access to the previous resident’s usage information. SMT website Terms and Conditions, which all users must agree to prior to accessing SMT functionality, states that SMT will only disclose Customer usage information to a governmental agency or entity when required to by law, regulation, rule, or court order.
[bookmark: _Toc348345359]Security and Safeguards
The business practices in this category relate to the use of information privacy protections, performing a risk assessment related to unauthorized access, developing a comprehensive set of privacy use cases to track smart meter information, and measures to protect the accuracy of the data. 
SMT adheres to best practices as defined by PCI and NERC CIP cyber security standards for protection of Customer privacy. SMT has implemented a number of technologies to mitigate the risk of unauthorized access. The PUCT Advanced Metering rule required that “an independent security audit of the mechanism for Customer and REP access to meter data [be] conducted within one year of initiating such access and promptly report the results to the commission.”[footnoteRef:19] This security audit had been conducted.  [19:  PUCT §25.130(j)(3)] 

Extensive storyboards have been created that detail the flow of smart meter information to Third Parties beginning with the Customer authorization through the Energy Data Agreement and ending with the termination of the Energy Data Agreement or when a Customer moves out of a residence. To protect the privacy of the Customer information usage reports requested by Third Parties are sent to the Third Party’s SMT FTPS folder rather than by email.
The accuracy of the usage information is a function of the TDSPS and is out of scope for SMT.
[bookmark: _Toc348345360]Accuracy and Quality
The business practices in this category relate to the accuracy and quality of the usage information. The TDSP is responsible for the accuracy and quality of the usage information and SMT is responsible for making the data available; therefore this category is out of scope for SMT.
[bookmark: _Toc348345361]Openness, Monitoring, and Challenging Compliance
The business practices in this category relate to providing Customer education and establishing complaint procedures to address Customer disputes regarding disclosure of smart meter information to Third Parties. Prior to implementation of the SMT Third Party access function, Customer’s will be notified and the Customer User Guides will be updated. Establishing complaint procedures is done through Texas law or PUCT rules and is out of scope for SMT.
In addition to adopting many of these model business practices for the SMT functions related to energy usage information, SMT has adopted as many as are applicable to the SMT HAN functions.
[bookmark: _Toc349556827][bookmark: _Toc349556828][bookmark: _Toc349556829][bookmark: _Toc349556830][bookmark: _Toc349556831][bookmark: _Toc349556832][bookmark: _Toc349556833][bookmark: _Toc349556834][bookmark: _Toc349556835][bookmark: _Toc349556836][bookmark: _Toc349556837][bookmark: _Toc349556838][bookmark: _Toc349556839][bookmark: _Toc349556840][bookmark: _Toc349556841][bookmark: _Toc349556842][bookmark: _Toc349556843][bookmark: _Toc349556844][bookmark: _Toc348345373][bookmark: _Ref348518242][bookmark: _Ref348518272][bookmark: _Toc401563562]Acronyms and Definitions 
[bookmark: _Toc401563563]Acronyms
	Acronym
	Term

	AMS
	Advanced Metering System 

	API
	Application Programming Interface

	CSV
	Comma Separated Values

	ERCOT
	Electric Reliability Council of Texas

	ESIID
	Electric Service Identifier

	FTPS
	File Transport Protocol Secure

	FAQs
	Frequently Asked Questions

	GUI
	Graphical User Interface

	GWAC
	Gridwise Architecture Council

	HAN
	Home Area Network

	HB
	House Bill

	NIST
	National Institute of Standards and Technology

	Oncor
	Oncor Electric Delivery Company LLC

	OSTP
	White House Office of Science and Technology Policy

	ROR
	REP of Record

	REP
	Retail Electric Provider

	PUCT
	Public Utility Commission of Texas

	SMT
	Smart Meter Texas

	TNMP
	Texas-New Mexico Power Company

	TDSP
	Transmission and Distribution Service Provider


[bookmark: _Ref352051770][bookmark: _Toc401563564]Definitions
	Term
	Definition

	Activity Diagram
	A graphical representation used to describe the business and operational step-by-step workflows of components in a system. 

	Advanced Metering System 
	A utility system that measures, collects, and analyzes energy usage using advanced electric meters, through various communication technologies. This infrastructure includes hardware, software, communications, customer service systems, meter data management software, metering system, network distribution business systems, etc. 

	AEP Texas Central Company and AEP Texas North Company, or “AEP Texas”
	Two TDSPs that are operating companies of AEP serving a total of almost 1 million retail electric customers in portions of west Texas and south Texas including areas along the Texas gulf coast southwest of Houston.

	Application Programming Interface
	A protocol intended to be used as an interface by software components to communicate with each other.

	Business Customer
	An electric Customer who is a business company with one or more ESIIDs.

	Business Process
	An activity or set of activities designed to produce a specific output. Business Processes describe large groupings of work (functionality / capabilities) that will be available (created or impacted) as a result of the project.

	Business Requirement
	High-level statements of the goals, objectives, or needs of a project.

	CenterPoint Energy Houston Electric, LLC
	A TDSP serving 2.1 million retail electric customers (1.9 million residential customers) in a 5,000-square-mile electric service territory in the Houston metropolitan area. 

	Comma Separated Values
	A common file format in which the data is presented as a list of fields that are separated by commas. CSV files are typically opened with an application or spreadsheet software, such as MS-Excel.

	Customer
	A Residential or Business Customer with a premise connected to one of the Joint TDSPs and has a smart meter installed. 

	Electric Reliability Council of Texas
	The independent system operator that operates the electric grid and manages the deregulated market for 75 % of the state of Texas.

	Electric Service Identifier
	A 17 or 22-digit number used to identify a unique point of electric service delivery to a premise (home or business) and is found on the Customer electric bill. 

	Energy Data Agreement
	An Agreement between a Customer and a Third Party granting the Third Party the ability to view and download usage information, meter information, and premise information for one or more of the Customer’s ESIIDs. 

	File Transport Protocol Secure
	An extension to the commonly used File Transfer Protocol (FTP) that adds support for the Transport Layer Security (TLS) and the Secure Sockets Layer (SSL) cryptographic protocols. FTP is a standard communication protocol used to transfer files from one host or to another host over the internet built on a client-server architecture and uses separate control and data connections between the client and the server.

	Frequently Asked Questions
	A set of question and answers on the SMT web portal relating to SMT, meters, HAN devices, customer accounts, reading reports and using data, and importing files.

	Graphical User Interface
	A type of user interface used by the SMT web portal that allows users to interact with SMT using images for the tasks of gathering and producing information.

	Gridwise Architecture Council
	A team of industry leaders who are helping to identify areas for standardization in the smart electrical grid that allow significant levels of interoperation between system components and  to outline a philosophy of inter-system operation that preserves the freedom to innovate, design, implement and maintain each organization's portion of the electrical system. 

	Home Area Network
	In Texas, an energy related network using the ZigBee Smart Energy Profile v1.0 protocol for communicating with HAN devices within the premises. The HAN, in the context of this document, is created by the smart meter installed at the Customer premises.

	In-Home Device  
	A device (e.g., in-home display, programmable communicating thermostat, smart appliances, etc.) that communicates on the Customer HAN. Sometimes referred to as a HAN Device.

	In-Home Device Agreement
	An Agreement between a Customer and a Third Party granting a Third Party the ability to add or remove an In-Home Device on the Customer HAN.

	In-Home Device Services Agreement
	An Agreement between a Customer and a Third Party granting a Third Party the ability to send messages to a Customer’s In-Home Device. 

	Interoperable[footnoteRef:20] [20:  NIST Framework and Roadmap for Smart Grid Interoperability Standards, Release 2.0] 

	The capability of two or more networks, systems, devices, applications, or components to interwork, and to exchange and readily use information—securely, effectively, and with little or no inconvenience to the user. The Smart Grid will be a system of interoperable systems; that is, different systems will be able to exchange meaningful, actionable information in support of the safe, secure, efficient, and reliable operations of electric systems. The systems will share a common meaning of the exchanged information, and this information will elicit agreed-upon types of response. The reliability, fidelity, and security of information exchanges between and among Smart Grid systems must achieve requisite performance levels.

	Joint TDSPs
	The TDSPs, AEP Texas, CenterPoint, Oncor, and TNMP, who own, operate and maintain SMT.

	Oncor Electric Delivery Company LLC
	A TDSP serving more than 3 million retail electric customers in an electric service area that includes the Dallas-Fort Worth metroplex and portions of east, central and west Texas.

	REP of Record
	The customer’s current REP as recorded in the ERCOT settlement system.

	Residential Account
	An SMT account associated with one or more ESIIDs for a user who is a Residential Customer.

	Retail Electric Provider
	An entity that sells electric energy to retail customers in the competitive regions of Texas but does not own or operate generation assets. REPs register with the PUCT and lists of registered REPs are located on the PUCT website.

	Public Utility Commission of Texas
	The entity, created by Texas legislation, to provide statewide regulation of the rates and services of electric and telecommunications utilities and implement respective legislation.

	Smart Meter Texas
	An internet-based interoperable smart grid solution hosting a common data repository, providing access to smart meter information, providing a method for Customers to grant Third Parties access to their usage data and In-Home Devices, and providing an interoperable method for HAN communications using the TDSP AMS communication network.

	Third Party
	A company that offers energy efficiency products and HAN services to Customers. Third Parties include REPs when REPs are offering energy efficiency products to Customers who do not buy electricity from them (i.e., not the ROR). REPs are considered Third Parties to all Customers, including the ROR Customers, when the REP is offering In-Home Device services to Customers.

	Texas-New Mexico Power Company
	A TDSP serving 230,000 retail electric customers in a diverse electric service area that includes north-central and west Texas and an area along the Texas gulf coast south of Houston. 

	Transmission and Distribution Service Provider
	An entity that has owns and operates electrical transmission and distribution facilities and is regulated by the PUCT.
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Welcome to Smart Meter Texas (SMT)

Get started...

You have arrived at the SMT web site for TDSPs, REPs and 3

rd

Parties. The tools on this site allow you to view and monitor 

the electricity usage of your customers.

Click Register Now to open a SMT account and start monitoring your customers' electric use.

Once registered you will be able to:

Manage Your Account...

Manage your account and update your profile. If you are an Administrator you will also be able to manage other users that 

you have authorized to have access to your company account.

Manage Your Customer's HAN Devices...

Add or Remove HAN Devices for any of your customer's meters.

View Usage Data...

View the electricity usage reports for any of your customer's Smart Meters. You can search for any of your customer's Smart 

Meters. Once you have found the Smart Meter you can view reports or export the usage data.

Read Notifications...

View messages regarding planned system outages, new site features and other information related to the SMT web site.

Overview TDSPs     REPs     3

rd

Parties     Learn More
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Though not required, we will appreciate it if you could please select the option below 

that best indicates your reason for rejecting the 3rd Party agreement invitation from 

<3rd Party Name>

Did not agree to an agreement with this company

Not satisfied with current service

Do not agree with the company’s privacy / security policy

Incorrect agreement duration

Changed my mind

Skip / Don’t want to provide

Send Feedback

This confirms your rejection of a 3

rd

Party Energy Data Agreement with <3

rd

Party Name>.

• <3

rd

Party Name> will receive notification of the rejected agreement.

• If you have rejected this invitation in error, please contact <3

rd

Party Name> to request a new agreement invitation.
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Agreement

Type

Customer 

Agreement #

Start

Date

End

Date

Customer    

Name

Status

Energy Data 102412000005 N/A N/A AA Wang Pending

Energy Data 102412000123 10/24/13 07/24/14 Chris Akin Active

In-Home Device Services 102512000132 N/A N/A Tom Gowan Pending

In-Home Device Services 102512000137 10/24/13 N/A Lombardi LLC Active

In-Home Device 102512000149 N/A N/A Oni Pending

In-Home Device 102512000167 10/24/13 N/A Chandra Active

Energy Data 102412000005 N/A N/A AA Wang Rejected

Energy Data 102412000123 10/24/13 07/24/14 Chris Akin Extension Pending

In-Home Device Services 102512000132 08/11/13 10/25/13 Tom Gowan Closed

In-Home Device Services 102512000137 N/A N/A Lombardi LLC Not Accepted

In-Home Device 102512000149 N/A N/A Oni Pending

In-Home Device 102512000167 10/24/13 N/A Chandra Active

Energy Data 102412000005 N/A N/A AA Wang Pending

Energy Data 102412000123 10/24/13 01/24/14 Chris Akin Active

In-Home Device Services 102512000132 N/A N/A Gowan Pending

In-Home Device Services 102512000137 10/24/13 N/A Lombardi LLC Active

In-Home Device 102512000149 N/A N/A Oni Pending

In-Home Device 102512000167 10/24/13 N/A Chandra Active

Energy Data 102412000005 N/A N/A AA Wang Rejected

Energy Data 102412000123 10/24/13 07/24/14 Chris Akin Extension Pending

View/Edit Agreement Export Agreements

Showing 1 - 25 of 113     1 2 3 4 5 <--Previous | Next--> 

Showing 1 - 25 of 113     1 2 3 4 5 <--Previous | Next--> 

Create a new agreement:

Energy Data

In-Home Device

View/Edit Agreement Export Agreements

In-Home Device Services
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Address:  123 Demo Drive,  ESI ID:  88888880000000001

Anytown, TX.  Meter Multiplier:  1

Usage / Customer Meters Search (3

rd

Party) / Customer Meters – Usage Report

Customer Meters – Usage Report

Usage

Notices Help Home My Account

Welcome, Chris

Log Out

Report Request Status (3

rd

Party)

Customer Meters (ROR)

Customer Meters (3rd Party)

Report Request Status (ROR)
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On Demand Read

Print Export Report in CSV < Previous Day Next Day >

Print Export Report in CSV < Previous Day Next Day >

To view the generation data of this ESIID, export the usage report using the CSV format.
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