PRS Report

	NPRR Number
	697
	NPRR Title
	Disclosure of Protected Information for Research and Coordination Purposes

	Timeline
	Normal
	Action
	Tabled

	Date of Decision
	May 14, 2015

	Proposed Effective Date
	To be determined.

	Priority and Rank Assigned
	To be determined.

	Nodal Protocol Sections Requiring Revision
	1.3.5, Notice Before Permitted Disclosure
1.3.6, Exceptions

	Other Binding Documents Requiring Revision or Related Revision Requests
	None

	Revision Description
	ERCOT is often invited to participate in government-funded research projects that aim to solve a variety of problems affecting grid operations.  While ERCOT could substantially benefit from many of these projects, ERCOT’s participation in them may be limited when disclosure of Protected Information would be required.  The Protocols do not clearly authorize ERCOT to share Protected Information with research organizations or research project participants unless they happen to qualify under one of the explicit exceptions in Section 1.3.6, such as the “vendor or prospective vendor of goods and services” exception in paragraph (1)(h).  But requiring ERCOT to incur some expense under the vendor exception as a condition for sharing Protected Information as part of a research project makes little sense when the organization sponsoring the research is willing to provide valuable information to ERCOT at no cost.    

This Nodal Protocol Revision Request (NPRR) creates a research-related exception to the general prohibition against disclosure of Protected Information.  Specifically, this NPRR allows ERCOT to disclose Protected Information to Entities involved in government-funded research projects where ERCOT has determined that (1) the disclosure of Protected Information would facilitate research that is expected to benefit ERCOT’s operations, (2) the value of the research facilitated by the disclosure of Protected Information is generally expected to exceed the risk of any improper use or disclosure of the Protected Information, and (3) the Entity (or Entities) to whom the information would be disclosed has no financial interest in any ERCOT Market Participant.  If ERCOT determines that the research proposal meets this test, the research organization and any other project participants that would have access to Protected Information would be required to execute a Non-Disclosure Agreement that would forbid disclosure to any other entity, except as explicitly authorized in writing by ERCOT.  ERCOT would also be required to issue a Market Notice upon entering such an arrangement.  

This NPRR also explicitly authorizes ERCOT to share Protected Information with other ISOs/RTOs and electric utilities in other control areas when necessary to coordinate operations between Control Areas, including the synchronization and dispatch of DC Ties, Switchable Generation Resources, and the coordination of Block Load Transfers.  The NPRR requires ERCOT to obtain the agreement of the ISO/RTO or utility not to disclose Protected Information as a condition for receiving that information.

This NPRR also deletes paragraph (2) of Section 1.3.6, which appears to have been mistakenly separated from the language in current paragraph (1)(j) in the initial version of the Nodal Protocols in March 2005.  Comments submitted in PRR 461, Confidentiality Exceptions for Reliability Analysis, in 2003 indicate that this language was intended to ensure that ERCOT would not disclose Resource-specific output, availability, and other data to Market Participants outside of task forces and working groups within ten days of the relevant Operating Day.  However, this restriction was superseded by the specific disclosure timelines adopted by the Public Utility Commission of Texas (PUCT) in 2006 in P.U.C. Substantive Rule 25.505, Resource Adequacy in the Electric Reliability Council of Texas Power Region.  ERCOT therefore proposes to delete this language.     

	Reason for Revision
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  Addresses current operational issues.
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  Meets Strategic goals (tied to the ERCOT Strategic Plan or directed by the ERCOT Board).
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  Market efficiencies or enhancements
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  Administrative
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  Regulatory requirements
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  Other:  

(please select all that apply)

	Credit Work Group Review
	To be determined.

	Procedural History
	· On 4/28/15, NPRR697 and an Impact Analysis were posted.
· On 5/12/15, Luminant comments were posted.

· On 5/14/15, Calpine comments were posted.

· On 5/14/15, PRS considered NPRR697.

	PRS Decision 
	On 5/14/15, PRS unanimously voted to table NPRR697.  All Market Segments were present for the vote.

	Summary of PRS Discussion
	On 5/14/15, participants discussed the 5/12/15 Luminant and 5/14/15 Calpine comments to NPRR697; noted that an ERCOT and Market Participant meeting would be benefical to identifying agreeable Protocol language; and requested the meeting be open to all concerned Market Participants.   


	Business Case

	Qualitative Benefits
	· Facilitates research that can provide substantial benefit to ERCOT without additional cost.

	Quantitative Benefits
	

	Impact to Market Segments
	

	Credit Implications
	

	Other
	


	Sponsor

	Name
	Nathan Bigbee; Warren Lasher

	E-mail Address
	nathan.bigbee@ercot.com; warren.lasher@ercot.com

	Company
	ERCOT

	Phone Number
	(512) 225-7093; (512) 248-6379

	Market Segment
	Not applicable


	Market Rules Staff Contact

	Name
	Kelly Landry

	E-Mail Address
	Klandry@ercot.com 

	Phone Number
	512-248-4630


	Comments Received

	Comment Author
	Comment Summary

	051215 Luminant
	Proposed additional requirements for disclosure of Protected Information regarding ERCOT notice; opportunity to object; conflicts of interest; excecptions to disclosure by third parties; and disclosure proximity to the Operating Day.  

	051415 Calpine
	Requested that ERCOT make a showing of any existing impediments to its research efforts, and proposed that the criteria for disclosure of Protected Information include certain additional assurances.


	Proposed Protocol Language Revision


1.3.5
Notice Before Permitted Disclosure

Before making any disclosure under Section 1.3.4, Protecting Disclosures to the PUCT and Other Governmental Authorities, or under Section 1.3.6, Exceptions, the Receiving Party shall promptly notify the Disclosing Party in writing and shall assert confidentiality and cooperate with the Disclosing Party in seeking to protect the Protected Information from disclosure by confidentiality agreement, protective order, aggregation of information, or other reasonable measures.  Notwithstanding the foregoing, ERCOT is not required to provide notice to the Disclosing Party of disclosures made under items (1)(b), (1)(k), (1)(l), or (1)(m) of Section 1.3.6.

1.3.6
Exceptions 

(1)
The Receiving Party may, without violating Section 1.3, Confidentiality, disclose Protected Information:

(a)
To governmental officials, Market Participants, the public, or others as required by any law, regulation, or order, or by these Protocols, but any Receiving Party must make reasonable efforts to restrict public access to the disclosed Protected Information by protective order, by aggregating information, or otherwise if reasonably possible; or

(b)
If ERCOT is the Receiving Party and disclosure to the PUCT of the Protected Information is required by ERCOT pursuant to applicable Protocol, law, regulation, or order; or

(c)
If the Disclosing Party has given its prior written consent to the disclosure, which consent may be given or withheld in Disclosing Party’s sole discretion; or

(d)
If the Protected Information, before it is furnished to the Receiving Party, is in the public domain; or

(e)
If the Protected Information, after it is furnished to the Receiving Party, enters the public domain other than as a result of a breach by the Receiving Party of its obligations under Section 1.3; or

(f)
If reasonably deemed by the disclosing Receiving Party to be required to be disclosed in connection with a dispute between the Receiving Party and the Disclosing Party, but the disclosing Receiving Party must make reasonable efforts to restrict public access to the disclosed Protected Information by protective order, by aggregating information, or otherwise if reasonably possible; or

(g)
To a TSP or DSP engaged in the ERCOT Transmission Grid or Distribution System planning and operating activities, provided that the TSP or DSP has executed a confidentiality agreement with requirements substantially similar to those in Section 1.3; or

(h)
To a vendor or prospective vendor of goods and services to ERCOT so long as such vendor or prospective vendor:  

(i)
Is not a Market Participant; and 

(ii)
Has executed a confidentiality agreement with requirements substantially similar to those in Section 1.3; or

(i)
To the North American Electric Reliability Corporation (NERC) if required for compliance with any applicable NERC requirement, but any Receiving Party must make reasonable efforts to restrict public access to the disclosed Protected Information as reasonably possible; or

(j)
To ERCOT and its consultants, the IMM, and members of task forces and working groups of ERCOT, if engaged in performing analysis of abnormal system conditions, disturbances, unusual events, and abnormal system performance, or engaged in tasks involving information deemed Critical Energy Infrastructure Information (CEII) for support of the ERCOT Transmission Grid.  Notwithstanding the foregoing sentence, task forces and working groups may not receive Ancillary Service Offer prices or other competitively sensitive price or cost information before expiration of its status as Protected Information.  Each member of a task force or working group shall execute a confidentiality agreement with requirements substantially similar to those in Section 1.3 prior to receiving any Protected Information.  Data to be disclosed under this exception to task forces and working groups must be limited to clearly defined periods surrounding the relevant conditions, events, or performance under review, and must be limited in scope to information pertinent to the condition or events under review, and may include the following:

(i)
QSE Ancillary Service awards and deployments, in aggregate and by type of Resource;

(ii)
Resource facility availability status, including the status of switching devices, auxiliary loads, and mechanical systems that had a material impact on Resource facility availability or an adverse impact on the transmission system operation;

(iii)
Individual Resource information including Base Points, maximum/minimum generating capability, droop setting, real power output, and reactive output;

(iv)
Resource protective device settings and status;

(v)
Data from COPs; 

(vi)
Resource Outage schedule information; and

(vii)
Black Start Service (BSS) test results and ERCOT’s Black Start plan, including individual Black Start Resource start-up procedures, cranking paths, and individual TSP Black Start plans;
(k)
To the CFTC if requested from ERCOT by the CFTC as part of an investigation or regulatory inquiry authorized pursuant to the Commodity Exchange Act and the CFTC’s regulations or if required to be submitted to the CFTC pursuant to any other law, provided that ERCOT, as the Receiving Party, must timely submit a written request for confidential treatment in accordance with the CFTC’s regulations;
(l)
If ERCOT is the Receiving Party, to any Entity engaged in one or more government-funded research projects, if:
(i)
ERCOT, in its sole opinion, determines that:
(A)
The disclosure of Protected Information would facilitate research that is expected to benefit ERCOT’s operations;
(B)
The value of the research facilitated by the disclosure of Protected Information is expected to exceed the risk-weighted cost of any improper use or disclosure of the Protected Information; and 

(C)
Each Entity to whom Protected Information would be disclosed has no financial interest in any ERCOT Market Participant. 

(ii)
The Entity agrees in writing not to disclose the information to any other party except as expressly permitted in writing by ERCOT; and

(iii)
ERCOT issues a Market Notice to all Market Participants announcing its participation in the research project and describing the information that it may be required to share and posts the project name and description to the Market Information System (MIS) Secure Area for the duration of the project; or
(m)
If ERCOT is the Receiving Party, to an independent System Operator or electric utility in any Control Area adjacent to the ERCOT Control Area, insofar as such disclosure is necessary to coordinate operations between ERCOT and the other Control Area, provided that the independent System Operator or electric utility in the adjacent Control Area has agreed in writing not to disclose the information to any other party except as expressly permitted in writing by ERCOT. 
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