ERCOT Synchrophasor Technology Assessment
A Report by the Phasor Measurement Task Force (PMTF)
Background
Synchrophasor technology involves the retrieval of GPS time-stamped data from Phasor Measurement Units (PMUs) at various points on the electrical system.  Voltage and current magnitude and angle data, plus frequency is made available for applications to utilize up to 60 times a second.  Common utility industry applications include wide area visualization, state estimator enhancement, model validation, and the implementation of certain protective relaying or control schemes.  PMUs act as a complement to traditional SCADA systems and provide enhanced visibility of certain phenomena, such as oscillatory behavior.
In November 2013, the ERCOT ROS authorized the development of the Phasor Measurement Task Force and developed a charter with the following scope of work:
1. How will synchrophasor data be used in ERCOT (real-time monitoring, unit model validation, etc.)?  What are the current and planned uses by ERCOT? What are current and planned uses by TSPs and generators? 
2. What kinds of locations of PMUs are needed to meet this use(s)?  How will these locations be determined?
3. What are the data latency and quality requirements and other specifications, in order to meet the intended uses?  Should these vary depending on the kind of PMU location?
4. Who should install and own the PMUs?  Who should be responsible for the communications from the PMUs?
5. How should synchrophasor data be treated in terms of confidentiality?
6. What reporting should be established for synchrophaser data? ROS/DWG/SPWG/PDCWG etc.
7. What data retention should be established for synchrophaser data?
8. What are the CIP implications/requirements for the use of this data?
Based on these assigned tasks and other background research, the PMTF developed an Issues List with associated action items and deliverables in each area.
This report, along with other supporting documents and related language revision requests, is the key deliverable provided by the PMTF in response to the ROS request.
Key Benefits for ERCOT (IL #1)
Within the ERCOT region, the three most beneficial applications identified by ERCOT are:
1. Generator oscillation detection and alarming
2. Generator model validation
3. Post-disturbance analysis and reporting
These applications have been chosen based on (A) XXXX, (B) YYYY, and (C) ZZZZ.
.
The following sections of this report examine additional questions and concerns in specific areas related to the ERCOT-identified PMU applications.
PMU Locations and Placement (IL #2)
Current Status
In the ERCOT region, there are presently XXX PMUs installed by XX entities.  Most of these PMUs provide data at a rate of 30 (?) samples per second.  Of these, XX are networked and providing real-time data to ERCOT on a 24x7 basis.  ERCOT has installed the Electric Power Group (EPG) developed RTDMS visualization and alarming platform.  ERCOT engineering staff presently utilize this application for X, Y, Z, and there are plans to introduce this functionality to the control room staff by XXX 20XX.
Several entities have installed PMUs and are utilizing them in the following manner:
	Entity
	Application Area(s)

	AEP
	

	LCRA TSC
	

	Oncor
	

	Sharyland
	


Recommended Actions
Task 1: XXX
Subtask 1a: XXX
Subtask 1b: XXX
Task 2: XXX
Phasor Data Quality of Service Requirements (IL #3)
Current Status
In the ERCOT region, the existing PMUs exhibit an average availability of XX.XX% over the timeframe XX - XX.  

Recommended Actions
Task 1: Data Latency guidelines

Latency is the time it takes from the first bit to be transmitted until the last bit is received. Latency includes the physical delay of the communication channel and equipment being used for the signaling, where the channel latency could be insignificant depending upon the media being used. 

Acceptable latency is highly dependent on the application.  Data used for archiving applications, such as generator model validation and post-event analysis, can be delayed without degrading system performance.  Applications used for displays and operator awareness can usually tolerate 1-5 seconds of delay through the transmission system without degradation.  Latency requirements for the top three applications identified by ERCOT are summarized below. 

	ERCOT Use Case
	Latency Requirement

	Generator Oscillation detection
	1 – 5 seconds

	Generator Model Validation

	N/A

	Post-Event Analysis

	N/A





Task 2: Sampling Rate guidelines
Like Data Latency, Sampling Rates are highly dependent upon application.  For real-time detection of generator oscillations, a sampling rate of 6 samples per second is sufficient, and it is advisable to minimize the sampling rate due to bandwidth and data storage considerations.  For post-event analysis, the output recording rate required by NERC DRAFT standard PRC-002-2 of 30 samples per second is advisable. However, a 60 samples per second rate is consistent with generator modeling practices and tools commonly used in industry for generator model validation purposes. Recommended sampling rates for the top three applications identified by ERCOT are summarized below. 
	ERCOT Use Case
	Output Recording Sampling Rate (samples/sec)

	Generator Oscillations
	6

	Generator Model Validation
	60

	Post-Event Analysis
	30



Task 3: Bandwidth guidelines

Bandwidth requirements should not be independently specified.  Bandwidth is a logical function of the number of monitored phasors per PMU and sampling rate.  Therefore, bandwidth requirements are the logical result of data point and sampling rate requirements.

 IEEE C37.118.2 Synchrophasor Protocol includes standards  for PMU communications systems.  Data is transmitted in frames that consist of several measurements that correspond to a specific time.  Frames are sent at 1 to 60 per second.  The data can be transported over asynchronous serial (such as RS232), synchronous serial (such as RS422), or network communications using raw packet transmission or a stacked protocol such as IP. Bandwidth requirements vary depending on the data rate and the amount of data being transmitted.  The following summarizes the data transmission speed requirements using this protocol. The rates in the table are based on 10 bits/byte of information which is required for RS232.  UDP/IP or TCP/IP bandwidth requirements need to include overheads for TCP/IP (22 bytes/packet) and UDP/IP (28 bytes/packet).

Bandwidth needed for data transmission of synchrophasor data using the C37.118 protocol

	Data rate

Frames/s
	5 Phasors

1 Analog,

(integer)
	10 Phasors,

4 Analog,

2 digital,

(integer)
	10 Phasors,

4 Analog,

2 digital,

(floating point)

	12
	4800 bps
	8400 bps
	14160 bps

	30
	12000 bps
	21000 bps
	35400 bps

	50
	20000 bps
	35000 bps
	59000 bps

	60
	24000 bps
	42000 bps
	70800 bps


PMU and Telecommunications Ownership (IL #4)
Current Status
Presently, most PMU data traffic is carried by XXX.  The PMUs are owned by the asset owners, primarily Transmission Service Providers (TSPs).  XX% of the PMUs are protective relays, while the remaining XX% are ??
Recommended Action
Task 1: XXX
Subtask 1a: XXX
Subtask 1b: XXX

Task 2: XXX
Phasor Data Sharing and Confidentiality (IL #5)
Current Status
Today, phasor data is covered under the XXX agreement.  Parties to this agreement are able to exchange phasor data amongst each other provided, X, Y, and Z.
Recommended Action(s)
Task 1: XXX
Subtask 1a: XXX
Subtask 1b: XXX

Task 2: XXX
Phasor Data Reporting and Workgroup Integration (IL #6)
Current Status
Currently, the use of existing synchrophasor data is by ROS working groups is largely non-existent.  The Critical Infrastructure Protection, NERC Reliability, Planning, Black Start, Network Data Support, Operations, Steady State, System Protection, and Resource Data Working Groups are not using existing data and have not identified uses for the data at this time.  ERCOT staff has discussed synchrophasor data pertaining to generator dynamic performance with the Performance Disturbance Compliance Working Group (PDCWG) and the Dynamics Working Group (DWG).  Whereas the use of such data is not currently part of PDCWG and DWG procedures, some of the data may potentially be a useful supplement to other data sources, such as the RARF process and generator testing data.  Currently, analyzing damping of oscillations is not a defined task or focus of PDCWG but PDCWG could consider use of synchrophasor data for this purpose if this function is not duplicative of ERCOT staff, Generator Owner, and DWG functions.  Neither DWG nor PDCWG have attempted to weigh the relative merit and cost-effectiveness of synchrophasors to other ways to obtain data that could be used to evaluate oscillations, or attempted to weigh the incremental value relative to existing data sources.  As a practical matter, the existing locations of PMUs at transmission switching stations is of limited value for generator model validation, because PMUs need to be placed on the generator terminals for that purpose.
.
Recommended Action(s)
Task 1: Reporting of Generator Oscillations Detected by ERCOT


Prospectively, synchrophasor data used by ERCOT to detect and mitigate generator oscillations would be reported to ROS or ROS working groups on an as-needed basis 
as part of the description of the event.
Task 2: Reporting Generator Model Information
Existing PMU data is not currently used to validate generator dynamic models and the existing placement of PMUs at transmission switching stations is of limited value for validating generator models.  However, to the extent such data is used prospectively, the data will be shared with ERCOT dynamics modeling staff and the Dynamics Working Group (DWG).  If ERCOT staff, in consultation with DWG, determines that changes are needed to generator submitted RARF modeling data based upon the PMU data, ERCOT shall use established processes to modify such data in the ERCOT dynamic models.  Generally, the established process would be similar to the process used if generator tests indicate results that are materially different from generator-submitted RARF data.
Task 3:  Reporting PMU data to support Event Post Analysis

Existing PMU data is not currently used in post-event analysis.  However, to the extent such data is used prospectively, the data will be shared upon request with any ROS working group assigned to analyze the event.
Phasor Data Retention (IL #7)
Current Status
X
Recommended Action(s)
Task 1: XXX
Subtask 1a: XXX
Subtask 1b: XXX

Task 2: XXX
Cyber Security and NERC CIP Implications (IL #8)
Current Status
X
Recommended Action(s)
Task 1: XXX
Subtask 1a: XXX
Subtask 1b: XXX

Task 2: XXX
Future Applications and Long-term Roadmap (IL #9)
Current Status
X
Recommended Action(s)
Task 1: XXX
Subtask 1a: XXX
Subtask 1b: XXX

Task 2: XXX
Overall Summary of Key Recommendations
This vision will be accomplished through the following tasks and related sub-tasks:
1. Enhance and broaden LCRA’s technical knowledge base in this area
a. Form (and formalize) an internal development team
b. Sponsor research and development
c. Participate in industry efforts to learn best practices & latest trends and influence standards development
2. Develop hands-on experience with hardware & software associated with this field
a. Test and install new hardware and software systems
b. Test device interoperability
c. Establish continual cross-training among team members and related parties
3. Populate the electric system with capable devices at key locations
a. Identify optimal locations within LCRA and adjacent utilities
b. Proactively imbed functionality in latest standards for new installations
c. Identify and adhere to relevant NERC CIP standards
4. Integrate with existing & future infrastructure(s)
a. Identify, test, and, deploy “hooks” into existing systems
b. Identify future “synchrophasor-friendly” systems & applications
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� Real-time communication not required. Generator Validation can be performed offline.


� Real-time communication not required. Post-Event Analysis can be performed offline.





�Need input from ERCOT and TSP’s who have installed PMUs


�Example language only – will change for ERCOT report.
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