System Change Request


	SCR Number
	776
	SCR

Title
	Retail Data Transport Upgrade to NAESB EDM v2.2

	Date Posted
	November 6, 2013


	Requested Resolution
	Normal

	Supporting Protocol or Guide Sections
	Protocol Section 3.10.7.2.1, Reporting of Demand Response
Protocol Section 15, Customer Registration
Protocol Section 19, Texas Standard  Electronic Transaction

· Protocol Section 19.7, Advanced Meter Interval Data Format and Submission

Retail Market Guide Section 7.11.3, Customer Billing Contact Information File

	Other Document Reference/Source
	TDTWG NAESB EDM v1.6 Implementation Guide, Texas Data Transport Working Group (TDTWG)

	System Change Description
	This System Change Request (SCR) will upgrade North American Energy Standards Board (NAESB) Electronic Delivery Mechanism (EDM) from v1.6 to v2.2, providing ERCOT and Market Participants the ability to support NAESB EDM specified digital signature as well as retail file data identification in compliance with NAESB EDM v2.2.

	Reason for System Change
	Strengthened security and increased efficiency in identification of data for retail file transmissions including: 

· Reporting of Demand Response 

· Customer Registration Transactions (Texas Standard Electronic Transaction (TX SET))

· Advanced Meter Interval Data Format and Submission (Advanced Metering System (AMS))

· Customer Billing Contact Information (CBCI)


	Business Case

	Business Case
	1
	· Compliance with latest approved NAESB version to date

	
	2
	· Added data security 

	
	3
	· Improved data identification


	Sponsor

	Name
	Isabelle Durham on behalf of TDTWG

	E-mail Address
	Isabelle.durham@centerpointenergy.com

	Company
	CenterPoint Energy

	Phone Number
	713.207.3209

	Cell Number
	

	Market Segment
	Not applicable.


	Market Rules Staff Contact

	Name
	Sandra Tindall

	E-Mail Address
	stindall@ercot.com

	Phone Number
	512-248-3867


	Business Case for Proposed System Change


Issue 1
Risk currently exists where an unauthorized party could intercept and respond to a data transmission since the current NAESB EDM v1.6 standard does not allow for sufficient repudiation for EDM responses.  This means that there is a risk for a party outside the intended receiver to represent themselves as the authorized party on a connection and successfully intercept and/or manipulate the response data to the sender. 
Resolution
The risk is significantly minimized with the implementation of NAESB EDM v2.2 which mandates the use of digital signature for EDM responses.  These responses support the public-private key structure to encrypt EDM responses to verify sender.
Issue 2
Since the implementation of the NAESB EDM v1.6 standard in 2004 the ERCOT retail market has implemented multiple new file types to accommodate various retail market processes (in addition to the standard X12 Texas Standard Electronic Transactions (TX SETs).  The NAESB EDM v1.6 standard does not accommodate the identification of these file types. 
Resolution
Implementation of the NAESB EDM v2.2 accommodates these new file types in transaction-set header data elements will allow files to be identified at the transmission level to allow for enhanced tracking and processing.  These file types include:
· Electronic Data Interchange (.edi)
· The predominant format used to send and receive Texas Standard Electronic Transactions (Texas SET) in the retail market.
· CBCI Files (.csv)
· These are used to communicate Customer Billing Contact Information to be used in a Mass Transition Event.
· Demand Response Files (.csv)
· These files contain information about ESIIDs participating in a Demand Response program.
· Advance Meter LSE Files (.lse)
· These are 15 min interval CSV formatted files for daily meter usage.
Issue 3
In the event of a failed transmission, the current NAESB EDM v1.6 standard does not support the identification of previously attempted file transmissions.  
Resolution 
NAESB EDM v2.2 accommodates the identification of retransmissions through the implementation of header data elements to identify files that have been previously attempted.  This provides the ability to identify subsequent attempts of the same original transmission which would aid in troubleshooting and resolution with NAESB system issues.
Issue 4
NAESB EDM v1.6 does not specify any response time for decryption errors following a previously accepted EDM response transmission. This gap allows for the possibility for unidentified and lost transactions.

Resolution
Implementation of NAESB EDM v2.2 requires decryption errors be sent within one hour of receipt of a transmission. This allows the sender to know the transactions were not processed and resolution efforts shall commence.
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