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1 EXECUTIVE SUMMARY
This document describes the Internet Data Transport protocol implementation guidelines as defined by the Texas Data Transport Working Group (TDTWG) for the deregulated Electric marketplace in Texas and as approved by the Retail Market Subcommittee (RMS).

This document is intended to be used as a supplement to the NAESB EDM Standards v2.2 and does NOT supersede any Public Utility Commission of Texas (PUCT) orders. The NAESB EDM versions are available to NAESB members or viewing rights for non-member Market Participants at www.naesb.org.
2 Introduction
ERCOT is a membership-based nonprofit corporation, governed by a board of directors and subject to oversight by the Public Utility Commission of Texas and the Texas Legislature. ERCOT's members that participate in Market Groups and Subcommittees to the ERCOT BoD include consumers, cooperatives, generators, power marketers, retail electric providers, investor-owned electric utilities (transmission and distribution providers), and municipal-owned electric utilities. ERCOT is the Independent System Operator (ISO) and the Registration Agent supporting Advanced Meters, Demand Response and financial settlement for the competitive wholesale bulk-power market and administers retail switching for premises in competitive choice areas.  
The Texas Data Transport Working Group (TDTWG), reporting to the Retail Market Subcommittee (RMS), creates and maintains data transport implementation guides for the Texas retail electric market. The group is instrumental in assisting market participants and ERCOT to resolve data transport issues. The TDTWG is responsible to monitor the retail market metrics reported to the PUCT by ERCOT as well as the maintenance and monitoring of the Retail Market IT Services Service Level Agreement (SLA).

The TDTWG helps test and implement each new data transport or a new version of existing transport, and it may analyze a data transport to make sure that it is secure and reliable for the retail market. TDTWG also works to ensure that Texas market requirements are included in North American Energy Standards Board electronic delivery mechanisms (EDM) specifications.

The North American Energy Standards Board (NAESB) is a non-profit organization which develops Internet Electronic Transport (Internet ET) Standards that are used by the Retail Electric Quadrant (REQ) for the electronic transport of transactions between trading partners. Member companies participate on a voluntary basis to maintain and update standards.

3 Business Process and Practices
3.1 Internet Electronic Transport (ET) 

The internet ET enables Market Participants to securely and reliably exchange transactions over the internet and the electronic ‘packages’ are created using the standards defined and referenced in this document. The standards adopted for Internet ET should be adhered to by the Market Participants as minimum standards. 
An ET package contains a header, payload and a digital signature as defined in section 5.

3.2 Texas Business Processing

The Texas Market uses various file formats and EDI transactions to satisfy business processes. These processes are listed below:

· 650 – Service Order

· 810 - Invoice

· 814 - General Request, Response or Confirmation 

· 820 - Payment Order/Remittance Advice

· 824 - Application Advice

· 867 - Product Transfer and Resale Report

· 997 - Functional Acknowledgement
· AMS LSE file – Advance meter 15 minute interval data usage file

· CBCI file – Customer Billing Contact Information file

· Demand Response file – ESIIDs included in Demand Response programs.
3.3 Retail Business Process


650 – Service Order

· A Point-to-Point transaction used for following business processes:

· Disconnections

· Re-connections

· Maintenance

· Planned/Un-Planned outage notification
810 – Invoice

· A Point-to-Point transaction used for billing purposes.
814 - General Request, Response or Confirmation 
· Texas Market uses 814 transactions for the following business processes:

· ESIID Enrollments (Switch, Move-In, Move-Out, CSA, Historical Usage)

· ESIID Maintenance (Add, Change, Delete)

· Customer Maintenance (PC)
820 - Payment Order/Remittance Advice

· A Point-to-Point transaction used for payments.
824 - Application Advice

· This transaction is used as an Invoice or Usage reject notification.

867 - Product Transfer and Resale Report

· This is used to communicate Meter data information including initial, final, historical usage and original and replacement readings.
997 - Functional Acknowledgement

· This transaction is used to ANSI X12 acknowledgement with the compliance status of the transaction. 
Advance Meter LSE Files

· These are 15 min interval CSV formatted files for daily meter usage.
CBCI Files

· These are used to communicate Customer Billing Contact Information to be used in a Mass Transition Event.
Demand Response Files
· These files contain information about ESIIDs participating in a Demand Response program.
3.4 Customer Data Information
Customer Data Information files is used in Texas Market to provide information about ESIIDs to gaining CRs and TDSPs in case of a Mass Transition Event. On a regular basis CRs send CBCI files to ERCOT to populate repository at ERCOT. When a Mass Transition event happens ERCOT collects the information about ESIIDs from the repository and sends it to gaining CRs and TDSPs. Details of the each file exchanged are provided in the “Business Process Data” section of this document.
3.5 Meter Data Usage
Fifteen minute settlement quality interval data for advance meters are provided for ERCOT settlement systems using these files. Details specification including the various files formats are provided in the Business Data section.
3.6 DeMAND RESPONSE PROFILE

These files are used by Load serving entities to provide ERCOT with complete information on load response capabilities that are self-arranged or pursuant to bilateral agreements between LSEs and their customers. Details format about the request and response files is provided in the Business Data section of the document.
3.7 Standard Validation Responses
Validation responses are used to acknowledge the receipt of transaction at the receiver site and it is used to close business processing at the sender. Listed below are the validation responses used in Texas Market: 
997 Functional Acknowledgements

· Used to communicate status of an X12 transaction.
CBCI Validation Response

· A response to indicate the status of CBCI data record received at ERCOT.
Demand Response Validation Response

· A response to indicate the status of Demand Response file level validation of data record received at ERCOT.
Demand Response Business Response

· A response to indicate the status of Demand Response Business Level validation of data record received at ERCOT.
4 Related Standards
4.1 Data Transport

Uniform Resource Locator (URL)
A Uniform Resource Locator (URL) is a formatted texted string used by software clients to identify and locate a network resource on internet uniquely. Each party wishing to exchange data over internet should maintain one production URL and one test URL, at a minimum.

HTTP 1.1

HTTP (Hypertext Transfer Protocol) is the World Wide Web application protocol that runs on top of the Internet's TCP/IP suite of protocols. HTTP 1.1 addresses some of the issues that are not considered or addressed in HTTP 1.0 such as hierarchical proxies, caching, persistent connections, and virtual hosts.

 Instead of opening and closing a connection for each application request, HTTP 1.1 provides a persistent connection that allows multiple requests to be batched or pipelined to an output buffer. The underlying Transmission Control Protocol (TCP) layer can put multiple requests (and responses to requests) into one TCP segment that gets forwarded to the Internet Protocol (IP) layer for packet transmission. Because the number of connection and disconnection requests for a sequence of "get a file" requests is reduced, fewer packets need to flow across the Internet. Since requests are pipelined, TCP segments are more efficient. The overall result is less Internet traffic and faster performance for the user.  HTTP 1.1 decompress the files, a server will compress them for transport across the Internet, providing a substantial aggregate savings in the amount of data that has to be transmitted. HTTP common error codes can be found at http://www.w3.org/Protocols/rfc2616/rfc2616-sec10.html
SSL

The SSL (Secure Socket Layer) protocol runs above TCP/IP and below HTTP. It uses TCP/IP on behalf of the higher-level protocols, and in the process allows an SSL-enabled server to authenticate itself to an SSL-enabled client, allows the client to authenticate itself to the server, and allows both machines to establish an encrypted connection.

SSL addresses fundamental concerns about communication over the Internet and other TCP/IP networks: 
· SSL server authentication allows a user to confirm a server's identity. SSL-enabled client software can use standard techniques of public-key cryptography to check that a server's certificate and public ID are valid and have been issued by a certificate authority (CA) listed in the client's list of trusted CAs. This confirmation might be important if the user, for example, is sending a credit card number over the network and wants to check the receiving server's identity. 

· SSL client authentication allows a server to confirm a user's identity. Using the same techniques as those used for server authentication, SSL-enabled server software can check that a client's certificate and public ID are valid and have been issued by a certificate authority (CA) listed in the server's list of trusted CAs. This confirmation might be important if the server, for example, is a bank sending confidential financial information to a customer and wants to check the recipient's identity. 

· An encrypted SSL connection requires all information sent between a client and a server to be encrypted by the sending software and decrypted by the receiving software, thus providing a high degree of confidentiality. Confidentiality is important for both parties to any private transaction. In addition, all data sent over an encrypted SSL connection is protected with a mechanism for detecting tampering--that is, for automatically determining whether the data has been altered in transit. 

In Summary the SSL protocol performs the following 

· Authenticates the server to the client 

· Allows the client and server to select the cryptographic algorithms, or ciphers, that they both support 

· Optionally authenticates the client to the server 

· Uses public-key encryption techniques to generate shared secrets 

· Establishes an encrypted SSL connection
EDM over HTTP(s)
The Internet Engineering Task Force (IETF) is the body that develops and maintains standards (Internet-Standards) and draft standards (Internet-Drafts) for the Internet. RFC 2616 specifies the details of “Hypertext Transfer Protocol (HTTP)” and RFC 4130 (EDIINT – AS2) describes how to exchange structured business data securely using the HTTP transfer protocol. NAESB EDM share a lot of conventions from EDIINT AS2 standard however, as of version 12 of AS2, NAESB EDM and AS2 are no longer compatible.
The transport protocol for NAESB EDM is HTTP. However, if there is a need to secure the EDM header information, HTTPS may be used in addition to the payload encryption provided by the standard. The encryption provided by HTTPS secures only the point to point communications channel directly between the client and the server.
NAESB EDM Versions comparison

	EDM Standard
	1.6
	1.8
	1.9
	2.1
	2.2

	Release date
	July 31, 2002
	September 30,2006
	September 30,2009
	April 30,2013
	Q2, 2014

(Proposed)

	refnum-orig
	N
	Y
	Y
	Y
	Y

	transaction-set
	Y
	Y
	Y
	Y
	Y



	time-c-qualifier
	N
	MA

(Mandatory for REQ and RGQ)
	MA
	MA
	MA

	receipt-security-selection
	MA
	MA
	M
	M
	M

	Digital Signature
	Not mandatory
	Not mandatory
	Mandatory.

Receiver must digitally sign the ‘gisb-acknowledgement-receipt’.
	Mandatory
	Mandatory

	Response timing
	Not specified
	Not Specified
	A decryption response should be sent no later than 60 minutes from initial payload receipt.
	60 minutes
	60 minutes


Common Codes (DUNS)

The Texas Market has implemented a 9-13 digit DUNS numbering system and many entities have the same base 9 digits. ERCOT requires a unique common code for each Market Participant Company.

Login Userid and Password

Each Market participant will provide a unique userid and password combination to facilitate Internet EDM.
4.2 Data Security
All NAESB EDM transactions are to be treated as confidential and must be encrypted. Receipt of un-encrypted ‘clear-text’ ASC X12 transactions should be treated as an exchange failure that needs to be corrected. 

Encryption

It is mandatory to use PGP encryption software (version 6.5 or later) or other software compliant with OpenPGP/RFC 2440 and contain only one encrypted file per payload.

OpenPGP Parameters:

· Public Keys are generated using the El Gamal algorithm.

· Key expiration is recommended at 2 year intervals, any market wide upgrade, or if the security of a key is compromised.  This is at the discretion of the Market Participant.
· User ID should be in format “name (organization) <email address>” with email address being optional.

· All NAESB EDM payloads (transactions) will be encrypted with digital signatures applied using the DSS standard

· OpenPGP compression must be used.
Key Management

Market Participant’s public key should be self-signed and sent to all Market Participants and ERCOT that they wish to do business with in the Texas Market.  The recommended procedure for sending the self-signed public key is via an email attachment sent to the appropriate authority designated by each party. Test and production keys will have different key names, fingerprints, and key id. 

The received public key shall be verified by comparing the fingerprint of the public key by verbal communication. Encrypted data can be in binary form.
Digital signature

Digital signature is the encrypted contents of the gisb-acknowledgement-receipt and attached to the multi part response.
4.3 Business Process Data
Character Set

Allowable Characters

· Uppercase letters (A through Z); and lowercase letters (a-z)

· Numbers zero through nine (0 through 9)

· Underscore (“_”), Dot (“.”) or Dash (“-“).

Spaces are not permitted in the file name.
ANSI X12

ANSI X12 define a set of standards for inter industry business transactions for Electronic Data Interchange. Details about X12 transactions can be found at http://www.x12.org
CBCI

Each Competitive Retailer (CR) in Texas market is required to send Customer Billing and Contact Information (CBCI) file to ERCOT. In case of a Mass Transition event, ERCOT will use that information provided in the file to send information to gaining to CR and Transmission & Distribution Service Provider (TDSP. There are four files in the process:
MTCRCustomerInformation file sent by CR to populate ERCOT CBCI repository.

MTCRCustomerInformationERCOTResponse file is acknowledgement sent by ERCOT to CR with the information as to status of data.

MTERCOT2CRCustomerInformation file sent by ERCOT to gaining CR upon a Mass Transition Event.

MTERCOT2TDSPCustomerInformation file sent by ERCOT to TDSP upon a Mass Transition Event.

The file formats for each type of file is described below:

MTCRCustomerInformation file

Header Record – First row of CSV file and is used to designate data to be presented with a unique tracking number and sender and receiver information.

	Data Element
	TX SET Mandatory / Optional
	Comments

	Record Type
	Mandatory
	Record Tag “HDR”

	Report Type
	Mandatory
	Mutually defined report definition. Hard Code “MTCRCustomerInformation”

	Report ID
	Mandatory
	The unique report number designated by the Sender to be used in the MTCRCustomerInformationERCOTResponse

	CR DUNS Number
	Mandatory
	REP of Record DUNs Number.  This is the DUNs number for the CR submitting customer information file or used as the receiver when ERCOT is sending the customer information during a Mass Transition event.  


Detail Record – Rows containing detailed customer contact and billing information sent in CSV file. Also, represents validated customer data by ERCOT to be used upon Mass Transition event.

	Data Element
	TX SET Mandatory / Optional
	Comments
	Format

	Record Type
	Mandatory
	Record Tag “DET”
	alpha numeric (3)

	Record Number
	Mandatory
	The unique sequential record number starting with “1”
	Numeric (8)

	CR DUNS Number
	Mandatory
	REP of Record DUNs Number.  This is the DUNs number for the CR submitting information during either file submission or the exiting CR in a Mass Transition Event.  
	Numeric (9 or 13)

	ESI ID Number
	Mandatory
	The basic identifier assigned to each Service Delivery Point. 
	alpha, numeric (36)

	Customer Account Number
	 Optional
	Recommended to help with communication 
	alpha numeric (80)

	Customer First Name
	Conditional
	 Must be provided (along with Customer Last Name) if Customer Company Name is not provided.
	alpha numeric (30)

	Customer Last Name
	Conditional
	 Must be provided (along with Customer First Name) if Customer Company Name is not provided.  
	alpha numeric (30)

	Customer Company Name
	Conditional
	 Must be provided if Customer First Name and Customer Last Name are not Provided.  
	alpha numeric (60)

	Customer Company Contact Name
	Optional
	Used in conjunction with (Company Name) if the company has designated a specific contact.  
	alpha numeric (60)

	Billing Care Of Name
	Optional
	 
	alpha numeric (60)

	Billing Address Line 1
	Mandatory
	If billing address is the same as the Service Address, populate with Service Address.  
	alpha numeric (55)

	Billing Address Line 2
	Optional
	Use for address Overflow.  If billing address is not different than the Service Address, populate with Service Address.  
	alpha numeric (55)

	Billing City
	Mandatory
	If billing address is the same as the Service Address, populate with Service Address.  
	alpha numeric (30)

	Billing State
	Mandatory
	If billing address is the same as the Service Address, populate with Service Address.  
	alpha numeric (2)

	Billing Postal Code
	Mandatory
	If billing address is the same as the Service Address, populate with Service Address.  Note that punctuation (spaces, dashes, etc.) must be excluded.  Postal codes will only contain uppercase letters (A to Z) and digits (0 to 9).  
	alpha numeric (15)

	Billing Country Code
	Optional
	Required when billing address is outside the United States, use valid X-12 Country Code
	alpha numeric (3)

	Primary Phone Number
	Mandatory
	Needed for gaining CR to contact customers.  Punctuation (dashes, symbols etc.) must be excluded. 
	alpha numeric (10)

	Primary Phone Number Extension
	Optional
	Needed for gaining CR to contact customers.  Punctuation (dashes, symbols etc.) must be excluded.
	alpha numeric (10)

	Secondary Phone Number
	 Optional
	Needed for gaining CR to contact customers.  Punctuation (dashes, symbols etc.) must be excluded.
	alpha numeric (10)

	Secondary Phone Number Extension
	Optional
	Needed for gaining CR to contact customers.  Punctuation (dashes, symbols etc.) must be excluded.
	alpha numeric (10)


Sum Record – Provides a count of DET records present in CSV file that are sent to ERCOT for validation.
	Data Element
	TX SET Mandatory / Optional
	Comments
	Format

	Record Type
	Mandatory
	Record Tag “SUM”
	alpha numeric (3)

	Total Number of DET Records
	Mandatory
	Total number of DET records, should be equal to the Record Counter in the last DET record. Use Zero if no records sent
	Numeric (8)

	Total Number of IDT Records
	Mandatory
	Use Zero for inbound to ERCOT
	Numeric (8)

	Total Number of NDT Records
	Mandatory
	Use Zero for inbound to ERCOT
	Numeric (8)


MTCRCustomerInformationERCOTResponse 
Header Record – Same as Header record in MTCRCustomerInformation file.
ER1 Record – It's used to designate a record with invalid format with a reference to original record id in error.

	Data Element
	TX SET Mandatory / Optional
	Comments
	Format

	Record Type
	Mandatory
	Record Tag “ER1”
	alpha numeric (3)

	Record Number
	Mandatory
	The unique sequential record number starting with “1”
	numeric (8)

	Original Record Number 
	Conditional
	Original Record Number sent from MTCRCustomerInformation report that is in Error
Required if Original record type is DET
	Numeric (8)

	Field Name
	Mandatory
	Field Name of record that is in Error
	alpha numeric (80)

	Error Description
	Mandatory
	Description of Error
	alpha numeric (80)


ER2 Record – It’s used to designate a record with a missing mandatory field with a reference to the original record id in error.

	Data Element
	TX SET Mandatory / Optional
	Comments
	Format

	Record Type
	Mandatory
	Record Tag “ER2”
	alpha numeric (3)

	Record Number
	Mandatory
	The unique sequential record number starting with “1”
	Numeric (8)

	Original Record Type
	Mandatory
	The type of record in error.  Valid values are DET, HDR and SUM.
	alpha numeric (3)

	Error Description
	Mandatory
	Description of Error will either be “Missing Value” for Mandatory or Conditional values not present or “Invalid Value” for data format.
	alpha numeric (80)


SUM Record – It provides a sum of all records received in the original file, number of processed and number of records in error.

	Data Element
	TX SET Mandatory / Optional
	Comments
	Format

	Record Type
	Mandatory
	Record Tag “SUM”
	alpha numeric (3)

	Total Number of DET Records
	Mandatory
	Total number of DET records in the original MTCRCustomerInformation report
	Numeric (8)

	Total Number of processed DET Records
	Mandatory
	Total number of DET records processed without Error from  the MTCRCustomerInformation report
	Numeric (8)

	Total Number of Error Records
	Conditional
	Total number of records in Error
	Numeric (8)


MTERCOT2CRCustomerInformation
Header Record – First row of delimited file sent by ERCOT in response to a Mass transition event to gaining CR. It’s used to designate the data to be presented with unique tracking number and an indication of sender and receiver.

	Data Element
	TX SET Mandatory / Optional
	Comments
	Format

	Record Type
	Mandatory
	Record Tag “HDR”
	alpha numeric (3)

	Report Type
	Mandatory
	Mutually defined report definition. Hard Code “MTERCOT2CRCustomerInformation”
	alpha numeric (80)

	Report ID
	Mandatory
	The unique report number designated by the Sender to be used in the MTERCOT2CRCustomerInformation
	alpha numeric

	CR DUNS Number
	Mandatory
	REP of Record DUNs Number.  This is the DUNs number for the CR submitting customer information file or used as the receiver when ERCOT is sending the customer information during a Mass Transition event.  
	Numeric (9 or 13)


Detail Record – The DET record contains ERCOT validated customer contact and billing information data sent to gaining CR in case of Mass transition event.

	Data Element
	TX SET Mandatory / Optional
	Comments
	Format

	Record Type
	Mandatory
	Record Tag “DET”
	alpha numeric (3)

	Record Number
	Mandatory
	The unique sequential record number starting with “1”
	Numeric (8)

	CR DUNS Number
	Mandatory
	REP of Record DUNs Number.  This is the DUNs number for the CR submitting information during either file submission or the exiting CR in a Mass Transition Event.  
	Numeric (9 or 13)

	ESI ID Number
	Mandatory
	The basic identifier assigned to each Service Delivery Point. 
	alpha numeric (36)

	Customer Account Number
	 Optional
	Recommended to help with communication 
	alpha numeric (80)

	Customer First Name
	Conditional
	 Must be provided (along with Customer Last Name) if Customer Company Name is not provided.
	alpha numeric (30)

	Customer Last Name
	Conditional
	 Must be provided (along with Customer First Name) if Customer Company Name is not provided.  
	alpha numeric (30)

	Customer Company Name
	Conditional
	 Must be provided if Customer First Name and Customer Last Name are not Provided.  
	alpha numeric (60)

	Customer Company Contact Name
	Optional
	Used in conjunction with (Company Name) if the company has designated a specific contact.  
	alpha numeric (60)

	Billing Care Of Name
	Optional
	 
	alpha numeric (60)

	Billing Address Line 1
	Mandatory
	If billing address is the same as the Service Address, populate with Service Address.  
	alpha numeric (55)

	Billing Address Line 2
	Optional
	Use for address Overflow.  If billing address is not different than the Service Address, populate with Service Address.  
	alpha numeric (55)

	Billing City
	Mandatory
	If billing address is the same as the Service Address, populate with Service Address.  
	alpha numeric (30)

	Billing State
	Mandatory
	If billing address is the same as the Service Address, populate with Service Address.  
	alpha numeric (2)

	Billing Postal Code
	Mandatory
	If billing address is the same as the Service Address, populate with Service Address.  Note that punctuation (spaces, dashes, etc.) must be excluded.  Postal codes will only contain uppercase letters (A to Z) and digits (0 to 9).  
	alpha numeric (15)

	Billing Country Code
	Optional
	Required when billing address is outside the United States, use valid X-12 Country Code
	alpha numeric (3)

	Primary Phone Number
	Mandatory
	Needed for gaining CR to contact customers.  Punctuation (dashes, symbols etc.) must be excluded. 
	alpha numeric (10)

	Primary Phone Number Extension
	Optional
	Needed for gaining CR to contact customers.  Punctuation (dashes, symbols etc.) must be excluded.
	alpha numeric (10)

	Secondary Phone Number
	 Optional
	Needed for gaining CR to contact customers.  Punctuation (dashes, symbols etc.) must be excluded.
	alpha numeric (10)

	Secondary Phone Number Extension
	Optional
	Needed for gaining CR to contact customers.  Punctuation (dashes, symbols etc.) must be excluded.
	alpha numeric (10)

	Email Address
	Optional
	Needed for gaining CR to contact customers.
	Alpha numeric (80)


IDT (Invalid) Record - Contains information about record data that failed format or any conditional validations. Record layout is same as DET record.
NDT (Missing) Record - Contains information about missing customer information for that ESIID possibly due to completion of service order since CBCI file was submitted.

	Data Element
	TX SET Mandatory / Optional
	Comments
	Format

	Record Type
	Mandatory
	Record Tag “NDT”
	alpha numeric (3)

	Record Number
	Mandatory
	The unique sequential record number starting with “1”
	Numeric (8)

	CR DUNS Number
	Mandatory
	REP of Record DUNs Number 
	Numeric (9 or 13)

	ESI ID Number
	Mandatory
	The basic identifier assigned to each Service Delivery Point. 
	alpha, numeric (36)

	Contact Message
	Mandatory
	“No Information Provided”
	alpha numeric (30)


Sum Record – It provides a sum of all DET, IDT and NDT records that should be represented in file.

	Data Element
	TX SET Mandatory / Optional
	Comments
	Format

	Record Type
	Mandatory
	Record Tag “SUM” 
	alpha numeric (3)

	Total Number of DET Records
	Mandatory
	Total number of DET records, should be equal to the Record Counter in the last DET record. Use Zero if no records sent 
	Numeric (8)

	Total Number of IDT Records
	Mandatory
	Total number of DET records, should be equal to the Record Counter in the last IDT record. Conditional upon the use of IDT Records. Use Zero if no records sent
	Numeric (8)

	Total Number of NDT Records
	Mandatory 
	Total number of DET records, should be equal to the Record Counter in the last NDT record. Conditional upon the use of NDT Records. Use Zero if no records sent
	Numeric (8)


AMS/LSE

Each TDSP in ERCOT service area supporting Advance Meters will provide 15 minute interval data in Lodestar Enhanced format for settlement. The file format is described below:
Header Row One

	Element
	Description
	Mandatory / Optional
	Valid Values
	Comment
	Format

	Header Row One

	1
	Sort code
	Mandatory
	00000001
	Must be 00000001
	Numeric (8)

	2
	ESI ID
	Mandatory
	
	
	Alphanumeric (64)

	3
	Channel
	Mandatory
	1
4
	Indicates type of data contained in the detailed rows.

1 = generation

4 = load
	Numeric (1)



	4
	Start Time
	Mandatory
	
	
	YYYYMMDDHHMMSS (24-hour) (14)

	5
	Stop Time
	Mandatory
	
	
	YYYYMMDDHHMMSS (24-hour) (14)

	6
	DST Participation
	Mandatory
	Y
	Y = DST Participant

Data must be DST adjusted and must be in local prevailing time
	Alphanumeric (1)



	7
	Invalid Record Flag
	Mandatory
	N
	N indicates that the data is VEE’d and does not need to be pre-validated.
	Alphanumeric (1)


Header Row Two

	Element
	Description
	Mandatory / Optional
	Valid Values
	Comment
	Format

	Header Row Two

	1
	Sort code
	Mandatory
	00000002
	Must be 00000002
	Numeric (8)

	2
	Meter Start Reading
	Optional
	
	Meter Start Reading

Not used by ERCOT
Default = 0
	Non-negative numeric

Max = 999999999999999.9999
00:00:00

	3
	Meter Stop Reading – 

Register Read for the day
	Optional
	
	Meter Stop Reading

Not used by ERCOT
Default = 0
	Non-negative numeric

Max = 999999999999999.9999
23:59:59

	4
	Meter Multiplier
	Conditional
	
	Must be included if meter start and meter stop is included.

Not used by ERCOT
Default = 0
	Non-negative numeric

Max = 999999999999999.9999

	5
	Empty value
	Mandatory
	No value provided
	Must be Null.

See example.
	The correct number of commas must be included.

	6
	Pulse multiplier
	Optional
	
	Not used by ERCOT
Default = 0
	Non-negative numeric

Max = 999999999999999.9999

	7
	Empty value


	Mandatory
	No value provided
	Must be Null.

See example.
	The correct number of commas must be included.

	8
	Seconds Per Interval
	Mandatory
	900
	900 = 15 minute intervals
	Numeric (3)

	9
	Lodestar Unit of Measure
	Mandatory
	01
	01 = kWh
	Numeric (2)

	10
	Basic Unit Code
	Optional
	
	Not used by ERCOT
Default = 1
	Positive numeric.  Max 9999.

	11
	Time Zones West of GMT
	Optional
	
	Not used by ERCOT
Default = -1
	Numeric.

Min = -1

Max = 47

	12
	Population
	Optional
	
	Not used by ERCOT
Default = 0.0
	Positive numeric.

Max = 

999999999999999.9999

	13
	Weight
	Optional
	
	Not used by ERCOT
Default = 0.0
	Max = 999999999999999.9999

	14
	Time Zone Standard Name
	Mandatory
	CST
	Not used by ERCOT
	Alphanumeric (3)


Header Row Three

	Element
	Description
	Mandatory / Optional
	Valid Values
	Comment
	Format

	Header Row Three

	1
	Sort code
	Mandatory
	00000003
	Must be 00000003
	Numeric (8)

	2
	Descriptor
	Mandatory
	
	Unique tran id
	Alphanumeric (80)


Header Row Four

	Element
	Description
	Mandatory / Optional
	Valid Values
	Comment
	Format

	Header Row Four

	1
	Sort code
	Mandatory
	00000004
	Must be 00000004
	Numeric (8)

	2
	Timestamp
	Mandatory
	
	Timestamp of read.  This value will determine which read will ‘win’ for a day if there are multiple reads.
	YYYYMMDDHHMMSSMM

	3
	Origin
	Mandatory
	M
	M = Metered
	Alphanumeric (1)


Header Row Thirty

	Element
	Description
	Mandatory / Optional
	Valid Values
	Comment
	Format

	Header Row Thirty

	1
	Sort code
	Mandatory
	00000030
	Must be 00000030
	Numeric (8)

	2
	Name Value Pairs
	Mandatory
	ATTRIBUTE_VALUE_PAIRS
	Must be ATTRIBUTE_VALUE_PAIRS 
	Alphanumeric (21)

	3
	MRE DUNS Number
	Mandatory
	MRE=<required MRE DUNS>
	Insert MRE DUNS Number
	MRE= +

Numeric (9 or 13)

	4
	TDSP DUNS Number
	Mandatory
	Sender=<required Sender DUNS>
	Insert Sender DUNS Number
	Sender= +

Numeric (9 or 13)

	5
	ERCOT DUNS Number
	Mandatory
	Receiver= 183529049
	Must contain ERCOT’s DUNS number.
	Receiver= +

Numeric (9)

	6
	CR DUNS Number
	Attribute is Mandatory
Value is optional
	REP=<optional CR DUNS>
	Insert CR DUNS number

The attribute (REP=) is required.  The value (the CR DUNS number) is optional.
Not Used by ERCOT
	REP= +

Numeric (9 or 13)


Detailed Record

	Element
	Description
	Mandatory / Optional
	Valid Values
	Comment
	Format

	Detailed Record

	1
	Sort code
	Mandatory
	10000000 through 

10000024
	Each row must contain four 15 minute interval sets.

For a 92 interval day, the data records will go through row 22 (10000022).

For a 96 interval day the data records will go through row 23 (10000023).

For a 100 interval day will go through row 24 (10000024).
	Numeric (8)

	2
	Interval value
	Mandatory
	
	
	Numeric

Maximum of 3 significant digits to the right of the decimal.  
Must be a positive value.

	3
	Lodestar Status Code
	Mandatory
	A = actual

E = estimate
	Indicates whether the interval is an actual or estimate.
	Alphanumeric (1)

	4
	Empty value
	Mandatory
	No value provided
	Must be Null.
	The correct number of commas must be included.


Demand Response
Pursuant to  PUC Subst. Rule §25.505(e) (5), “Load serving entities (LSEs) shall provide ERCOT with complete information on load response capabilities that are self-arranged or pursuant to bilateral agreements between LSEs and their customers”

ERCOT requests each REP in its territory to analyze their dynamic pricing and demand response related products associated with each ESIID enrolled in the products and submit a report to ERCOT. This allows ERCOT to perform statistical analysis in an effort to quantify retail demand response and track trends. There are four files in the process:

DRDataCollection file sent by REPs to ERCOT.

DRDataCollectionERCOTResponse file is acknowledgement sent by ERCOT to submitting REP with the information as to status of data.

DRDataCollectionERCOTValidation file sent by ERCOT to submitting REP after business validation are complete.

The file layouts for each type of file are described below:
DRDataCollection
Header Record – First row of the file submitted by REPs. The data is used to provide a unique tracking number and identify sender and receiver.
	Data Element
	TX SET Mandatory / Optional
	Comments

	Record Type
	Mandatory
	Record Tag “HDR.”

	Report Name
	Mandatory
	Mutually defined report definition.  Hard Code “DRDataCollection.”

	Report ID
	Mandatory
	The unique report number designated by the Sender to be used in the DRDataCollectionERCOTResponse.

	REP DUNS Number
	Mandatory
	Retail Electric Provider (REP) of record DUNS Number.  Associated with the ESIIDs sent in the file.  


Detail Record – The DET record contains the ESIID level Demand Response information.

	Data Element
	TX SET Mandatory / Optional
	Comments
	Format

	Record Type
	Mandatory
	Record Tag “DET.”
	Alpha numeric (3)

	Record Number
	Mandatory
	The unique sequential record number starting with “1.”
	Numeric (8)

	REP DUNS Number
	Mandatory
	Retail Electric Provider (REP) of record DUNS Number associated with the ESIIDs sent in the file.
	Numeric (9 or 13)

	ESIID Number
	Mandatory
	The identification for the customer active within the category.  The ESIID is the basic identifier assigned to each Service Delivery Point (SDP). 
	Alpha numeric (36)

	Category Code
	Mandatory
	Category of Demand Response product the ESIID in the record is assigned.  The acceptable codes are below.
	Alpha numeric (3)

	Direct Load Control Indicator
	Mandatory
	Y or N – If the Demand Response can be initiated by LSE or 3rd party (other than the customer)
	Alpha numeric (1)

	Start Date
	Mandatory
	The date the ESIID commenced service under this category
	Numeric (8) yyyymmdd


Summary Record – Indicates total number of DET records from the file being sent from sender to receiver.
	Data Element
	TX SET Mandatory / Optional
	Comments
	Format

	Record Type
	Mandatory
	Record Tag “SUM.” 
	Alpha numeric (3)

	Total Number of DET Records
	Mandatory
	Total number of DET records, should be equal to the Record Counter in the last DET record.  Use Zero if no records sent. 
	Numeric (8)


DRDataCollectionERCOTResponse 

Header Record – First row of the response file from ERCOT to REPs. The data is used to provide a unique tracking number and identify sender and receiver.
	Data Element
	TX SET Mandatory / Optional
	Comments

	Record Type
	Mandatory
	Record Tag “HDR.”

	Report Name
	Mandatory
	Mutually defined report definition.  Hard Code “DRDataCollectionERCOTResponse.”

	Original Report ID
	Mandatory
	Report ID as sent in the “DRDataCollection file.”

	REP DUNS Number
	Mandatory
	Retail Electric Provider (REP) of record DUNS Number receiving this response report information based on the original file submission.  


ER1 Record – Used to designate a record with an invalid value or format, with a reference to the original record in error.
	Data Element
	TX SET Mandatory / Optional
	Comments

	Record Type
	Mandatory
	Record Tag “ER1.”

	Record Number
	Mandatory
	The unique sequential record number starting with “1.”

	ESIID Number
	Mandatory
	The basic identifier assigned to each SDP.

	Original Record Type
	Mandatory
	The type of record in error.  Valid values are DET, HDR, and SUM.

	Original Record Number 
	Conditional
	Original DET Record Number sent from DRDataCollection report that is in error.  Required if Original Record Type is DET.

	Field Name
	Mandatory
	Field name of record that is in error.

	Error Description
	Mandatory
	Description of error.


ER2 record – Used to designate a record with a missing mandatory field, with a reference to the original record in error.

	Data Element
	TX SET Mandatory / Optional
	Comments

	Record Type
	Mandatory
	Record Tag “ER2.”

	Record Number
	Mandatory
	The unique sequential record number starting with “1.”

	ESIID Number
	Mandatory
	The basic identifier assigned to each SDP.

	Original Record Type
	Mandatory
	The type of record in error.  Valid values are DET, HDR, and SUM.

	Original Record Number
	Conditional
	Original DET Record Number sent from DRDataCollection report that is in error.

Required if Original Record Type is DET.

	Field Name
	Mandatory
	Field name of record that is in error.

	Error Description
	Mandatory
	Description of error. 

	Record Type
	Mandatory
	Record Tag “ER2.”


SUM record – Provides the sum of all records received in the original file, the number of records processed, and the number of DET records in error

	Data Element
	TX SET Mandatory / Optional
	Comments

	Record Type
	Mandatory
	Record Tag “SUM.”

	Total Number of DET Records
	Mandatory
	Total number of DET records in the original DRDataCollection report.

	Total Number of processed DET Records
	Mandatory
	Total number of DET records processed without error from the DRDataCollection report.

	Total Number of Error Records
	Conditional
	Total number of DET records in error.


DRDataCollectionERCOTValidation
Header Record – First row of the business validation response file from ERCOT to REPs. The data is used to provide a unique tracking number and identify sender and receiver.
	Data Element
	TX SET Mandatory / Optional
	Comments

	Record Type
	Mandatory
	Record Tag “HDR.”

	Report Name
	Mandatory
	Mutually defined report definition.  Hard Code “DRDataCollectionERCOTValidation.”

	Original Report ID
	Mandatory
	Report ID as sent in the “DRDataCollection file.”

	REP DUNS Number
	Mandatory
	Retail Electric Provider (REP) of record DUNS Number receiving this response report information based on the original file submission.  


ER3 record – Used to designate a record that failed data validation, with a reference to the original record in error.

	Data Element
	TX SET Mandatory / Optional
	Comments

	Record Type
	Mandatory
	Record Tag “ER3.”

	Record Number
	Mandatory
	The unique sequential record number starting with “1.”

	ESIID Number
	Mandatory
	The basic identifier assigned to each SDP.

	Original Record Type
	Mandatory
	The type of record in error.  Valid values are DET, HDR, and SUM.

	Original Record Number
	Conditional
	Original DET Record Number sent from DRDataCollection report that is in error.

Required if Original Record Type is DET.

	Field Name
	Mandatory
	Field name of record that is in error.

	Error Description
	Mandatory
	Description of error. 


SUM record – Provides the sum of all records received in the original file, the number of records processed, and the number of DET records in error

	Data Element
	TX SET Mandatory / Optional
	Comments

	Record Type
	Mandatory
	Record Tag “SUM.”

	Total Number of DET Records
	Mandatory
	Total number of DET records in the original DRDataCollection report.

	Total Number of processed DET Records
	Mandatory
	Total number of DET records processed without error from the DRDataCollection report.

	Total Number of Error Records
	Conditional
	Total number of DET records in error.


5 Technical Implementation
The Texas market uses NAESB EDM Standards as Internet Electronic Transport (ET) mechanism. In Internet Electronic Transport, sending party creates an electronic data package by encrypting data using PGP, and adding all the mandatory NAESB header information to the package. The electronic package is submitted to the receiver’s published URL using SSL and by making and HTTP request.

The receiver receives the packages and sends a Receipt with timestamp and any other error messages. The receiver could decrypt the package immediately or send it another system for decryption. If there are any decryption errors, the receiver may send an error notification to sender with decryption errors. The data contents of the packet are processed based on NAESB quadrant specific processing standards, Trading partner level agreements and other related documents.
5.1 Message Exchanges
A data package sent using NAESB Internet ET consists of three sections:
· Header – This section contains the transport envelope information required to identify Sending and Receiving parties and other mandatory and mutually agreed upon data elements as specified in Data Dictionary.

· Payload – This section contains the actual data which is being transport. The standard allows only for one payload file to be transported in single package.

· Digital Signature – This section provides a mean to add digital signature to package.
Request

Sending a data packet to receiving party requires making a HTTP request to the URL provided by the receiver over a 128-bit SSL encryption. The data packet consists of a Header section and encrypted Payload section.
An HTTP basic authentication is usually required for sending data packets to receiver. The userid and password must be base64 encoded and libraries are available to provide base64 encoding.
HTTP Header

The header consists of data elements required by the HTTP protocol as well as Internet ET envelope data elements. A typical HTTP header sent to a receiver’s server has following elements:
	POST /cgi-bin/NAESBdispatcher HTTP/1.1

Referer: http://www.mycompany.com/pagel.htm

Connection: Keep-Alive

User-Agent: super browser v0.1

Host: localhost

Accept: image/gif, image/x-xbitmap, image/jpeg, image/pjpeg, */*

content-type: multipart/form-data; boundary=---------------------------97453838942835

Content-Length: 5480


The ‘boundary=’ string identifies the string that will appear between each field as a delimiter.

The NAESB EDM envelope specific header data elements are included in a series of boundaries. The required Header Data Elements listed in order as they appear in data stream is as follows with Mutually Agreed shown:
1. from

2. to

3. version

4. receipt-disposition-to

5. receipt-report-type
6. receipt-security-selection
7. transaction-set

8. refnum

9. refnum-orig

10. input-format

11. input-data

Envelope required EDM header data elements for X12 payload in data packet is shown below:
	-----------------------------97453838942835
content-disposition: form-data; name="from"

123456789

-----------------------------97453838942835
content-disposition: form-data; name="to"

987654321
-----------------------------97453838942835
content-disposition: form-data; name="version"

2.2
-----------------------------97453838942835
content-disposition: form-data; name="receipt-disposition-to"

123456789

-----------------------------97453838942835
content-disposition: form-data; name="receipt-report-type"

gisb-acknowledgement-receipt

-----------------------------97453838942835
content-disposition: form-data; name="receipt-security-selection"

signed-receipt-protocol=required,pgp-signature;signed-receipt-micalg=required,md5
-----------------------------97453838942835
content-disposition: form-data; name="transaction-set"

23RBP0RT
-----------------------------97453838942835
content-disposition: form-data; name="refnum"

123456789011

-----------------------------97453838942835
content-disposition: form-data; name="refnum-orig"

123456789011

-----------------------------97453838942835
content-disposition: form-data; name="input-format"

X12
-----------------------------97453838942835



Payload

The content of the data packet sent by the sender to receiver is called Payload. The Payload is PGP encrypted and included in its own boundary section. The data field has two extra identifier for payload file. A sample payload is show below:
	-----------------------------97453838942835

content-disposition: form-data; name="input-data"; filename=”c:\temp\x12.edi”

content-type: multipart/encrypted; boundary=--boundary2--201312040001;

protocol="application/pgp-encrypted"

----boundary2--201312040001

content-type: application/pgp-encrypted

Version: 1

----boundary2--201312040001

content-type: application/octet-stream

-----BEGIN PGP MESSAGE-----

Version: PGP 6.5

hQCMAzRG1pEOIOvdAQP+JMr0m/9+8yOL60Z9Vr6fFV81FCExB/o0xmwiMkiwYsHsz0e8sb7ErC340MrNA/dw3taGMj

mI+CXYRF/PLEdg1NZE1ZCtNeL4YdIHAMLWwODGlQxhSucz8rMSgQ5mZzcOJwBdWLW70efgsu/9UljuJjYc1uZ6C03e

FQv/43fkB+alATtgydxX4g8QK664ad+Jo/XUICSmWBL66fqJR1KLeLf4wTaqGy174Aq48Wpwvg1Eh785zC03UAw0qg

0ugMt86dPeyd91e2JigqwDYEf/DYEKD0J9BGiGpS/uAupNKj8Ocp2IWClxKOGUbxpVNOnNTqWHS/GntegvDE/7/ewC

xDxsnmQS95pOl141QZ1RqbeNaqx2Dq/ra9g65HNchOCzjul5Vi8HHf6Yhg2WnROe+npByyCue6rihqgNVOJwj0Cvzp

b4JE+gMDf3q4ISUb1Fv7/+SSFHDdnhdC5YTpqf1Bc3B07hiLmtTXqNit31EbX9UVElObzSa9ZhxbC6/eSl7Nuf5ZTD

sh9nrk+QQJ6FeC9W4cqXLj7IZySaRO8Vtff+4ktqeuhYusT4kSpnk027aw4O/5jomUkfb22CAe4=

=Oiuo

-----END PGP MESSAGE-----

----boundary2--201312040001--


A sample complete package data stream for X12 payload
	POST /cgi-bin/NAESBdispatcher HTTP/1.1

Referer: http://www.mycompany.com/pagel.htm

Connection: Keep-Alive

User-Agent: super browser v0.1

Host: localhost

Accept: image/gif, image/x-xbitmap, image/jpeg, image/pjpeg, */*

content-type: multipart/form-data; boundary=---------------------------97453838942835

Content-Length: 5480

-----------------------------97453838942835

content-disposition: form-data; name="from"

123456789

-----------------------------97453838942835

content-disposition: form-data; name="to"

987654321

-----------------------------97453838942835

content-disposition: form-data; name="version"

2.2

-----------------------------97453838942835

content-disposition: form-data; name="receipt-disposition-to"

123456789

-----------------------------97453838942835

content-disposition: form-data; name="receipt-report-type"

gisb-acknowledgement-receipt

-----------------------------97453838942835

content-disposition: form-data; name="receipt-security-selection"

signed-receipt-protocol=required,pgp-signature;signed-receipt-micalg=required,md5

-----------------------------97453838942835

content-disposition: form-data; name="transaction-set"

23RBP0RT
-----------------------------97453838942835

content-disposition: form-data; name="refnum"

123456789011

-----------------------------97453838942835

content-disposition: form-data; name="refnum-orig"

123456789011

-----------------------------97453838942835

content-disposition: form-data; name="input-format"

X12

-----------------------------97453838942835

content-disposition: form-data; name="input-data"; filename=”c:\temp\x12.edi”

content-type: multipart/encrypted; boundary=--boundary2--201312040001;

protocol="application/pgp-encrypted"

----boundary2--201312040001

content-type: application/pgp-encrypted

Version: 1

----boundary2--201312040001

content-type: application/octet-stream

-----BEGIN PGP MESSAGE-----

Version: PGP 6.5

hQCMAzRG1pEOIOvdAQP+JMr0m/9+8yOL60Z9Vr6fFV81FCExB/o0xmwiMkiwYsHsz0e8sb7ErC340MrNA/dw3taGMj

mI+CXYRF/PLEdg1NZE1ZCtNeL4YdIHAMLWwODGlQxhSucz8rMSgQ5mZzcOJwBdWLW70efgsu/9UljuJjYc1uZ6C03e

FQv/43fkB+alATtgydxX4g8QK664ad+Jo/XUICSmWBL66fqJR1KLeLf4wTaqGy174Aq48Wpwvg1Eh785zC03UAw0qg

0ugMt86dPeyd91e2JigqwDYEf/DYEKD0J9BGiGpS/uAupNKj8Ocp2IWClxKOGUbxpVNOnNTqWHS/GntegvDE/7/ewC

xDxsnmQS95pOl141QZ1RqbeNaqx2Dq/ra9g65HNchOCzjul5Vi8HHf6Yhg2WnROe+npByyCue6rihqgNVOJwj0cVzp

b4JE+gMDf3q4ISUb1Fv7/+SSFHDdnhdC5YTpqf1Bc3B07hiLmtTXqNit31EbX9UVElObzSa9ZhxbC6/eSl7Nuf5ZTD

sh9nrk+QQJ6FeC9W4cqXLj7IZySaRO8Vtff+4ktqeuhYusT4kSpnk027aw4O/5jomUkfb22CAe4=

=Oiuo

-----END PGP MESSAGE-----

----boundary2--201312040001--

-----------------------------97453838942835--


A sample complete package data stream for CBCI Submission payload
	POST /cgi-bin/NAESBdispatcher HTTP/1.1

Referer: http://www.mycompany.com/pagel.htm

Connection: Keep-Alive

User-Agent: super browser v0.1

Host: localhost

Accept: image/gif, image/x-xbitmap, image/jpeg, image/pjpeg, */*

content-type: multipart/form-data; boundary=---------------------------97453838942835

Content-Length: 5480

-----------------------------97453838942835

content-disposition: form-data; name="from"

123456789

-----------------------------97453838942835

content-disposition: form-data; name="to"

987654321

-----------------------------97453838942835

content-disposition: form-data; name="version"

2.2

-----------------------------97453838942835

content-disposition: form-data; name="receipt-disposition-to"

123456789

-----------------------------97453838942835

content-disposition: form-data; name="receipt-report-type"

gisb-acknowledgement-receipt

-----------------------------97453838942835

content-disposition: form-data; name="receipt-security-selection"

signed-receipt-protocol=required,pgp-signature;signed-receipt-micalg=required,md5

-----------------------------97453838942835

content-disposition: form-data; name="transaction-set"

23CBCI0S
-----------------------------97453838942835

content-disposition: form-data; name="refnum"

123456789011

-----------------------------97453838942835

content-disposition: form-data; name="refnum-orig"

123456789011

-----------------------------97453838942835

content-disposition: form-data; name="input-format"

FF

-----------------------------97453838942835

content-disposition: form-data; name="input-data"; filename=”c:\temp\cbci.csv”

content-type: multipart/encrypted; boundary=--boundary2--201312040001;

protocol="application/pgp-encrypted"

----boundary2--201312040001

content-type: application/pgp-encrypted

Version: 1

----boundary2--201312040001

content-type: application/octet-stream

-----BEGIN PGP MESSAGE-----

Version: PGP 6.5

hQCMAzRG1pEOIOvdAQP+JMr0m/9+8yOL60Z9Vr6fFV81FCExB/o0xmwiMkiwYsHsz0e8sb7ErC340MrNA/dw3taGMj

mI+CXYRF/PLEdg1NZE1ZCtNeL4YdIHAMLWwODGlQxhSucz8rMSgQ5mZzcOJwBdWLW70efgsu/9UljuJjYc1uZ6C03e

FQv/43fkB+alATtgydxX4g8QK664ad+Jo/XUICSmWBL66fqJR1KLeLf4wTaqGy174Aq48Wpwvg1Eh785zC03UAw0qg

0ugMt86dPeyd91e2JigqwDYEf/DYEKD0J9BGiGpS/uAupNKj8Ocp2IWClxKOGUbxpVNOnNTqWHS/GntegvDE/7/ewC

xDxsnmQS95pOl141QZ1RqbeNaqx2Dq/ra9g65HNchOCzjul5Vi8HHf6Yhg2WnROe+npByyCue6rihqgNVOJwj0cVzp

b4JE+gMDf3q4ISUb1Fv7/+SSFHDdnhdC5YTpqf1Bc3B07hiLmtTXqNit31EbX9UVElObzSa9ZhxbC6/eSl7Nuf5ZTD

sh9nrk+QQJ6FeC9W4cqXLj7IZySaRO8Vtff+4ktqeuhYusT4kSpnk027aw4O/5jomUkfb22CAe4=

=Oiuo

-----END PGP MESSAGE-----

----boundary2--201312040001--

-----------------------------97453838942835--


A sample complete package data stream for AMS payload
	POST /cgi-bin/NAESBdispatcher HTTP/1.1

Referer: http://www.mycompany.com/pagel.htm

Connection: Keep-Alive

User-Agent: super browser v0.1

Host: localhost

Accept: image/gif, image/x-xbitmap, image/jpeg, image/pjpeg, */*

content-type: multipart/form-data; boundary=---------------------------97453838942835

Content-Length: 5480

-----------------------------97453838942835

content-disposition: form-data; name="from"

123456789

-----------------------------97453838942835

content-disposition: form-data; name="to"

987654321

-----------------------------97453838942835

content-disposition: form-data; name="version"

2.2

-----------------------------97453838942835

content-disposition: form-data; name="receipt-disposition-to"

123456789

-----------------------------97453838942835

content-disposition: form-data; name="receipt-report-type"

gisb-acknowledgement-receipt

-----------------------------97453838942835

content-disposition: form-data; name="receipt-security-selection"

signed-receipt-protocol=required,pgp-signature;signed-receipt-micalg=required,md5

-----------------------------97453838942835

content-disposition: form-data; name="transaction-set"

23AMS015
-----------------------------97453838942835

content-disposition: form-data; name="refnum"

123456789011

-----------------------------97453838942835

content-disposition: form-data; name="refnum-orig"

123456789011

-----------------------------97453838942835

content-disposition: form-data; name="input-format"

FF

-----------------------------97453838942835

content-disposition: form-data; name="input-data"; filename=”c:\temp\ams.csv”

content-type: multipart/encrypted; boundary=--boundary2--201312040001;

protocol="application/pgp-encrypted"

----boundary2--201312040001

content-type: application/pgp-encrypted

Version: 1

----boundary2--201312040001

content-type: application/octet-stream

-----BEGIN PGP MESSAGE-----

Version: PGP 6.5

hQCMAzRG1pEOIOvdAQP+JMr0m/9+8yOL60Z9Vr6fFV81FCExB/o0xmwiMkiwYsHsz0e8sb7ErC340MrNA/dw3taGMj

mI+CXYRF/PLEdg1NZE1ZCtNeL4YdIHAMLWwODGlQxhSucz8rMSgQ5mZzcOJwBdWLW70efgsu/9UljuJjYc1uZ6C03e

FQv/43fkB+alATtgydxX4g8QK664ad+Jo/XUICSmWBL66fqJR1KLeLf4wTaqGy174Aq48Wpwvg1Eh785zC03UAw0qg

0ugMt86dPeyd91e2JigqwDYEf/DYEKD0J9BGiGpS/uAupNKj8Ocp2IWClxKOGUbxpVNOnNTqWHS/GntegvDE/7/ewC

xDxsnmQS95pOl141QZ1RqbeNaqx2Dq/ra9g65HNchOCzjul5Vi8HHf6Yhg2WnROe+npByyCue6rihqgNVOJwj0cVzp

b4JE+gMDf3q4ISUb1Fv7/+SSFHDdnhdC5YTpqf1Bc3B07hiLmtTXqNit31EbX9UVElObzSa9ZhxbC6/eSl7Nuf5ZTD

sh9nrk+QQJ6FeC9W4cqXLj7IZySaRO8Vtff+4ktqeuhYusT4kSpnk027aw4O/5jomUkfb22CAe4=

=Oiuo

-----END PGP MESSAGE-----

----boundary2--201312040001--

-----------------------------97453838942835--


A sample complete package data stream for Demand Response Submission payload

	POST /cgi-bin/NAESBdispatcher HTTP/1.1

Referer: http://www.mycompany.com/pagel.htm

Connection: Keep-Alive

User-Agent: super browser v0.1

Host: localhost

Accept: image/gif, image/x-xbitmap, image/jpeg, image/pjpeg, */*

content-type: multipart/form-data; boundary=---------------------------97453838942835

Content-Length: 5480

-----------------------------97453838942835

content-disposition: form-data; name="from"

123456789

-----------------------------97453838942835

content-disposition: form-data; name="to"

987654321

-----------------------------97453838942835

content-disposition: form-data; name="version"

2.2

-----------------------------97453838942835

content-disposition: form-data; name="receipt-disposition-to"

123456789

-----------------------------97453838942835

content-disposition: form-data; name="receipt-report-type"

gisb-acknowledgement-receipt

-----------------------------97453838942835

content-disposition: form-data; name="receipt-security-selection"

signed-receipt-protocol=required,pgp-signature;signed-receipt-micalg=required,md5

-----------------------------97453838942835

content-disposition: form-data; name="transaction-set"

23DR000S
-----------------------------97453838942835

content-disposition: form-data; name="refnum"

123456789011

-----------------------------97453838942835

content-disposition: form-data; name="refnum-orig"

123456789011

-----------------------------97453838942835

content-disposition: form-data; name="input-format"

FF

-----------------------------97453838942835

content-disposition: form-data; name="input-data"; filename=”c:\temp\drs.csv”

content-type: multipart/encrypted; boundary=--boundary2--201312040001;

protocol="application/pgp-encrypted"

----boundary2--201312040001

content-type: application/pgp-encrypted

Version: 1

----boundary2--201312040001

content-type: application/octet-stream

-----BEGIN PGP MESSAGE-----

Version: PGP 6.5

hQCMAzRG1pEOIOvdAQP+JMr0m/9+8yOL60Z9Vr6fFV81FCExB/o0xmwiMkiwYsHsz0e8sb7ErC340MrNA/dw3taGMj

mI+CXYRF/PLEdg1NZE1ZCtNeL4YdIHAMLWwODGlQxhSucz8rMSgQ5mZzcOJwBdWLW70efgsu/9UljuJjYc1uZ6C03e

FQv/43fkB+alATtgydxX4g8QK664ad+Jo/XUICSmWBL66fqJR1KLeLf4wTaqGy174Aq48Wpwvg1Eh785zC03UAw0qg

0ugMt86dPeyd91e2JigqwDYEf/DYEKD0J9BGiGpS/uAupNKj8Ocp2IWClxKOGUbxpVNOnNTqWHS/GntegvDE/7/ewC

xDxsnmQS95pOl141QZ1RqbeNaqx2Dq/ra9g65HNchOCzjul5Vi8HHf6Yhg2WnROe+npByyCue6rihqgNVOJwj0cVzp

b4JE+gMDf3q4ISUb1Fv7/+SSFHDdnhdC5YTpqf1Bc3B07hiLmtTXqNit31EbX9UVElObzSa9ZhxbC6/eSl7Nuf5ZTD

sh9nrk+QQJ6FeC9W4cqXLj7IZySaRO8Vtff+4ktqeuhYusT4kSpnk027aw4O/5jomUkfb22CAe4=

=Oiuo

-----END PGP MESSAGE-----

----boundary2--201312040001--

-----------------------------97453838942835--


Reponses
The receiving party is responsible for generating and sending a response to sender when electronic data packets are exchanged.  If a connection is successfully established and internet data packet sent successfully to receiver then receiver must send EDM or EEDM response back to sender. The receiving program is responsible for:
· Parse the incoming request and validate all the data elements are presents including the “Mutually Agreed” ones.

· Create a “receipt” timestamp using the current date and time.

· Generate a Response.

HTTP Response
Most common HTTP error responses received by the sender are listed below:

	HTTP Error Code
	Explanation

	400 – Bad Request
	The request could not be understood by the server due to malformed syntax. The client SHOULD NOT repeat the request without modifications.

	401 – Unauthorized
	The request requires user authentication. The response MUST include a WWW-Authenticate header field containing a challenge applicable to the requested resource. The Client MAY repeat the request with a suitable Authorization header field

	403 – Forbidden
	The server understood the request but is refusing to fulfill it. Authorization will not help and the request SHOUD NOT be repeated.

	404 – Not Found
	The server has not found anything matching the Request – URI.


List of HTTP error codes and detailed explanation can be found at http://www.w3.org/Protocols/rfc2616/rfc2616-sec10.html
EDM Response
An EDM response in the form of Acknowledgement Receipt (‘gisb-acknowledgement-receipt’) is sent from receiving program to sender before closing the communication channel connection. The receipt is critical to non-repudiation and business process timing and closure.

A receipt is a Multi-part MIME-formatted stream which includes all the necessary quadrant specific response data elements in a ‘multipart/report’ MIME envelope. The receipt including the envelope is used to generate a digital signature creating an ‘application/pgp-signature’ body part of the data packet. Both the ‘multipart/report’ receipt and the digital signature are then placed in an ‘application/pgp-signature’ MIME envelope and returned to sender.
Required elements in receipt for REQ / RQG
1. time-c
2. time-c-qualifier
3. request-status
4. server_id
5. trans_id
A complete sample EDM response with ‘gisb-acknowledgement-receipt’ and digital signature for a successful transmission and acknowledgement is shown below:
	content-type:multipart/signed; micalg=pgp-md5; protocol="application/pgp-signature"; boundary=--boundary2--201312040001

----boundary2--201312040001

content-type: multipart/report; report-type="gisb-acknowledgement-receipt";boundary=--NAESB2013

-- NAESB2013

content-type: text/html

<HTML><HEAD><TITLE>Acknowledgement Receipt Success</TITLE></HEAD> <BODY><P>

time-c=20131204082855*
time-c-qualifier=-05*
request-status=ok*

server-id=coolhost*

trans-id=23456897*

</P> </BODY></HTML>

-- NAESB2013

content-type: text/plain.

time-c=20131204082855*
time-c-qualifier=-05*
request-status=ok*

server-id=coolhost*

trans-id=23456897*

-- NAESB2013

------boundary2--201312040001

content-type: application/pgp-signature

-----BEGIN PGP MESSAGE-----

Version: 2.6.26.5

iQCVAwUBMJrRF2N9oWBghPDJAQE9UQQAtl7LuRVndBjrk4EqYBIb3h5QXIX/LC//JV5bNvkZIGPIcEmI5iFd9boEgv

pirHtIREEqLQRkYNoBActFBZmh9GC3C041WGquMbrbxc+nIs1TIKlA08rVi9ig/2Yh7LFrK5Ein57U/W72vgSxLhe/

zhdfolT9BrnHOxEa44b+EI=

=ndaj

-----END PGP MESSAGE-----

----boundary2--201312040001—



EEDM Response

After sending the ‘gisb-acknowledgement-receipt’ to sender, the receiver may send an error response after further downstream processing. NAESB EDM error responses are typically sent for decryption errors. If decryption is successful then no error response is generated.
The required data element in error response are same as the sending the request data packet. However there is no payload file is not encrypted but it includes a digital signature of the message.
Error notification contains two body parts nested within a ‘multi/report’ outer MIME envelope. First body part contains content in human readable HTML format and second part contains machine parsable content in plain text format. Both the body parts are used to create a digital signature body part identified as application/pgp-signature. Both the ‘multipart/report’ receipt and the ‘application/pgp-signature’ are then placed in an ‘application/pgp-signature’ MIME envelope and returned to sender along with quadrant specific header elements.

A complete EEDM message with digital signature is shown:

	POST /cgi-bin/AS2dispatcher HTTP/1.1

Referer: http://www.acmeenergy/upl.htm

Connection: Keep-Alive

User-Agent: brow v0.1 XYZ Corp.

Host: localhost

Accept: image/gif, image/x-xbitmap, image/jpeg, image/pjpeg, */*

content-type: multipart/form-data; boundary=---------------------------87453838942833

Content-Length: 1958

-----------------------------87453838942833

content-disposition: form-data; name="from"

234567890

-----------------------------87453838942833

content-disposition: form-data; name="to"

123456789

-----------------------------87453838942833

content-disposition: form-data; name="version"

1.9

-----------------------------87453838942833

content-disposition: form-data; name="receipt-disposition-to"

123456789

-----------------------------87453838942833

content-disposition: form-data; name="receipt-report-type"

gisb-acknowledgement-receipt

-----------------------------87453838942833

content-disposition: form-data; name="input-format"

error

-----------------------------87453838942833

content-disposition: form-data; name="input-data"; filename=”c:\temp\error.not”

content-type:multipart/signed; micalg=pgp-md5; protocol="application/pgp-signature";

boundary=--boundary2--200309090001

----boundary2--200309090001

content-type: multipart/report; report-type="gisb-error-notification";

boundary="NAESB7868"

--NAESB7868

content-type: text/html

<HTML><HEAD><TITLE>Error Notification</TITLE></HEAD> <BODY><P>

orig-from=123456789*

orig-to=234567890*

orig-input-format=X12*

resp-time-c=19960619102855*

resp-server-id=coolhost*

resp-trans-id=234423897*

request-status=EEDM601: Public Key Invalid*

comments=Please contact 1-800-555-1212 for correct public key*

</P> </BODY></HTML>

--NAESB7868

content-type: text/plain

orig-from=123456789*

orig-to=234567890*

orig-input-format=X12*

resp-time-c=19960619102855*

resp-server-id=coolhost*

resp-trans-id=234423897*

request-status=EEDM601: Public Key Invalid*

comments=Please contact 1-800-555-1212 for correct public key*

--NAESB7868—--

--boundary2--200309090001

content-type: application/pgp-signature

-----BEGIN PGP MESSAGE-----

Version: 6.5

iQCVAwUBMJrRF2N9oWBghPDJAQE9UQQAtl7LuRVndBjrk4EqYBIb3h5QXIX/LC//JV5bNvkZIGPIcEmI5iFd9boEgv

pirHtIREEqLQRkYNoBActFBZmh9GC3C041WGquMbrbxc+nIs1TIKlA08rVi9ig/2Yh7LFrK5Ein57U/W72vgSxLhe/

zhdfolT9BrnHOxEa44b+EI=

=ndaj

-----END PGP MESSAGE-----

----boundary2--200309090001--


5.2 Data Flow

Data flow between sender and receiver for an EDM response.
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Data flow between sender and receiver for an EEDM response.
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Data flow between sender and receiver with use of refnum and refnum-orig data elements.
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6 Connectivity Testing Guidelines

General Testing Guidelines

The Texas SET Working Group shall publish testing procedures for transactions using NAESB EDM v 2.2.
Testing Requirements

Each Market Participant’s NAESB EDM V 2.2 administrator’s email address and contact information are required to be identified to the Testing Administrator.  This Contact information and / or email address will be used for communicating protocol and exchange failures and other related communications.
Market participants shall adhere to standards as adopted by Internet ET as minimum standards for exchanging data packets with trading partners.

Each market participant shall keep their private key secure and exchange public keys using secured communication.

Each market participant shall provide details of Testing URL and production URLs. Userid and password for logging into these protected resources shall be communicated in a secured fashion.
The NAESB EDM V 2.2 test shall be performed with a minimum sample of one payload file.  Volume testing is performed on an as needed basis.

All market participants shall maintain the pace of the test as published by the Testing Administrator.
Parties shall publish to market participants the list(s) of specific TCP ports opened for electronic communication. 

All the requirements for testing may be exchanged using a Trading Partner worksheet.

Testing Goals

· Establish NAESB EDM connectivity including Internet connections and encryption compatibility between all parties (CRs, TDSPs, ERCOT).

· Validate that proper value is set in “transaction-set” header data element.

· Validate that payload data files can be sent. 

· Validate that payload data files can be decrypted.

· Validate that the NAESB EDM time-stamp and trans-id is being delivered and verified by both parties

· Validate that protocol failures are handled properly.

· Validate that exchange failures are handled properly.

· Validate that encryption/decryption and digital signature failures are handled properly.

AppendiX A - EDM Transaction Set Code Values
The codes will be built using a combination of composite keys to identify NAESB Quadrant, ISO, Territory, Data and identifiers.

NAESB Quadrant:

Note: In the order in which they appear in the NAESB Standard 

1 = (RX = both Gas and Electric)

2 = (RE = Retail Electric)

3 = (RG = Retail Gas)

ISO, Territory:

1 = All ISO, All Territories

2 = (ISO = ERCOT) + (Territory = All)

3 = (ISO = ERCOT) + (Territory = Texas)

Data and identifiers:

Represents values defined by data sets and will be described below in the Transaction Description section.

The following table contains a list of code values to be used with the transaction set data element, which is a mutually agreeable (MA) data element in the HTTP Request.
	HTTP
transaction-set
Code Values
	NAESB RXQ
Standard
Number
	Transaction Set Description
	Data Flow

	23AMS015
	RXQ 3.3.1.5
	Advanced Meter Data with interval
	TDSP to ERCOT

TDSP to SMT

	23CBCI0S
	
	Customer Information for Mass Transition Submission
	CR to ERCOT

ERCOT to CR

ERCOT to TDSP

	23CBCI0R
	
	Customer Information for Mass Transition Response
	ERCOT to CR

	23DR000S
	
	Demand Response Program Information Submission
	CR to ERCOT

	23DR000R
	
	Demand Response Program Information Response
	ERCOT to CR

	23RBP0RT
	
	Retail Business Process
	CR to ERCOT

CR to TDSP

TDSP to ERCOT

TDSP to CR

ERCOT to CR

ERCOT to TDSP


Transaction Descriptions:

23AMS015 - Advanced Meter Data with interval

Representing 15-minute interval meter data obtained from advanced meters via Meter Reading Entity’s Advanced Metering Systems (AMS) . **This code to be sent in combination with EDM Header input-format = FF

<Retail Electric><ERCOT, Texas><Data - AMS><Place holder value ><Interval>

23CBCI0S - Customer Information for emergency market event

Representing Customer Billing/Customer Information sent to the alternate party able to securely hold the data unless needed for use during an emergency market event where current responsible party is unable or unwilling to provide current data. To be sent at determined intervals. **This code to be sent in combination with EDM Header input-format = FF

<Retail Electric><ERCOT, Texas><Data - CBCI><Place holder value ><Submission>

23CBCI0R - Customer Information for emergency market event Response

Representing Customer Billing/Customer Information Response to a CBCI submission with validation information sent back to the submitting party. **This code to be sent in combination with EDM Header input-format = FF

<Retail Electric><ERCOT, Texas><Data - CBCI><Place holder value ><Response>

23DR000S - Demand Response Program Information Submission

Representing Demand Response program data sent to the ISO for analysis. To be sent at determined intervals. **This code to be sent in combination with EDM Header input-format = FF

<Retail Electric><ERCOT, Texas><Data - DR><Place holder value >< Submission >

23DR000R - Demand Response Program Information Response

Representing Response to Demand Response data submission with validation information sent back to submitting party. To be sent at determined intervals. **This code to be sent in combination with EDM Header input-format = FF

<Retail Electric><ERCOT, Texas><Data - DR><Place holder value ><Response>

23RBP0RT - Retail Business Process

Representing all transactions supporting the Retail Business Processes of the Retail Electric Market such as Request (Enrollments, service requests to the Utility), Meter Reads, Meter Changes, Invoices, Payments, Disconnect, Reconnect  and Responses. This is a catch all unless specific codes are mutually agreed upon to identify processes uniquely. **This code to be sent in combination with EDM Header input-format = X12

<Retail Electric><ERCOT, Texas><Data - RBP><Place holder value ><Response>

APPENDIX B – EEDM ERROR CODES
A list of common EEDM error codes are listed for reference:

	Validation Code
	Description
	Data Element

	EEDM104 
	Missing transaction set 
	 transaction-set

	EEDM108 
	Invalid transaction set 
	transaction-set

	EEDM110 Invalid ‘version’ version required
	
	

	EEDM111 Missing ‘version’ version
	
	

	EEDM113 Invalid ‘receipt-securityselection’

receipt-securityselection
	
	

	EEDM114 Missing ‘receipt-dispositionto’

receipt-dispositionto
	
	

	EEDM115 Invalid ‘receipt-disposition-to’ receipt-dispositionto
	
	

	EEDM118 Missing ‘receipt-securityselection’

receipt-securityselection
	
	

	EEDM119 Mutually agreed element,

refnum, not present

refnum
	
	

	EEDM120 Mutually agreed element

refnum-orig not present

refnum-orig
	
	

	EEDM121 Duplicate refnum received refnum
	
	

	EEDM699 Decryption Error
	
	

	EEDM601 Public key invalid file itself
	
	

	EEDM602 File not encrypted file itself
	
	

	EEDM603 Encrypted file truncated file itself
	
	

	EEDM604 Encrypted file not signed or

signature not matched

file itself
	
	

	
	
	


APPENDIX C - HTTP, HTML PGP/Open PGP references
HTTP

· General information regarding HTTP with basic terminology included are documented at: http://www.w3.org/pub/WWW/Protocols/HTTP/1.1/spec.html
· Syntax information for multipart can be found in IETF RFC1341 section 7.2. (https://www.ietf.org).
HTML

· Information on HTML 4.0 may be found at: http://www.w3.org/TR/REC-html40/
PGP/OpenPGP

· The IETF OpenPGP standard is available at http://www.ietf.org/rfc/rfc2440.txt
· PGP is available for a variety of operating systems and platforms. For more information contact - Network Associates (http://www.nai.com) or PGP Corporation (http://www.pgp.com) 
APPENDIX D – MArket PArticipant Testing
Every market participant who wishes to participant in Texas Market is required to get certified. ERCOT maintains a testing website with requisite testing requirements. The URL for testing website is https://etod.ercot.com/
 Updates for testing requirements will be provided on the testing website.
Terms AND DEFINITONS
Basic Authentication

A security method for web servers that requires the use of a user name and password to enter a web site.

Batch Browser

A web browser that is capable of uploading data automatically.

CGI

Common Gateway Interface, the specification that notifies an HTTP server about how to communicate with server gateway programs. 

Decryption

A method using Pretty Good Privacy or another security program to decode data that you have received.  In PGP, the sender encrypts with the receiver's public key, and the receiver decrypts with his own private key.

Databases

Software that allows the user to store, to organize and to retrieve large amounts of information in a specified format.  Examples of this software include: Oracle, Informix, Sybase, dBase, and SQLserver.

Digital Signature

The method used by Pretty Good Privacy when the receiver of information verifies the identity of the sender.  It also determines whether the data has been corrupted or tampered with since leaving the sender.

EDI

Electronic Data Interchange.  The phrase given to the standard, electronic format that translates business data in order to conduct business by way of computers.

EDM

Electronic Delivery Mechanism.  The NAESB-defined specification that describes and enables secure, reliable business-to-business E-commerce data exchange.

Encryption

Using PGP or another security program to scramble (encrypt) the transferred data in a manner that can be unscrambled (decrypted) at the receiving end.

Firewall

Some form of hardware or software used to protect a company’s internal network from access by unauthorized users via the Internet.

Flat file (FF)

A computer file that contains printable characters.

HTML

Hypertext Markup Language.  A set of tags that govern graphical and textual interface viewed through some sort of web browser.

HTTP

Hypertext Transfer Protocol.  A protocol used by web browsers to transfer information about location, etc.

Interchange

A group of transaction sets sent electronically by a Trading Partner.

ISP

Internet Service Provider.  A company that provides access to the Internet.

Multipart forms

A standard specification for passing files and associated information using HTTP, as defined in RFC 1867.

PGP

Pretty Good Privacy Security software used to protect data transfer between computers communicating over the Internet. 
Point-to-Point Transaction
A transaction between TDSPs and CRs or between CRs and TDSPs which are not forwarded to ERCOT. 
Secure Sockets Layer (SSL)

A cryptosystem that allows SSL-enabled browsers to send and receive information privately across the Internet public domain.

TCP/IP

Transmission Control Protocol/Internet Protocol -- the fundamental protocol of the Internet upon which most other protocols, HTTP, FTP, etc., is built.

Trading Partner

Companies that have established a trading agreement in order to exchange business transactions in the EDI format.

Web server 

An application supporting some form of web interaction, such as a web page or access by a batch browser.

X12

A universal business standard for electronic communication between computers defined by Accredited Standards committee of ANSI.
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