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National	
  Geographic	
  broadcast	
  
Beginning	
  this	
  Sunday	
  evening,	
  Oct.	
  27	
  at	
  8	
  p.m.	
  Central,	
  the	
  National	
  Geographic	
  channel	
  will	
  broadcast	
  a	
  
docudrama	
  called	
  American	
  Blackout.	
  The	
  story	
  will	
  depict	
  a	
  10-­‐day	
  blackout	
  following	
  a	
  cyber-­‐attack.	
  It	
  will	
  weave	
  
in	
  actual	
  footage	
  from	
  people	
  who	
  have	
  been	
  involved	
  in	
  regional	
  outages	
  and	
  could	
  create	
  a	
  perception	
  of	
  reality.	
  
More	
  about	
  the	
  program	
  is	
  at	
  http://channel.nationalgeographic.com/channel/american-­‐blackout/.	
  	
  
	
  	
  
While	
  a	
  significant	
  disturbance	
  can	
  occur	
  on	
  any	
  electric	
  grid,	
  either	
  from	
  a	
  coordinated	
  event	
  or	
  other	
  cause.	
  the	
  
scenario	
  depicted	
  in	
  the	
  National	
  Geographic	
  drama	
  is	
  not	
  likely	
  to	
  occur	
  in	
  reality.	
  That	
  is	
  partly	
  because	
  the	
  
industry	
  continues	
  to	
  work	
  to	
  make	
  the	
  grid	
  stronger,	
  more	
  reliable	
  and	
  more	
  resilient.	
  
	
  
Industry	
  members	
  work	
  continually	
  to	
  keep	
  their	
  systems	
  and	
  protection	
  measures	
  state-­‐of-­‐the-­‐art	
  to	
  ensure	
  that	
  
the	
  state’s	
  electrical	
  grid	
  remains	
  secure.	
  ERCOT’s	
  job	
  is	
  to	
  take	
  appropriate	
  steps	
  to	
  minimize	
  the	
  probability	
  of	
  a	
  
significant	
  grid	
  event	
  and	
  to	
  be	
  ready	
  to	
  respond	
  if	
  it	
  does.	
  	
  
	
  
ERCOT	
  complies	
  with	
  the	
  federal	
  cyber-­‐security	
  and	
  critical	
  infrastructure	
  protection	
  standards	
  enforced	
  by	
  the	
  
North	
  American	
  Electric	
  Reliability	
  Corporation	
  (NERC),	
  which	
  require	
  bulk	
  power	
  system	
  users,	
  owners	
  and	
  
operators	
  in	
  the	
  United	
  States	
  to	
  identify	
  cyber	
  risks	
  and	
  vulnerabilities,	
  establish	
  controls	
  to	
  secure	
  critical	
  assets	
  
from	
  physical	
  and	
  cyber	
  sabotage,	
  report	
  security	
  incidents,	
  and	
  establish	
  plans	
  for	
  recovery	
  in	
  the	
  event	
  of	
  an	
  
emergency.	
  ERCOT	
  is	
  prepared	
  for	
  grid	
  emergencies	
  regardless	
  of	
  cause,	
  whether	
  it’s	
  a	
  weather	
  event	
  or	
  some	
  other	
  
physical	
  or	
  cyber	
  event	
  that	
  could	
  cause	
  multiple	
  failures	
  of	
  power	
  plants	
  or	
  transmission	
  lines.	
  
	
  
GridEx	
  II:	
  A	
  preparedness	
  exercise	
  
As	
  part	
  of	
  its	
  ongoing	
  preparedness	
  efforts,	
  ERCOT	
  will	
  participate,	
  on	
  Nov.	
  13-­‐14	
  in	
  GridEx	
  II,	
  a	
  voluntary	
  
preparedness	
  exercise	
  conducted	
  by	
  NERC.	
  This	
  is	
  the	
  second	
  exercise	
  of	
  its	
  kind,	
  and	
  more	
  than	
  165	
  organizations	
  
will	
  participate.	
  
	
  
GridEx	
  is	
  designed	
  to	
  review	
  the	
  industry’s	
  capabilities	
  and	
  improve	
  readiness	
  through	
  a	
  simulated	
  security	
  exercise.	
  
It	
  is	
  an	
  opportunity	
  for	
  NERC	
  and	
  the	
  industry	
  to	
  self-­‐assess	
  response	
  and	
  recovery	
  capabilities	
  and	
  to	
  adjust	
  actions	
  
and	
  plans	
  as	
  needed.	
  
	
  
Some	
  media	
  and	
  other	
  communication	
  outlets	
  have	
  been	
  referring	
  to	
  GridEx	
  as	
  a	
  “drill,”	
  and	
  there	
  have	
  been	
  
rumors	
  of	
  a	
  planned	
  grid	
  interruption	
  that	
  day.	
  This	
  exercise	
  will	
  have	
  no	
  operational	
  impacts	
  on	
  the	
  electric	
  grid.	
  	
  
	
  
Reliability	
  is	
  the	
  primary	
  focus	
  of	
  ERCOT,	
  other	
  grid	
  operators,	
  electric	
  utilities	
  and	
  the	
  government	
  agencies	
  that	
  
oversee	
  grid	
  operations.	
  GridEx	
  is	
  one	
  of	
  many	
  efforts	
  to	
  work	
  together	
  and	
  share	
  information	
  that	
  will	
  support	
  that	
  
reliability.	
  The	
  electricity	
  industry	
  is	
  the	
  only	
  critical	
  infrastructure	
  sector	
  with	
  mandatory	
  and	
  enforceable	
  cyber-­‐
security	
  standards,	
  and	
  utilities	
  and	
  appropriate	
  governmental	
  entities	
  work	
  together	
  to	
  share	
  critical	
  information	
  to	
  
identify	
  and	
  address	
  threats.	
  NERC's	
  Electricity	
  Sector	
  Information	
  Sharing	
  and	
  Analysis	
  Center	
  provides	
  a	
  proactive	
  
partnership	
  with	
  the	
  government	
  and	
  private-­‐sector	
  leaders	
  to	
  identify	
  vulnerabilities,	
  share	
  information	
  and	
  further	
  
secure	
  our	
  systems.	
  
	
  
Information	
  about	
  GridEx	
  and	
  results	
  of	
  the	
  first	
  exercise	
  in	
  2011	
  are	
  available	
  on	
  NERC’s	
  website	
  at	
  
www.nerc.com/pa/CI/CIPOutreach/Pages/GridEX.aspx.	
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