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7.1  
ERCOT Wide Area Network

(1)
ERCOT interfaces with each Qualified Scheduling Entity (QSE) and Transmission Service Provider (TSP) over a Wide Area Network (WAN).  ERCOT is responsible for the configuration, maintenance, and management of the communications hardware required to support WAN connectivity.  This includes, but is not limited to, ERCOT issued routers, switches, Channel Service Units/Data Service Units (CSUs/DSUs), and out-of-band management equipment.  The ERCOT WAN is a fully redundant, highly available network designed for Real-Time data transport and is split in to two separate private networks:  a Multiprotocol Label Switching (MPLS) network and a point-to-point network.  See Figure 1, ERCOT Wide Area Network, in Section 7.1.2, QSE and TSP Responsibilities.
(2)
The MPLS network is provisioned with connectivity to each WAN participant.  The primary purpose of the MPLS network is to facilitate Transmission Control Protocol/Internet Protocol (TCP/IP) connectivity between ERCOT and the market for critical market data, most notably Inter-Control Center Communications Protocol (ICCP) and Applications Programming Interface (API) data. 

(3)
The point-to-point network is provisioned with adequate Digital Signal “zero” (DS0) channels to support specific Market Participant requirements.  The point-to-point network’s main function is to provide voice communication to the Market Participant.  Each Market Participant will be allocated the appropriate number of DS0s to support their particular configuration.  ERCOT will monitor utilization and will make final determination of system requirements.  The point-to-point network is also configured to provide redundancy to the MPLS network.  In the event of an MPLS network failure, the point-to-point network is designed to route IP data traffic.  

(4)
The ERCOT WAN provides communication for the following:

(a)
Real-Time telemetry data exchange for wholesale operations, frequency control, and transmission security;

(b)
Operational voice communications for both normal and emergency use.  The ERCOT WAN supports off-premise exchanges (OPX) with ERCOT’s control facilities and the ERCOT Hotlines; and

(c)
Data exchange to support API routines such as power scheduling, Current Operating Plans (COPs), Outage requests, Dispatch Instructions, posting of information and other applications.

7.1.2
QSE and TSP Responsibilities

QSE and TSP Responsibilities include the following:

(a)
TSPs and QSEs whose facilities connect to the ERCOT WAN are required to sign the ERCOT Private Wide Area Network (WAN) Agreement which governs installation, operation, and maintenance of the WAN hardware.  Appropriate WAN documents can be obtained by contacting the ERCOT Account Manager.

(b)
ERCOT WAN participants shall provide physical security systems compliant with the applicable Critical Infrastructure Protection (CIP) requirement of the North American Electric Reliability Corporation (NERC) Reliability Standards.

(c)
Any TSP or QSE facility, whether primary or backup, will be required to connect directly to the ERCOT WAN including connectivity to both the MPLS and point-to-point networks.  ERCOT will work with each Market Participant to determine the most appropriate WAN demarcation point.  Criteria for determining demarcation points include:  

(i)
Reliability;

(ii)
Location of data centers;

(iii)
Control centers;

(iv)
Disaster recovery facilities;

(v)
Energy and Market Management System (EMMS) equipment;

(vi)
ICCP equipment; and

(vii)
Private branch exchange (PBX) equipment installation.

(d)
ERCOT is responsible for the reliable transport of critical market communications and will make the ultimate determination of the demarcation point location.

(e)
Market Participants that serve both TSP and QSE functions at one location will only require one ERCOT WAN connection as defined in Section 7.1, ERCOT Wide Area Network, at that location.  

(f)
If a TSP and QSE share a centralized PBX, separate OPX circuits will be terminated for each participant.  

(g)
Each Market Participant is required to extend the ERCOT OPX and Hotline voice circuits into its 24x7 operations desk.  ERCOT will deliver the OPX and Hotline to a channel bank provided by the Market Participant.  The OPX and Hotline voice circuits are transported on separate DS0 channels.  In the event a Market Participant designated to represent other Entities through an agency agreement approved by ERCOT, each Entity represented must have dedicated OPX circuits.  In these cases, a single Hotline button will be used for the Market Participant and all of the represented Entities.  It is the Market Participant’s responsibility to deliver the Hotline and the OPX to the Market Participant’s 24x7 operations desk in a manner that reasonably assures continuous communication with ERCOT and is not affected by PBX features such as automatic transfer or roll to voice mail.  Also, a touchtone keypad is required for the Hotline to be able to provide an acknowledged receipt.  The demarcation point for all voice circuits is the Market Participant’s channel bank.  

(h)
Each TSP and QSE must provide internal facilities and communications to collect and furnish data and voice signals to the ERCOT WAN as required by the Protocols.  For TSPs these include, but may not be limited to, voice communications, ICCP, and Supervisory Control and Data Acquisition (SCADA) for substations and other Transmission Facilities.  For QSEs these include, but may not be limited to, voice communications, ICCP, and SCADA for Resources.

(i)
ERCOT WAN participants shall provide adequate physical facilities to support the ERCOT WAN communications equipment.  The physical facilities and communications equipment requirements include the following:

(i)
Provide an analog business phone line or PBX analog extension for troubleshooting and maintenance of equipment;

(ii)
Provide a height of 24” of rack space in a 19” wide rack;

(iii)
Provide two separate uninterruptible power supply single-phase 115 VAC 20 amp circuits, each with four receptacles in the 19” rack listed above;

(iv)
Provide building wiring from circuit termination to equipment rack;

(v)
Within 24-hours notice, provide ERCOT employees or contractors access to the communication facility;

(vi)
Within one-hour notice, provide emergency access to the facility to ERCOT employees or contractors;

(vii)
Provide onsite personnel to escort ERCOT employees or contractors;

(viii)
Provide a firewall or router, located at the Market Participant site, for the network address translation of internal Market Participant addresses to external addresses on the ERCOT LAN;

(ix)
Provide connectivity from Market Participant firewall or router to ERCOT LAN located at Market Participant site.  Market Participants are responsible for their own security through this connection;

(x)
Provide a channel bank with at least one T1 interface and four Foreign Exchange Station (FXS) ports.  Connect FXS (e.g. PBX, key system) to the appropriate equipment.  On the digital T1 stream, levels for voice are zero dpm for transmit and receive; 

(xi)
Dual cable entrances to Market Participant, connecting to different Telco Central Offices is highly recommended; and

(xii)
Provide ERCOT with internal IP addressing scheme as needed for network design. This will be kept confidential.

(j)
QSEs and TSPs shall supply, implement, and maintain all data and voice communication facilities required to fulfill the obligations set forth in these Operating Guides.
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Figure 1 ERCOT Wide Area Network Overview

7.5  
Competitive Renewable Energy Zone Circuits and Stations

(1)
For each new Competitive Renewable Energy Zone (CREZ) transmission line, listed below, an associated communications path should be established to provide a high degree of dependability, security, and immunity from interference.  Additionally this communications path should support high bandwidth (155 mb/s or greater), low latency (unidirectional delay no greater that one millisecond per 100 miles), and be engineered to meet 99.999% availability with capacity reserved for regulated utility protection, monitoring and control.  Redundant communication paths are required unless this necessitates retrofitting existing facilities.  CREZ consists of the following 345 kV circuits and associated stations:

(a)
Bluff Creek to Brown double circuit;

(b)
Brown to Killeen double circuit;

(c)
Clear Crossing to Willow Creek double circuit;

(d)
Killeen to Salado add second circuit;

(e)
Scurry County South Switching Station to West Shackelford double circuit;

(f)
Scurry County South Switching Station to Tonkawas double circuit;

(g)
Scurry County South Switching Station to Long Draw Station double circuit;

(h)
Dermott Switching Station to Scurry County South Switching Station double circuit;

(i)
Dermott Switching Station to Willow Creek double circuit;

(j)
Central Bluff to Bluff Creek double circuit;

(k)
West Shackelford to Navarro/Sam Switch double circuit;

(l)
Sand Bluff Station to Divide double circuit capable;

(m)
Bearkat Station to Sand Bluff station double circuit capable;

(n)
Riley to Tesla double circuit;

(o)
Tesla to Edith Clarke double circuit;

(p)
North McCamey to Odessa double circuit capable;

(q)
Bakersfield to North McCamey double circuit capable;

(r)
Bakersfield to Big Hill double circuit capable;

(s)
Big Hill to Kendall double circuit capable;

(t)
Big Hill to Twin Butte double circuit capable;

(u)
Riley to Edith Clarke double circuit;

(v)
Ogallala to Windmill double circuit capable;

(w)
Ogallala to Tule Canyon double circuit capable;

(x)
Windmill to Alibates double circuit capable;

(y)
Tule  Canyon to Cottonwood Station double circuit;

(z)
Tule Canyon to Cross to Tesla double circuit;

(aa)
Cottonwood Station to Dermott Switching Station double circuit;

(bb)
Cottonwood Station to Edith Clarke double circuit;

(cc)
Alibates Tule Canyon double circuit;

(dd)
Gray to Tesla double circuit;

(ee)
Gray to Alibates double circuit;

(ff)
Edith Clarke to Clear Crossing double circuit;

(gg)
Sweetwater East to Central Bluff double circuit;

(hh)
Tonkawa to Sweetwater East double circuit;

(ii)
Long Draw Station to Sand Bluff Station double circuit capable;

(jj)
Long Draw Station to Grelton Station double circuit capable;

(kk)
Grelton Station to Odessa double circuit capable;

(ll)
Riley to Bowman double circuit;

(mm)
Riley to West Krum double circuit;

(nn)
West Krum to Anna double circuit;

(oo)
Willow Creek to Hicks double circuit;

(pp)
Bowman to Jacksboro double circuit capable;

(qq)
Jacksboro to Willow Creek double circuit;
(rr)
Willow Creek to Parker double circuit; and 
(ss)
Clear Crossing to West Shackelford double circuit.
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