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	NPRR Number
	499
	NPRR Title
	Revisions to Digital Certificate Holder Qualification Requirements

	Timeline
	Normal
	Action
	Recommended Approval

	Date of Decision
	November 15, 2012

	Proposed Effective Date
	To be determined.

	Priority and Rank Assigned
	To be determined.

	Nodal Protocol Sections Requiring Revision 
	16.12,
User Security Administrator and Digital Certificates
16.12.1, USA Responsibilities and Qualifications for Digital Certificate Holders

16.12.2, Requirements for Use of Digital Certificates
16.12.3, Market Participant Audits of User Security Administrators and Digital Certificates

	Market Guide Section(s) Requiring Revision 
	None.

	Revision Description
	This Nodal Protocol Revision Request (NPRR) removes references to the Foreign Corrupt Practices Act; removes language giving new Market Participants a six-month exemption from certain Digital Certificate issuance requirements; and adds a prohibition against the trade or sale of Digital Certificates.

	Reason for Revision
	As currently worded, Section 16.12.1 requires each Market Participant to ensure that its Digital Certificate holders comply with the Foreign Corrupt Practices Act.  ERCOT Legal has concluded that this reference is ultimately unnecessary, and that the intent underlying this requirement could more properly be served by a broad prohibition against trading or selling the Digital Certificate.  

ERCOT also proposes removal of language exempting new Market Participants from certain background review and export control verification requirements for the first six months of their participation in the ERCOT market.  Since these requirements have been in place for several years now, there is no longer any compelling reason to exempt Market Participants from these obligations for any period, especially in light of the security risk that such an exemption creates.  

	Credit Impacts
	To be determined.

	Procedural History
	· On 10/31/12, NPRR499 and an Impact Analysis were posted.

· On 11/7/12, Texas Data Transport Working Group (TDTWG) comments were posted.
· On 11/12/12, ERCOT comments were posted.
· On 11/14/12, RMS comments were posted.
· On 11/15/12, PRS considered NPRR499.

	PRS Decision 
	On 11/15/12, PRS voted to recommend approval of NPRR499 as submitted.  There was on abstention from the Independent Generator Market Segment.  All Market Segments were present for the vote.

	Summary of PRS Discussion
	On 11/15/12, there was discussion regarding the correlation of NPRR499 and the Digital Certificate user fee currently being proposed by ERCOT.   It was agreed that the issues associated with the proposed Digital Certificate user fee issue should be addressed outside of NPRR499.


	Business Case

	Business Case
	1
	· Removes unnecessary regulatory burdens.


	Sponsor

	Name
	Nathan Bigbee and Chad V. Seely

	E-mail Address
	nbigbee@ercot.com; cseely@ercot.com

	Company
	ERCOT

	Phone Number
	(512) 225-7093; (512) 225-7035

	Cell Number
	

	Market Segment
	Not applicable


	Market Rules Staff Contact

	Name
	Sandra Tindall

	E-Mail Address
	stindall@ercot.com

	Phone Number
	512-248-3867


	Comments Received

	Comment Author
	Comment Summary

	TDTWG 110712
	Proposed changes to Market Participant audit deadline for Digital Certificates.

	ERCOT 111212
	Recommended approval as submitted.

	RMS 111412
	Endorsed as submitted.


	Proposed Protocol Language Revision


16.12
User Security Administrator and Digital Certificates

Each Market Participant is allowed access to ERCOT’s computer systems through the use of Digital Certificates.  A “Digital Certificate” is an electronic file installed on a programmatic interface or an individual’s assigned computer used to authenticate that the interface or individual is authorized for secure electronic messaging with ERCOT’s computer systems.  Digital Certificates expire after one year.  A User Security Administrator (USA) is responsible for managing the Market Participant’s access to ERCOT’s computer systems through Digital Certificates.  Each Market Participant must, as part of the application for registration with ERCOT, designate an individual employee or authorized agent as its USA, and optionally, a secondary USA.  If a Market Participant has designated a secondary USA, the secondary USA functions in the same manner as the primary USA.  The Market Participant is responsible for revising its USA list as the need arises.  The Market Participant’s USA is also responsible for registering all Market Participant’s Digital Certificate holders (“Certificate Holders”) and administering the use of Digital Certificates on behalf of the Market Participant.  Each Market Participant with more than one ERCOT functional registration must designate a USA for each registration (which may be the same employee or authorized agent) and shall manage each registration separately for the purposes of this Section.  Once the Market Participant completes registration requirements, ERCOT shall send the USA a copy of the Digital Certificate user guide.  

	[NPRR260:  Replace the above Section 16.12, User Security Administrator and Digital Certifications, with the following upon system implementation:]

16.12
User Security Administrator and Digital Certificates

Each Market Participant is allowed access to ERCOT’s computer systems through the use of Digital Certificates upon execution of the Standard Form Market Participant Agreement (as provided for in Section 22, Attachment A, Standard Form Market Participant Agreement), completion of applicable registration and qualification requirements.  Digital Certificates expire after one year.  A User Security Administrator (USA) is responsible for managing the Market Participant’s access to ERCOT’s computer systems through Digital Certificates.  Each Market Participant must, as part of the application for registration with ERCOT, designate an individual employee or authorized agent as its USA, and optionally, a secondary USA.  If a Market Participant has designated a secondary USA, the secondary USA functions in the same manner as the primary USA.  The Market Participant is responsible for revising its USA list as the need arises.  The Market Participant’s USA is also responsible for registering all Market Participant’s Digital Certificate holders (“Certificate Holders”) and administering the use of Digital Certificates on behalf of the Market Participant.  Each Market Participant with more than one ERCOT functional registration must designate a USA for each registration (which may be the same employee or authorized agent) and shall manage each registration separately for the purposes of this Section.  Once the Market Participant completes registration requirements, ERCOT shall send the USA a copy of the Digital Certificate user guide.
  


16.12.1
USA Responsibilities and Qualifications for Digital Certificate Holders

The USA and the Market Participant are responsible for the following:

(a)
Requesting Digital Certificates for authorized potential Certificate Holders (either persons or programmatic interfaces) that the USA has qualified through an appropriate screening process requiring confirmation that the Certificate Holder is an employee or authorized agent (including third parties) of the Market Participant.  A Certificate Holder (including the USA) must be qualified as set forth below.  The Market Participant shall be liable for ensuring that each of its Certificate Holder(s) meets the requirements of (i) – (v) below.

(i)
For any employee or authorized agent receiving a Digital Certificate, the Market Participant shall confirm that the employee or authorized agent satisfies reasonable background review sufficient for employment or contract with the Market Participant so as to reasonably limit threat(s) to ERCOT’s market or computer systems.  The Market Participant may not request that Digital Certificates be issued to any employee or authorized agent it determines, after reasonable background review, that the employee or authorized agent poses a threat to ERCOT’s market or computer systems.
(ii)
The potential Certificate Holder is aware of the rules and restrictions relating to the use of Digital Certificates.  

(iii)
The potential Certificate Holder is eligible to review and receive technology and software under applicable export control laws and regulations.  ERCOT shall post links to relevant laws and regulations on the MIS Public Area. 
(iv)
The Market Participant has conducted a reasonable review of the potential Certificate Holder and is not aware that the potential Certificate Holder is one of the persons on any U.S. terrorist watch list, the link to which is located on the MIS Public Area.  
(v)
The Certificate Holder does not violate the conditions of use specified by the software vendor that provides the Digital Certificates for the Market Participant’s use and provided to the Certificate Holder.  

(b)
Requesting revocation of Digital Certificates under any of the following conditions:

(i)
As soon as possible but no later than three Business Days after:

(A)
A Certificate Holder ceases employment with the Market Participant; or

(B)
The Market Participant becomes aware that a Certificate Holder is changing job functions (pursuant to a reasonable process for identifying when job function changes occur) so that the Certificate Holder no longer needs the Digital Certificate, 

The Market Participant or USA shall request the revocation by proceeding with the ERCOT certificate revocation process.  

(ii)
As soon as possible, but no later than five Business Days, after the Market Participant becomes aware (pursuant to a reasonable process for identifying violations) that the Certificate Holder has violated any of the following conditions of use of a Digital Certificate, the Market Participant or USA shall request the revocation by proceeding with the ERCOT certificate revocation process.  Violations of conditions of use include: 

(A)
Violating the requirements of Section 16.12.1(a) above; or

(B)
Using the Digital Certificate for any unauthorized purpose; or 

(C)
Allowing any person other than the Certificate Holder to use the Digital Certificate.

(c)
Managing the level of access for each Certificate Holder by assigning and maintaining Digital Certificate roles for each authorized user in accordance with the process set forth in ERCOT’s Digital Certificate user guide.
(d)
Requesting annual renewal of Digital Certificates.


(e)
If needed, issuing Digital Certificates for use by electronic systems not limited to servers. 

(f)
Maintaining the integrity of the administration of Digital Certificates through consistent, sound and reasonable business practices. 

16.12.2
Requirements for Use of Digital Certificates

Use of Digital Certificates must comply with the following:

(a)
A Digital Certificate shall be used by only one individual and may not be shared.  If multiple employees or authorized agents share a computer and each requires a Digital Certificate, the USA shall request separate Digital Certificates for each. Multiple Digital Certificates may be installed and managed on a single computer.  ERCOT shall include instructions on how to manage multiple Digital Certificates in the Digital Certificate user guide.
(b)
A Digital Certificate may not be traded or sold.

(c)
Electronic equipment on which the Digital Certificate resides must be physically and electronically secured in a reasonable manner to prevent improper use of the Digital Certificate.

(d)
The Market Participant is wholly responsible for any use of Digital Certificates issued by its USA.

16.12.3
Market Participant Audits of User Security Administrators and Digital Certificates

(1)
During September of each year, each Market Participant shall generate a list of its registered USA and Certificate Holders.  The Market Participant, through its USA or another authorized third party, shall perform an audit by reviewing the list and noting any inconsistencies or instances of non-compliance (including, for example, any Certificate Holder that may have changed job functions and no longer requires the Digital Certificate).  If the Market Participant or its USA or the authorized third party identifies discrepancies, the USA shall use the process for managing Digital Certificates as included in ERCOT’s Digital Certificate user guide to rectify the discrepancy. The audit must, at a minimum confirm that:

(a)
The Market Participant and each listed USA and Certificate Holder meet the applicable requirements of Section 16.12.1(a) and (b); 

(b)
Each listed USA and Certificate Holder is currently employed by or is an authorized agent contracted with the Market Participant; 

(c)
The Market Participant has verified that the listed USA is authorized to be the USA; 

(d)
Each Certificate Holder is authorized to retain and use the Digital Certificate; and

(e)
Each listed Certificate Holder needs the Digital Certificate to perform his or her job functions.

(2)
By October 1 of each year, a Market Participant shall submit to ERCOT an attestation from an officer or executive with authority to bind the Market Participant, certifying that: 

(a)
The Market Participant has complied with the requirements of the audit;

(b)
The Market Participant has verified that all assigned Digital Certificates belong to Certificate Holders authorized by the Market Participant’s USA.  If the Certificate Holders no longer meet the criteria in Section 16.12.1(a), the USA shall inform ERCOT as described in Section 16.12.1(b) and note the findings in the response; and

(c)
The USA and all Certificate Holders have been qualified through a reasonable screening process.

(3)
If a Market Participant cannot comply with the October 1 deadline at the time this Section first applies to the Market Participant, the Market Participant shall request an extension of the deadline by providing ERCOT a written explanation of why it cannot meet the deadline.  The explanation must include a plan and timeline for compliance not to exceed six months from the original deadline. ERCOT shall review that extension request and notify the Market Participant if the request is approved or denied.  ERCOT may approve no more than one extension request per Market Participant.  

(4)
By December 1 of each year, ERCOT shall acknowledge receipt of each Market Participant audit received and indicate whether any required information is missing from the audit. 
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