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	NOGRR Number
	074
	NOGRR Title
	Clarified Responsible Entities for Reporting Sabotage Information to NERC

	Timeline
	Normal
	Action
	Approved 

	Date of Decision
	December 1, 2011

	Effective Date
	January 1, 2012

	Priority and Rank Assigned
	Not applicable.

	Guide Sections Requiring Revision
	3.7.3, ERCOT Requirements for Reporting Sabotage Information (delete)

3.7.4, Responsibility for Equipment Ratings

3.8, Requirements for Reporting Sabotage Information (new)

	Revision Description
	This Nodal Operating Guide Revision Request (NOGRR) adds Entities responsible for notifying the North American Electric Reliability Corporation (NERC) or other governmental agencies of a threat of sabotage.

	Reason for Revision
	Transmission Service Providers (TSPs), Qualified Scheduling Entities (QSEs) and other registered Entities are currently required to report experiences of disturbances or unusual occurrences suspected or determined to be caused by sabotage as described in the NERC Reliability Standards.  For consistency, this NOGRR would require those Entities to also report any threat of sabotage.

	Procedural History
	· On 5/18/11, NOGRR074 was posted.

· On 6/14/11, CenterPoint Energy comments were posted. 

· On 6/15/11, the Operations Working Group (OWG) considered NOGRR074.

· On 7/11/11, an Impact Analysis was posted. 

· On 7/20/11, the OWG considered the 6/15/11 OWG Report and Impact Analysis for NOGRR074.
· On 8/11/11, ROS considered NOGRR074. 

· On 8/23/11, ERCOT comments were posted. 

· On 8/31/11, TMPA comments were posted. 

· On 9/1/11, TAC considered NOGRR074. 

· On 9/26/11, a second set of CenterPoint Energy comments were posted. 

· On 9/29/11, a third set of CenterPoint Energy comments were posted. 

· On 10/6/11, TAC again considered NOGRR074. 

· On 11/23/11, a second set of ERCOT comments were posted. 

· On 12/1/11, TAC again considered NOGRR074. 

	OWG Decision 
	On 6/15/11, OWG was in consensus to recommend approval of NOGRR074 as amended by the 6/14/11 CenterPoint Energy comments and as revised by OWG. 
On 7/20/11, OWG was in consensus to endorse and forward the 6/15/11 OWG Report and Impact Analysis for NOGRR074 to ROS.

	Summary of OWG Discussion
	On 6/15/11, OWG was in agreement to further clarify the responsibilities of Entities reporting sabotage.  
On 7/20/11, there was no discussion.

	ROS Decision 
	On 8/11/11, ROS unanimously voted to recommend approval of NOGRR074 as recommended by OWG in the 7/20/11 OWG Report.  All Market Segments were present for the vote.

	Summary of ROS Discussion
	On 8/11/11, there was no discussion.

	TAC Decision
	On 9/1/11, TAC unanimously voted to table NOGRR074 for one month.  All Market Segments were present for the vote.
On 10/6/11, TAC unanimously voted to table NOGRR074.  All Market Segments were present for the vote. 

On 12/1/11, TAC voted to approve NOGRR074 as recommended by ROS in the 8/11/11 ROS Report, as amended by the 11/23/11 ERCOT comments and as revised by TAC.  There was one abstention from the Municipal Market Segment.  All Market Segments were present for the vote. 

	Summary of TAC Discussion
	On 9/9/11, participants agreed to table NOGRR074 for one month to allow additional time to review and address any compliance concerns.
On 10/6/11, it was requested that NOGRR074 be tabled pending Critical Infrastructure Protection Working Group (CIPWG) review.  
On 12/1/11, the 11/23/11 ERCOT comments were reviewed.  


	Business Case

	Business Case
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	· Clarifies responsibilities for reporting threat of sabotage.
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	Sponsor

	Name
	Frank Owens on Behalf of the Nodal Protocol and Guides Resolution Task Force (NPGRTF)

	E-mail Address
	fowens@texasmpa.org 

	Company
	Texas Municipal Power Agency

	Phone Number
	936-873-1120

	Cell Number
	979-204-7725

	Market Segment
	Municipal


	Market Rules Staff Contact

	Name
	Sonja B. Mingo

	E-Mail Address
	smingo@ercot.com 

	Phone Number
	512-248-6463


	Comments Received

	Comment Author
	Comment Summary

	CenterPoint Energy 061411 
	Proposed rejection of NOGRR074 or deletion of redundant language requiring Entities to comply with the NERC Reliability Standards

	ERCOT 082311
	Capitalized define terms and corrected grammatical errors. 

	TMPA 083111
	Provided clarifying language for Facilities associated with the ERCOT System. 

	CenterPoint Energy 092611
	Proposed language changes that apply to the systems and occurrences applicable under the NERC Standards, instead of expanding the applicability. 

	CenterPoint Energy 092911
	Requested that TAC continue to table NOGRR074 to allow for further work, including review by the CIPWG. 

	ERCOT 112311
	Proposed language changes to Section 3.8 to clarify responsibilities for reporting sabotage events. 


	Proposed Guide Language Revision





3.7.3
Responsibility for Equipment Ratings

(1)
TSPs are responsible for determining the Rating of their Facilities.  Technical limits established for the operation of Transmission Elements and associated equipment shall be applied consistently in engineering and planning studies, Real-Time security analyses, and operator actions.

(2)
TSPs shall provide ERCOT with three nominal Transmission Element Ratings:

(a)
Normal Rating:  Represents the continuous MVA Rating of a Transmission Element, including substation terminal equipment in series with a conductor or transformer, at the applicable ambient temperature.  The Transmission Element can operate at this Rating indefinitely without damage, or violation of National Electrical Safety Code (NESC) clearances.

(b)
Emergency Rating:  Represents the two-hour MVA Rating of a Transmission Element, including substation terminal equipment in series with a conductor or transformer, at the applicable ambient temperature.  The Transmission Element can operate at this Rating for two hours without violation of NESC clearances or equipment failure.

(c)
15-Minute Rating:  Represents the 15-minute MVA Rating of a Transmission Element, including substation terminal equipment in series with a conductor or transformer, at the applicable ambient temperature and with a step increase from a prior loading of 90% of the Normal Rating.  The Transmission Element can operate at this Rating for 15 minutes, assuming its pre-contingency loading was 90% of the Normal Rating limit at the applicable ambient temperature, without violation of NESC clearances or equipment failure.  This Rating takes advantage of the time delay associated with heating of a conductor or transformer following a sudden increase in current.

(3)
In operating the ERCOT Transmission Grid, ERCOT shall use these Ratings as follows:

(a)
ERCOT shall limit pre-contingency flows to enforce the Normal Rating. 

(b)
If a valid Remedial Action Plan (RAP) is unavailable to unload the Transmission Element post contingency or the pre-contingency loading is greater than 90% of the Normal Rating, ERCOT shall enforce pre-contingency system operating limit(s) to control the post contingency loading of the Transmission Element to levels below the Emergency Rating.  The enforcement shall be implemented in a manner such that the post contingency loading will be at, or below, Normal Rating within two hours.
(c)
If a RAP is documented at ERCOT to relieve the loading on the Transmission Element within 15 minutes, ERCOT shall enforce pre-contingency system operating limit(s) to control the post contingency loading of the Transmission Element to levels below the 15-Minute Rating.  The enforcement shall be implemented in a manner such that the post-contingency loading will be at, or below, Emergency Rating within 15 minutes.

(d)
ERCOT shall use best efforts to restore all Transmission Elements to within Normal Ratings as soon as practicable, based on Good Utility Practice.

3.8
Requirements for Reporting Sabotage Information



(1)   
 ERCOT Entities shall notify their designated Transmission Operator (TO) or Qualified Scheduling Entity (QSE) when experiencing disturbances or unusual occurrences suspected or determined to be caused by sabotage.  Disturbances and unusual occurrences related to bulk electric system Facilities within the ERCOT Region are the only Facilities subject to reporting.  ERCOT Entities shall have procedures for the recognition of sabotage events on its Facilities and multi-site sabotage.

 (2)    
TOs or QSEs shall inform ERCOT of disturbances or unusual occurrences suspected or determined to be caused by sabotage.  TOs or QSEs may notify ERCOT by telephone or by email at shiftsupervisors@ercot.com. 
(3)   
 TOs and QSEs may inform other ERCOT Entities of the event(s), if, in the opinion of the TO or QSE, the situation impacts other Entities.

(4)    
ERCOT may inform TOs and QSEs of the event(s), if, in the opinion of ERCOT, the situation impacts ERCOT System reliability.

(5)    
ERCOT shall inform North American Electric Reliability Corporation (NERC) and governmental agencies of disturbances or unusual occurrences suspected or determined to be caused by sabotage in accordance with current laws and regulations.  This is in addition to the report submitted by the NERC registered Entity. 
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