PRS Report


	NPRR Number
	327
	NPRR Title
	State Estimator Data Redaction Methodology

	Timeline
	Normal
	Action
	Recommended Approval

	Date of Decision
	November 29, 2011

	Proposed Effective Date
	Upon System Implementation.

	Priority and Rank Assigned
	Priority – 2012; Rank – 480

	Nodal Protocol Sections Requiring Revision
	3.20, Process for Redacting State Estimator Output for Real-Time Publication (new)
3.20.1, Methodology For Redaction of State Estimator Data (new)
3.20.2, Methodology of Identification of Redacted Load (new)
6.5.7.1.13, Data Inputs and Outputs for the Real-Time Sequence and SCED

	Revision Description
	This Nodal Protocol Revision Request (NPRR) inserts language to define a redaction methodology for the posting of State Estimator data.

	Reason for Revision
	In Public Utility Commission of Texas (PUCT) Project No. 38470, Confidentiality of Electric Generation Information in the Electric Reliability Council of Texas Region, the PUCT amended P.U.C. Subst. R. 25.505, Resource Adequacy in the Electric Reliability Council of Texas Power Region, to address the timing for release of transmission system information contained in State Estimator reports.  As part of that amendment, subsection (f)(3)(E)(ii) of P.U.C. Subst. R. 25.505 states the following:

“Concurrently, in conjunction with the Independent Market Monitor and the commission Staff, ERCOT, through its stakeholder process, shall develop protocols that detail, at a minimum, the methodology, duration, and posting requirement of a redacted version of the State Estimator data.  The redacted report methodology developed through the stakeholder process shall be completed within 90 days of the start of the nodal market.”

ERCOT, in cooperation with the Independent Market Monitor (IMM) and PUCT Staff, submits this NPRR as a cost effective solution for redaction of the State Estimator data.

	Overall Market Benefit
	Data increases grid operations transparency to the market. 

	Overall Market Impact
	Redaction system.

	Consumer Impact
	None.

	Credit Impacts
	ERCOT Credit Staff and the Credit Work Group (Credit WG) have reviewed NPRR327 and do not believe that it requires changes to credit monitoring activity or the calculation of liability.

	Procedural History
	· On 2/22/11, NPRR327, a preliminary Impact Analysis and a preliminary Cost Benefit Analysis were posted.

· On 3/24/11, PRS considered NPRR327.
· On 7/18/11, WMS comments were posted.

· On 7/21/11, Morgan Stanley comments were posted.

· On 7/21/11, PRS again considered NPRR327.

· On 8/12/11, ERCOT comments were posted.

· On 8/18/11, PRS considered the 7/21/11 PRS Report, Impact Analysis, and Cost Benefit Analysis for NPRR327.

· On 9/19/11, an Impact Analysis was posted.

· On 9/21/11, a Cost Benefit Analysis was posted.

· On 9/21/11, a second set of ERCOT comments were posted.

· On 9/22/11, PRS considered the 7/21/11 PRS Report, Impact Analysis, and Cost Benefit Analysis for NPRR327.

· On 11/4/11, a third set of ERCOT comments were posted.

· On 11/9/11, a second set of WMS comments and a roll call vote were posted.

· On 11/15/11, a fourth set of ERCOT comments were posted.

· On 11/16/11, Edison Mission Marketing and Trading comments were posted.

· On 11/17/11, PRS considered the 7/21/11 PRS Report, Impact Analysis, and Cost Benefit Analysis for NPRR327.
· On 11/22/11, a fifth set of ERCOT comments were posted.

· On 11/23/11, a revised Impact Analysis was posted.

· On 11/23/11, Luminant Energy Company LLC comments were posted.

· On 11/29/11, PRS considered the 11/17/11 PRS Report, revised Impact Analysis, and Cost Benefit Analysis for NPRR327.

	PRS Decision 
	On 3/24/11, PRS unanimously voted to table NPRR327.  All Market Segments were present for the vote.
On 7/21/11, PRS unanimously voted to recommend approval of NPRR327 as amended by the 7/21/11 Morgan Stanley comments and as revised by PRS.  All Market Segments were present for the vote.
On 8/18/11, PRS unanimously voted to table NPRR327.  All Market Segments were present for the vote.
On 9/22/11, PRS unanimously voted to table NPRR327.  All Market Segments were present for the vote.
On 11/17/11, PRS voted to endorse the 7/21/11 PRS Report for NPRR327 as amended by the 11/16/11 Edison Mission Marketing and Trading comments and to bring the Impact Analysis to the 11/29/11 Special PRS Meeting for consideration.  There were two abstentions from the Independent Retail Electric Provider (IREP) and Independent Generator Market Segments.  All Market Segments were present for the vote.
On 11/29/11, PRS voted to endorse the 11/17/11 PRS report as amended by the 11/23/11 Luminant Energy Company LLC comment and revised Impact Analysis for NPRR327, and to recommend a priority of 2012 and rank of 480.  There was one abstention from the IREP Market Segment.  All Market Segments were present for the vote.

	Summary of PRS Discussion
	On 3/24/11, concerns were raised regarding the two day delay in posting a redacted version of the State Estimator data.  It was stated that NPRR327 is being discussed by the State Estimator Task Force.
On 7/21/11, the 7/21/11 Morgan Stanley comments were discussed.  ERCOT Staff requested that language be reinstated for ERCOT to develop a publish list of State Estimator data not included in the approved redacted list as new elements are redacted by default.  Additional edits were made to clarify the language to assist in preparation of the Impact Analysis.  
On 8/18/11, ERCOT Staff requested additional time to complete the Impact Analysis citing that further information is needed related to the conceptual business process for redaction.  ERCOT Staff stated that the quarterly review and the requests to remove and repost elements of the State Estimator data will have an impact on ERCOT resources.  Market Participants offered that although they do not believe there will be frequent requests for the removal of elements, they are committed to re-evaluating the process as needed and if quarterly reviews become burdensome, then can look at extending the time between reviews.
It was also recommended that when completing the Cost Benefit Analysis, the obligation to comply with P.U.C. Subst. R. 25.505 should be included.  
On 9/22/11, there was discussion regarding the cost effectiveness of the proposed redaction methodology that would result in ongoing operational requirements and two Full Time Employees (FTEs).  There was agreement to refer the issue to WMS and the State Estimator Task Force (SETF) in order to review the redaction methodology and identify a more cost effective method while still protecting confidential information. 
On 11/17/11, the 11/16/11 Edison Mission Marketing and Trading comments were reviewed.  It was debated whether the language proposed matched the intent to redact the transmission path between at least three generation plants.  There was also discussion that although the staffing impact would be reduced to one FTE should the 11/4/11 ERCOT comments be adopted, whether NPRR327 would result in a positive cost benefit for the ERCOT market.  It was requested that a revised Impact Analysis be considered at the 11/29/11 Special PRS meeting along with a complete business case justifying the implementation of NPRR327.   
On 11/29/11, PRS discussed the 11/23/11 Luminant Energy Company LLC comments and the priority and rank for NPRR327.  It was noted that a revised Business Case has not been submitted.  If submitted, the revised Business Case for NPRR327 will be considered at the 12/15/11 PRS meeting.


	Quantitative Impacts and Benefits


	Assumptions
	1
	In no event shall Resource output levels be disclosed in Real-Time.
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	In no event shall offer curves be disclosed in Real-Time.
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	Market Cost
	
	Impact Area
	Monetary Impact

	
	1
	Redaction system.
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	Market Benefit
	
	Impact Area
	Monetary Impact

	
	1
	Provides valuable Information.
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	Additional Qualitative Information
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	Other Comments
	1
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	Sponsor

	Name
	Alex Sills

	E-mail Address
	asills@ercot.com 

	Company
	ERCOT

	Phone Number
	512-248-3128

	Cell Number
	

	Market Segment
	N/A


	Market Rules Staff Contact

	Name
	Sandra Tindall

	E-Mail Address
	stindall@ercot.com 

	Phone Number
	(512) 248-3867


	Comments Received

	Comment Author
	Comment Summary

	WMS 071811
	Endorsed NPRR327 as revised by WMS.

	Morgan Stanley 072111
	Proposed stylistic edits. 

	ERCOT 081211
	Requested additional time to complete the Impact Analysis.

	ERCOT 092111
	Provided the assumptions used by ERCOT in developing the Impact Analysis report for NPRR327; and clarification of the language.

	ERCOT 110411
	Proposed additional revisions to modify the State Estimator ad-hoc process.

	WMS 110911
	Endorsed NPRR327 as amended by the 11/4/11 ERCOT comments. 

	ERCOT 111511
	Proposed language clarifications.  

	Edison Mission Marketing and Trading 111611 
	Proposed additional revisions to clarify the redaction methodology in paragraph (3)(b) of Section 3.20.1.

	ERCOT 112211
	Proposed revisions to paragraphs (2) and (3) of Section 3.20.1 to clarify redaction process.

	Luminant Energy Company LLC 112311
	Proposed additional revisions to paragraph (3) of Section 3.20.1.


	Comments


Please note that the baseline Protocol language in Section 6.5.7.1.13 has been updated due to the following:

· NPRR329, Security Classification Changes for Extracts/Reports (unboxed in the May 18, 2011 Nodal Protocols).

· NPRR360, Summary Report of HDL and LDL (incorporation in the October 1, 2011 Nodal Protocols).

	Proposed Protocol Language Revision


3.20
Process for Redacting State Estimator Data for Real-Time Publication

(1)
State Estimator data that is published on the ERCOT Market Information System (MIS) Secure Area in Real-Time shall exclude information (including but not limited to, voltages, transmission flows and transformer flows) from which Resource-specific output levels or offer curves could continually and systematically be derived.
(2)
The appropriate Technical Advisory Committee (TAC) subcommittee shall develop a recommended list of State Estimator elements including transmission lines, transformers and Loads to be redacted using the methodology described in Section 3.20.1, Methodology For Redaction of State Estimator Data. TAC shall consider the recommended list  at its regularly scheduled meetings in February, May, August, and November TAC. 

(3)
ERCOT shall develop a publish list of State Estimator elements not included in the approved redacted list.  ERCOT shall produce reports filtered according to the publish list to provide redacted Real-Time State Estimator data as described in Section 6.5.7.1.13, Data Inputs and Outputs for the Real-Time Sequence and SCED.
(4)
Distribution Service Providers (DSPs) and Transmission Service Providers (TSPs) will have access to all State Estimator data in Real-Time and the data will not be subject to the redaction methodology as described in Section 3.20.1.
3.20.1
Methodology For Redaction of State Estimator Data
(1)
This method seeks to introduce at least two transmission flow unknowns at, or near, every generation plant and Load station electrical connection, as identified in Section 3.20.2, Methodology of Identification of Redacted Load.
(2)
The State Estimator data for the following Transmission Elements shall be redacted for the entire ERCOT System:

(a)
Generator Step Up (GSU) transformers; 
(b)
Radial lines serving generating plants;

(c)
Transformers serving redacted Load; and

(d)
Radial lines serving redacted Load.
(3)
At each substation where a Generation Resource exists, the State Estimator data for the Transmission Elements determined using one or more of the following methods shall be redacted:

(a)
A transmission branch path that provides connection from the plant generation bus or redacted Load to another plant generation bus or redacted Load where the same owner exists on both buses;

(b)
A transmission branch path that provides connection from the plant generation bus or redacted Load to two independently owned generation plants or redacted Loads;

(c)
A transmission branch path that provides connection from plant generation bus to substation Load whose summer peak value is equal to or greater than 25% of generation plant capability; or

(d)
A transmission branch path that provides connection from redacted Load to substation Load whose summer peak value is equal to or greater than 25% of redacted Load.


3.20.2 
Methodology of Identification of Redacted Load

The following Loads will be considered redacted Load:

(a)
Individual Load on Electrical Buses for station codes that have ten or fewer Electric Service Identifiers (ESI IDs) in DSP or TSP competitive areas; and
(b)
Any Non-Opt-In Entity (NOIE) Load unless the NOIE informs ERCOT of the substation or Electrical Buses that can be published and does not conflict with Section 1.3.1, Restrictions on Protected Information.

6.5.7.1.13
Data Inputs and Outputs for the Real-Time Sequence and SCED

(1)
Inputs:  The following information must be provided as inputs to the Real-Time Sequence and SCED.  ERCOT may require additional information as required, including:

(a)
Real-Time data from TSPs including status indication for each point if that data element is stale for more than 20 seconds;

(i)
Transmission Electrical Bus voltages;

(ii)
MW and MVAr pairs for all transmission lines, transformers, and reactors;

(iii)
Actual breaker and switch status for all modeled devices; and

(iv)
Tap position for auto-transformers;

(b)
State Estimator results (MW and MVAr pairs and calculated MVA) for all modeled Transmission Elements;

(c)
Transmission Element ratings from TSPs;

(i)
Data from the Network Operations Model:

(A)
Transmission lines – Normal, Emergency, and 15-Minute Ratings (MVA); and

(B)
Transformers and Auto-transformers – Normal, Emergency, and 15-Minute Ratings (MVA) and tap position limits;

(ii)
Data from QSEs:

(A)
Generator Step-Up (GSU) transformers tap position;

(B)
Resource HSL (from telemetry); and

(C)
Resource LSL (from telemetry); and

(d)
Real-Time weather, from WGRs, and where available from TSPs or other sources.  ERCOT may elect to obtain other sources of weather data and may utilize such information to calculate the dynamic limit of any Transmission Element.

(2)
ERCOT shall validate the inputs of the Resource Limit Calculator as follows:

(a)
The calculated SURAMP and SDRAMP are each greater than or equal to zero; and

(b)
Other provision specified under Section 3.18, Resource Limits in Providing Ancillary Service.

(3)
Outputs for ERCOT Operator information and possible action include:

(a)
Operator notification of any change in status of any breaker or switch;

(b)
Lists of all breakers and switches not in their normal position;

(c)
Operator notification of all Transmission Element overloads detected from telemetered or State-Estimated data;

(d)
Operator notification of all Transmission Element security violations; and

(e)
Operator summary displays:

(i)
Transmission system status changes;

(ii)
Overloads;

(iii) 
System security violations; and

(iv)
Base Points.

(4)
Every hour, ERCOT shall post on the MIS Secure Area the following information:

(a)
Status of all breakers and switches used in the NSA except breakers and switches connecting Resources to the ERCOT Transmission Grid;

(b)
All binding transmission constraints and the contingency or overloaded element pairs that caused such constraint; and

(c)
Shift Factors by Resource Node.

(5)
Sixty days after the applicable Operating Day, ERCOT shall post on the MIS Secure Area, the following information:

(a)
Hourly transmission line flows and voltages from the State Estimator, excluding transmission line flows and voltages for Private Use Networks; and

(b)
Hourly transformer flows, voltages and tap positions from the State Estimator, excluding transformer flows, voltages, and tap positions for Private Use Networks.

(6)
Notwithstanding paragraph (5) above, ERCOT, in its sole discretion, shall release relevant State Estimator data less than 60 days after the Operating Day if it determines the release is necessary to provide complete and timely explanation and analysis of unexpected market operations and results or system events including, but not limited to, pricing anomalies, recurring transmission congestion, and system disturbances.  ERCOT’s release of data under this paragraph shall be limited to intervals associated with the unexpected market or system event as determined by ERCOT.  The data release shall be made available simultaneously to all Market Participants.

(7)
Notwithstanding paragraph (5) above, ERCOT shall post a redacted version of the State Estimator data every five minutes to the MIS Secure Area with a validation check to indicate if the State Estimator does not reach a valid solution.  The State Estimator data shall include power flow and voltage information for transmission lines and transformers.  ERCOT shall only disclose State Estimator data in Real-Time for elements in the publish list as described in Section 3.20, Process for Redacting State Estimator Data for Real-Time Publication.  If a Market Participant determines that publishing an element of the State Estimator data, as described in Section 3.20, allows systematic and continual derivation of Resource-specific output levels and Resource Status, the Market Participant may request ERCOT remove the element from the publish list and the request will be posted on the MIS Secure Area.  ERCOT will remove the questionable element from the reports as soon as practicable and the element will be reviewed according to Section 3.20.1, Methodology For Redaction of State Estimator Data.  .
(8) 
Every five minutes, ERCOT shall post on the MIS Secure Area from the State Estimator, individual Load on Electrical Buses utilizing the methodology described in 3.20.2, Methodology of Identification of Redacted Load, sum of Load in each Load Zone and total Load on Electrical Buses in the ERCOT System.
(9)
Every hour, ERCOT shall post on the MIS Public Area, the sum of ERCOT generation, and flow on the DC Ties, all from the State Estimator.

	[NPRR360:  Insert paragraphs (9), (10), and (11) below upon system implementation:]

(9)
After every SCED run, ERCOT shall post to the MIS Public Area the sum of the HDL and the sum of the LDL for all Generation Resources On-Line and Dispatched by SCED.   
(10)
Sixty days after the applicable Operating Day, ERCOT shall provide the summary LDL and HDL report from paragraph (8) above and include, for any Generation Resource, instances of manual overrides of HDL or LDL, including the name of the Generation Resource and the type of override.

(11)
After every SCED run, ERCOT shall post to the MIS Certified Area, for any QSE, instances of a manual override of the HDL or LDL for a Generation Resource, including the original and overridden HDL or LDL.
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