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	NPRR Number
	330
	NPRR Title
	Change in Frequency of Four Protocol Required Audits from Annual to Periodic (formerly “Change in Frequency of Five Protocol Required Audits from Annual to Periodic”)

	Timeline
	Normal
	Action
	Recommended Approval 

	Date of Decision
	May 5, 2011

	Proposed Effective Date
	July 1, 2011

	Priority and Rank Assigned
	Not applicable. 

	Nodal Protocol Sections Requiring Revision
	1.4.3.1, Audits to Be Performed

3.10, Network Operations Modeling and Telemetry

17.3.3, Accuracy of Data Collection

	Revision Description
	This Nodal Protocol Revision Request (NPRR) revises the frequency for the ERCOT Internal Audit Department to perform audits from an annual basis to a periodic basis no less than once every three years.  This NPRR impacts:

(1)
Three annual ERCOT Internal Audit Department-performed audits that are required by paragraph (2) of Section 1.4.3.1:

(a)
Ethics Compliance Audit – Compliance with Code-of-Conduct and Ethics Corporate Standard

(b)
Confidentiality Compliance Audit – Compliance with Confidentiality and Protected Information Provisions of Protocols

(c)
Independence Verification Audit – ERCOT Administration of Protocols is Independent of Market Participants.

The ERCOT Internal Audit Department has performed the above three audits annually since 2008. 

(2)
One audit required by Section 17.3.3:

(a)
Audit of ERCOT Market Monitoring Data Handling Processes

This is a new Nodal Protocol required audit and is being performed for the first time in 2011 by the ERCOT Internal Audit Department.


	Reason for Revision
	Changing the frequency of four ERCOT Internal Audit Department-performed “Protocol Required” audits from an annual basis to a periodic basis will permit the ERCOT Internal Audit Department to interject a “risk assessment” into the annual audit planning process and to prioritize its limited audit resources to those audits of greatest importance and those that address current and emerging risks facing the organization.  

	Overall Market Benefit
	Improve efficiency in the audit process and permit the ERCOT Internal Audit Department to focus its limited resources on audits of greatest benefit to the organization and its stakeholders. 

	Overall Market Impact
	None. 

	Consumer Impact
	None. 

	Credit Impacts
	ERCOT Credit Staff and the Credit Work Group (Credit WG) have reviewed NPRR330 and do not believe that it requires changes to credit monitoring activity or the calculation of liability.

	Procedural History
	· On 2/24/11, NPRR330 and the associated Impact Analysis were posted.

·  On 3/24/11, PRS considered NPRR330. 

· On 4/5/11, ERCOT comments were posted. 

· On 4/21/11, PRS considered the 3/24/11 PRS Report and Impact Analysis for NPRR330.

· On 5/5/11, TAC considered NPRR330. 

	PRS Decision 
	On 3/24/11, PRS voted to recommend approval of NPRR330 as revised by PRS.  There was one abstention from the Consumer Market Segment.  All Market Segments were present for the vote. 

On 4/21/11, PRS unanimously voted to endorse and forward the 3/24/11 PRS Report as amended by the 4/5/11 ERCOT comments and Impact Analysis for NPRR330 to TAC.  All Market Segments were present for the vote.

	Summary of PRS Discussion
	On 3/24/11, it was noted that the changes proposed in NPRR330 were in response to a request from the Finance and Audit Committee.  ERCOT Staff explained that performing these audits on a periodic basis will provide flexibility for ERCOT to focus internal audit resources on higher risk areas.  ERCOT also clarified that audits performed on a periodic basis will be conducted no less than once in a three year timeframe. 
On 4/21/11, participants questioned whether the Impact Analysis should be revised to reflect a cost savings since ERCOT will be performing certain audits less frequently.  It was noted that NPRR330 will allow ERCOT the flexibility to focus its limited resources on audits of the greatest benefit to ERCOT and its stakeholders. 

	TAC Decision 
	On 5/5/11, TAC unanimously voted to recommend approval of NPRR330 as recommended by PRS in the 4/21/11 PRS Report and as revised by TAC.  All Market Segments were present for the vote.

	Summary of TAC Discussion
	On 5/5/11, there was no discussion. 


	Quantitative Impacts and Benefits
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	Impact Area
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	Market Benefit
	
	Impact Area
	Monetary Impact

	
	1
	Improve efficiency in the audit process and permit ERCOT to focus its limited resources on audits of greatest benefit to the organization and its stakeholders.
	Unknown.
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	Sponsor

	Name
	Bill Wullenjohn

	E-mail Address
	bwullenjohn@ercot.com 

	Company
	ERCOT 

	Phone Number
	512-248-3165

	Cell Number
	510-501-0007

	Market Segment
	N/A


	Market Rules Staff Contact

	Name
	Sonja B. Mingo 

	E-Mail Address
	smingo@ercot.com 

	Phone Number
	512-248-6463


	Comments Received

	Comment Author
	Comment Summary

	ERCOT 040511
	Clarified language in Section 1.4.3.1.


	Comments


Please note that NPRR333, Removal of Redundant Reporting Requirement Related to Equipment Ratings, also proposes revisions to Section 3.10 included in this NPRR.
	Proposed Protocol Language Revision


1.4.3.1
Audits to Be Performed

(1)
At least annually, an Appointed Firm shall perform an audit of ERCOT based on Statement on Standards for Attestation Engagements, No. 16 (SSAE16).

  (2)
The ERCOT Internal Audit Department will conduct  audits of the following on a periodic basis no less than once every three years:

(a)
Compliance with ERCOT’s policies that prohibit employees from:

(i) 
being involved in business decisions where the individual stands to gain or lose personally from the decision;  

(ii) 
having a direct financial interest in a Market Participant; 

(iii) 
serving in an advisory, consulting, technical or management capacity for any business organization that does significant business with ERCOT (other than through service on ERCOT committees); and 

(iv) 
accepting any gifts or entertainment of significant value from employees or representatives of any Market Participant doing business in ERCOT.  Such gifts and entertainment shall not exceed the limits specified in ERCOT’s Code of Conduct and Ethics Corporate Standard and other applicable policies.

(b)
Whether ERCOT is operating in compliance with the confidentiality and Protected Information provisions of these Protocols; 

(c)
Verification that ERCOT, in its administration of these Protocols, is operating independently of control by any Market Participant or group of Market Participants; and

(d)
Any audit required by the PUCT.

3.10
Network Operations Modeling and Telemetry

(1)
ERCOT shall use the physical characteristics, ratings, and operational limits of all Transmission Elements of the ERCOT Transmission Grid and other information from the Transmission Service Providers (TSPs) and Resource Entities to specify limits within which the transmission network is defined in the network models made available to Market Participants as noted below and used to operate the ERCOT Transmission Grid as updated.  If a Private Use Network is not registered as a Resource Entity, then ERCOT shall use equivalent model data provided by TSPs, if available, that represents the Private Use Network in the TSPs’ modeling systems for use in the Network Operations Model.
(2)
Because the ERCOT market requires accurate modeling of Transmission Elements in order to send accurate Base Points and pricing signals to Market Participants, ERCOT shall manage the Network Operations Model.  By providing Base Points and pricing signals by Electrical Bus to Market Participants, the Market Participants’ responses result in power flows on all Transmission Elements that ERCOT must monitor and, if necessary for reliability reasons, manage within ratings provided by the TSP and Resource Entity and limits assigned by ERCOT including Generic Transmission Limits (GTLs) as may be defined in Section 3.10.7.6, Modeling of Generic Transmission Limits.

(3)
TSPs and Resource Entities shall provide ERCOT with equipment ratings and update the ratings as required by ERCOT.  ERCOT shall post all equipment ratings on the Market Information System (MIS) Secure Area no later than the day prior to the ratings becoming effective including the identity of the Transmission Element, old rating and new rating, effective date, and a text reason supplied by the appropriate TSPs and Resource Entities for the rating change.  ERCOT may request TSPs and Resource Entities to provide detailed information on the methodology, including data for determination of each requested rating.  ERCOT may review and comment on the methodology.  ERCOT shall post all methodologies on the MIS Secure Area within seven days following a change in methodology. 

(4)
ERCOT must use system ratings consistent with the ratings expected to be used during Real-Time for the system condition being modeled, including Dynamic Ratings using expected temperatures for those system conditions.  For each model, ERCOT shall post ratings and the ambient temperatures used to calculate the ratings on the MIS Secure Area when the model is published. 

(5)
ERCOT shall use consistent information within and between the various models used by ERCOT Operations, ERCOT Planning, and other workgroups in a manner that yields consistent results.  For operational and planning models that are intended to represent the same system state the results should be consistent and the naming should be identical.  An independent audit must be performed at least annually to confirm that consistent information is used in all ERCOT Operations models.  

(6)
ERCOT shall use a Network Operations Model Change Request (NOMCR) process to control all information entering the Network Operations Model.  In order to allow for construction schedules, each NOMCR must be packaged as a single package describing any incremental changes and referencing any prerequisite NOMCRs, using an industry standard data exchange format.  A package must contain a series of instructions that define the changes that need to be made to implement a network model change.  ERCOT shall verify each package for completeness and accuracy prior to the period it is to be implemented.  

(7)
ERCOT shall use an automated process to manage the Common Information Model (CIM) compliant packages loaded into the Network Operations Model as each construction phase is completed.  ERCOT shall reject any NOMCRs that are not CIM compliant.  Each CIM compliant NOMCR must also be associated with commands to update the graphical displays associated with the network model modification.  During the testing phase, each NOMCR must be tested for proper sequencing and its effects on downstream applications.

(8)
ERCOT shall track each data submittal received from TSPs and Resource Entities via the NOMCR process, or in the case of Resources, the prescribed Resource asset registration process which is converted by ERCOT to the appropriate NOMCR format, through implementation and final testing of the change.  ERCOT shall notify each TSP and Resource Entity when the requested change is processed and implemented in accordance with Section 3.10.1, Time Line for Network Operations Model Changes, and ERCOT shall also provide the submitting TSP a link to a Network Operations Model containing the change for verifying the implementation of the NOMCR and associated one-line displays.  ERCOT shall post all NOMCRs on the MIS Certified Area for TSPs only within five Business Days following receipt of the NOMCR, consistent with Critical Energy Infrastructure Information (CEII) standards.  When posting a NOMCR, each change must be posted using the CIM data exchange format showing incremental changes to the last Network Operations Model for TSPs only, to facilitate TSPs in updating their internal network models to reflect changes made at ERCOT.  For each NOMCR, ERCOT shall post on the MIS Certified Area for TSPs only the current status on the in-service date for each NOMCR, including any prerequisite NOMCRs provided by the requestor. 

(9)
ERCOT shall update the Network Operations Model under this Section and coordinate it with the planning models for consistency to the extent applicable.  

(10)
Any requestor of any changes in system topology or telemetry must receive approval from ERCOT before connecting of any associated equipment to the ERCOT Transmission Grid.  ERCOT shall notify a requestor of any deficiencies in its submittal for changes in system topology or telemetry.  ERCOT shall accept corrections to the submittal if the requestor has corrected any deficiencies by the required submittal date specified in Section 3.10.1.  ERCOT shall post any changes to an NOMCR on the MIS Certified Area for TSPs within three Business Days of accepting corrections.  

(11)
On receipt of the information set forth in Section 3.10.7, ERCOT System Modeling Requirements, ERCOT shall review the information and notify the requestor of any required modifications.  ERCOT may, at its discretion, require changes or more details regarding the work plan for any new or relocated facilities.  The requestor shall notify ERCOT and any other affected Entities as soon as practicable of any ERCOT requested changes to the work plan.  The requestor shall consult with other Entities likely to be affected and shall revise the work plan, following any necessary or appropriate discussions with ERCOT and other affected Entities.  ERCOT shall approve or reject the request, including any revisions made by the requestor, within 15 days of receipt of the complete request and any revisions.  Following ERCOT approval, ERCOT shall publish a summary of the revised NOMCR on the MIS Certified Area for TSPs.

17.3.3
Accuracy of Data Collection

(1)
ERCOT shall continuously apply appropriate procedures for the accurate collection of data into the Data Warehouse and accurate communication of that data for use by the PUCT staff and IMM.  By written notice, ERCOT may require Market Participants to verify the accuracy of data previously submitted to ERCOT.

(2)
ERCOT shall report to the PUCT and IMM any failure by a Market Participant to provide accurate and complete information in the manner and time requested under these Protocols, and that failure may be treated as grounds for action against the Market Participant.

(3)
ERCOT shall cause to be performed  an audit on a periodic basis no less than once every three years of ERCOT data, data collection, and data documentation for adequacy and accuracy.  The auditor will provide recommendations to address potential areas of improvements.







�Please note that NPRR333 also proposes revisions to Section 3.10. 
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