PRS Report

	NPRR Number
	306
	NPRR Title
	Revisions to Protected Information to Include Black Start Documents Considered CEII

	Timeline
	Normal
	Action
	Recommended Approval

	Date of Decision
	February 17, 2011

	Proposed Effective Date
	To be determined.

	Priority and Rank Assigned
	To be determined.

	Nodal Protocol Section Requiring Revision
	1.3.6, Exceptions

	Revision Description
	This Nodal Protocol Revision Request (NPRR) revises Section 1.3.6 to include Black Start documents that meet the definition of Critical Energy Infrastructure Information (CEII).

	Reason for Revision
	This NPRR requires that Black Start Task Force (BSTF) meetings be closed to the public in order to ensure that the documents and discussions pertaining to Black Start Service (BSS) are kept confidential and protected under CEII guidelines.  This NPRR would require all participants of the BSTF to sign a non-disclosure agreement.

	Overall Market Benefit
	Improved reliability and security of the ERCOT Transmission Grid.

	Overall Market Impact
	Unknown.

	Consumer Impact
	Unknown.

	Credit Impacts
	To be determined.

	Procedural History
	· On 1/11/11, NPRR306 was posted.

· On 2/17/11, PRS considered NPRR306.

	PRS Decision 
	On 2/17/11, PRS unanimously voted to recommend approval of NPRR306 as submitted.  All Market Segments were present for the vote.

	Summary of PRS Discussion
	On 2/17/11, it was requested that the Operations Working Group (OWG) further review and determine if additional items should be considered CEII.
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	Improved reliability and security of the ERCOT Transmission Grid.
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	Sponsor

	Name
	Frank Owens on behalf of the OWG

	E-mail Address
	fowens@texasmpa.org

	Company
	Texas Municipal Power Agency

	Phone Number
	936-873-1120

	Cell Number
	979-204-7725

	Market Segment
	Municipal


	Market Rules Staff Contact

	Name
	Yvette M. Landin

	E-Mail Address
	ylandin@ercot.com

	Phone Number
	(512) 248-4513


	Comments Received

	Comment Author
	Comment Summary

	None.
	


	Proposed Protocol Language Revision


1.3.6
Exceptions 

(1)
The Receiving Party may, without violating Section 1.3, Confidentiality, disclose Protected Information:

(a)
To governmental officials, Market Participants, the public, or others as required by any law, regulation, or order, or by these Protocols, but any Receiving Party must make reasonable efforts to restrict public access to the disclosed Protected Information by protective order, by aggregating information, or otherwise if reasonably possible; or

(b)
If ERCOT is the Receiving Party and disclosure to the PUCT of the Protected Information is required by ERCOT pursuant to applicable Protocol, law, regulation, or order; or

(c)
If the Disclosing Party has given its prior written consent to the disclosure, which consent may be given or withheld in Disclosing Party’s sole discretion; or

(d)
If the Protected Information, before it is furnished to the Receiving Party, is in the public domain; or

(e)
If the Protected Information, after it is furnished to the Receiving Party, enters the public domain other than as a result of a breach by the Receiving Party of its obligations under Section 1.3; or

(f)
If reasonably deemed by the disclosing Receiving Party to be required to be disclosed in connection with a dispute between the Receiving Party and the Disclosing Party, but the disclosing Receiving Party must make reasonable efforts to restrict public access to the disclosed Protected Information by protective order, by aggregating information, or otherwise if reasonably possible; or

(g)
To a TSP or DSP engaged in the ERCOT Transmission Grid or Distribution System planning and operating activities, provided that the TSP or DSP has executed a confidentiality agreement with requirements substantially similar to those in Section 1.3; or

(h)
To a vendor or prospective vendor of goods and services to ERCOT so long as such vendor or prospective vendor:  

(i)
Is not a Market Participant; and 

(ii)
Has executed a confidentiality agreement with requirements substantially similar to those in Section 1.3; or

(i)
To the North American Electric Reliability Corporation (NERC) if required for compliance with any applicable NERC requirement, but any Receiving Party must make reasonable efforts to restrict public access to the disclosed Protected Information as reasonably possible; or

(j)
To ERCOT and its consultants, the IMM, and members of task forces and working groups of ERCOT, if engaged in performing analysis of abnormal system conditions, disturbances, unusual events, and abnormal system performance, or engaged in tasks involving information deemed Critical Energy Infrastructure Information (CEII) for support of the ERCOT Transmission Grid.  Notwithstanding the foregoing sentence, task forces and working groups may not receive Ancillary Service Offer prices or other competitively sensitive price or cost information before expiration of its status as Protected Information, and each member of a task force or working group shall execute a confidentiality agreement with requirements substantially similar to those in Section 1.3, prior to receiving any Protected Information.  Data to be disclosed under this exception to task forces and working groups must be limited to clearly defined periods surrounding the relevant conditions, events, or performance under review and must be limited in scope to information pertinent to the condition or events under review and may include the following:

(i)
QSE Ancillary Service awards and deployments, in aggregate and by type of Resource;

(ii)
Resource facility availability status, including the status of switching devices, auxiliary loads, and mechanical systems that had a material impact on Resource facility availability or an adverse impact on the transmission system operation;

(iii)
Individual Resource information including Base Points, maximum/minimum generating capability, droop setting, real power output, and reactive output;

(iv)
Resource protective device settings and status;

(v)
Data from COPs;
(vi)
Resource Outage schedule information; and
(vii)
Black Start Service test results and ERCOT’s Black Start plan, including individual Black Start Resource start-up procedures, cranking paths, and individual TSP Black Start plans.

(2)
Such information may not be disclosed to other Market Participants prior to ten days following the Operating Day under review.
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