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	NPRR Number
	227
	NPRR Title
	Termination of Access Privileges to Restricted Computer Systems and Control Systems

	Timeline
	Normal
	Action
	Recommended Approval 

	Date of Decision
	July 1, 2010

	Proposed Effective Date
	Upon the Nodal Protocol Transition Plan’s Texas Nodal Market Implementation Date as prescribed by zonal Protocol Section 21.12, Process for Transition to Nodal Market Protocol Sections.

	Priority and Rank Assigned
	Not applicable

	Nodal Protocol Sections Requiring Revision
	2.1, Definitions

16.14, Termination of Access Privileges to Restricted Computer Systems and Control Systems

	Revision Description
	This Nodal Protocol Revision Request (NPRR) synchronizes the Nodal Protocols with the language in the zonal Protocols pursuant to Protocol Revision Request (PRR) 822, Termination of Access Privileges to Restricted Computer Systems, Control Systems and Facilities (formerly “Removing of Access to Restricted Computer Systems, Control Systems, and Facilities”).  PRR822 was approved by the ERCOT Board on 10/20/09.

This NPRR also includes a definition used in the zonal Protocols but not defined in Nodal Protocol Section 2, Definitions and Acronyms.

	Reason for Revision
	To incorporate into the Nodal Protocols provisions approved by the ERCOT Board for the Zonal market and determined by the ERCOT stakeholders to be relevant to the Nodal Market.

	Overall Market Benefit
	Improved protection of Restricted Computer Systems and control systems, and also the creation of the requirement to report violations.

	Overall Market Impact
	None. 

	Consumer Impact
	None. 

	Credit Impacts
	ERCOT Credit Staff and the Credit Work Group (Credit WG) have reviewed NPRR227 and do not believe that it requires changes to credit monitoring activity or the calculation of liability.

	Procedural History
	· On 4/23/10, NPRR227, an Impact Analysis and the CEO Revision Request Review were posted.

· On 5/20/10, PRS considered NPRR227.

· On 6/17/10, PRS considered the 5/20/10 PRS Report and Impact Analysis for NPRR227.  

· On 7/1/10, TAC considered NPRR227. 

	PRS Decision 
	On 5/20/10, PRS unanimously voted to recommend approval of NPRR227 as submitted.  All Market Segments were present for the vote.

On 6/17/10, PRS unanimously voted to endorse and forward the 5/20/10 PRS Report and Impact Analysis for NPRR227 to TAC.  All Market Segments were present for the vote.



	Summary of PRS Discussion
	On 5/20/10, there was no discussion. 

On 6/17/10, there was no discussion. 

	TAC Decision 
	On 7/1/10, unanimously voted to recommend approval of NPRR227 as recommended by PRS in the 6/17/10 PRS Report.  All Market Segments were present for the vote.

	Summary of TAC Discussion
	On 7/1/10, there was no discussion.


	Quantitative Impacts and Benefits
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	Improved protection of Restricted Computer Systems and control systems, and also the creation of the requirement to report violations.
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	Sponsor

	Name
	Ann Delenela 

	E-mail Address
	adelenela@ercot.com

	Company
	ERCOT 

	Phone Number
	512-248-3987

	Cell Number
	

	Market Segment
	NA


	Market Rules Staff Contact

	Name
	Sonja B. Mingo 

	E-Mail Address
	smingo@ercot.com 

	Phone Number
	512-248-6463


	Comments Received

	Comment Author
	Comment Summary

	None. 
	


	Proposed Protocol Language Revision


2.1
DEFINITIONS

 Facilities

Equipment situated for the purpose of conducting service and/or business through use of the ERCOT System.

16.14
Termination of Access Privileges to Restricted Computer Systems and Control Systems

 (1)
All Market Participants and ERCOT are required to have processes in place to terminate access privileges, as soon as practicable, to Restricted Systems for any employee, consultant, or contractor, upon termination of employment or where access is no longer required. 

(2)
“Restricted Systems” include computer or control systems that are essential to the operation of Restricted Facilities.  
(3)
“Restricted Facilities” include Facilities and assets that support the reliable operation of the bulk ERCOT System (one hundred (100) kV and above), such as but not limited to:

(a)
Generation Resources; 
(b)
Transmission substations; 
(c)
Control/dispatch centers and backup control/dispatch centers related to items (a) and (b) above; 
(d)
Systems and Facilities critical to system restoration (including but not limited to Black Start generators and substations); and

(e)
Systems and Facilities critical to automatic firm load shedding.

(4)
Access privilege is defined to include computer and electronic access.
(5)
Each Market Participant and ERCOT shall have internal controls in place to ensure these processes are reviewed at least on an annual basis.

(6)
Each Market Participant and ERCOT are required to notify the compliance monitoring authority within two Business Days after the discovery of any incident where a terminated employee, contractor or employee of a contractor has accessed a Restricted System when access privileges have been or should have been revoked.

(7)
Failure by a Market Participant or ERCOT to follow its processes that results in access to any Restricted Systems by any employee, consultant, contractor or affiliate after his or her termination will be considered a violation of these Protocols.
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