New OGRR revision Item 18 under 7.2.2
Design and Operating Requirements for ERCOT System Facilities
Intended to replace revision “7.
CREZ Facilities shall be designed utilizing the best technologies available to balance dependability and security for maximum protection reliability.” under 7.2.5.1  General Protection Criteria
18.  Protection and control systems should attain as many of the following characteristics as is practical and cost effective:  

(a) Self-healing:  systems that can adapt to element failures and continue to operate without reducing power system capability

(b) Minimal interdependence:  an event, which results in a failed element, should not also remove the system intended to address the event

(c) Adaptability:  address known possible conditions by utilizing all available information
(d) Agility:  detection, reconfiguration and appropriate response to significant changes in system conditions
(e) Pertinence:  capture of data used to detect a disturbance, as opposed to external information that may not present the same perspective
(f) Diversity:  multiple independent sources of protective response and data collection
(g) Elimination of common mode failure:  measurements should be used directly and not be collected at a common device, which could lead to the corruption of data to multiple systems
(h) Simplicity:  robust algorithms and measurements that are not compromised by the complexity of the network
(i) Redundancy:  proposed NERC compliance standards anticipate that the primary protection system is unavailable pre-contingency
(j) Observability:  measured signals should be selected to provide the maximum amount of information to systems and operators
(k) Controllability:  controls should maintain local operation while enabling system knowledge to optimize for wide-area circumstances
(l) Balance between dependability and security:  systems that maximize the likelihood of reacting when necessary and avoid reacting when unnecessarily
(m) Expandability:  robust framework that enables future functionality
(n) Relevance to circumstances:  new and unusual system characteristics should not be treated in the same manner as common condition
DISCUSSION
The term “best available technology” as mentioned in the proposed OGRR must have quantifiable characteristics.  A list of these is included below.  It should be noted that the best available technology does not inherently imply experimental or unproven technology.  It can include technology that has been available for many years (e.g. IEDs) or technology that has recently become cost effective (e.g. OPGW).  Often the best available technology is circumstantial.  The best available technology for protection and control in a heavily populated area with strong ties and much conventional generation would have significant differences from that needed in a rural area with weak ties and a dearth of conventional generation, assuming that the same level of reliability is required for both circumstances.  

A protection and control system must contain as many of the listed characteristics below as possible in order to qualify as “best available technology.  Many of these characteristics are somewhat congruent.  Adaptability and agility, for example, are not mutually exclusive.  The necessary characteristics are:
(a) Self-healing:  systems that can adapt to element failures and continue to operate without reducing power system capability.  An example of a self-healing system would be an optical fiber loop where the loss of a direct path between relays at remote ends would be mitigated by an indirect parallel fiber path.  High speed relaying would not be compromised.  Power line carrier, a common and often effective means of communications, is incapable of self-healing.
(b) Minimal interdependence:  an event, which results in a failed element, should not also remove the system intended to address the event (e.g. detection and communications methods are independent of the protected element).  An example of minimal interdependence would be using a fiber optic cable rather than power line carrier to send a permissive signal to the remote terminal.  The power line carrier signal might get lost in the fault that the system is intended to mitigate.
(c) Adaptability:  address known possible conditions by utilizing all available information.  A protection and control scheme must be able to operate correctly for all possible system conditions and topologies, both in long and short terms.  Examples of conditions that can vary over during the course of normal system operations would be taking parallel lines out of service, switching series capacitors, and rapid changes in wind power production. For these examples, which would be expected conditions in the CREZ, the best available technology would be that which would not be susceptible to inaccuracies due to mutual coupling of parallel lines, changes of line impedance due to series compensation, or weak fault current sources.  This characteristic is strongly tied to that of agility.
(d) Agility:  detection, reconfiguration and appropriate response to significant changes in system conditions.  This is tied to adaptability.  Distance relays can be set to accommodate impedance changes and mutual compensation.  They have been the dominant technology for many years.  Often they require more detailed analysis to create appropriate settings for these conditions.  These settings are sensitive to changes in system topology.  Line current differential relays, being dependent only on current (or lack thereof) are more agile under these circumstances.
(e) Pertinence:  capture of data used to detect a disturbance, as opposed to external information that may not present the same perspective.  It is difficult to trouble shoot the operation of a device if you cannot see what it measured when it operated.  If a monitoring device samples differently for different durations and for different triggers, it may not be possible to recreate the event.  If the device that performs the protective function supplies the data, its view of the condition provides the best insight into the operation.

(f) Diversity:  multiple independent sources of protective response and data collection.  An example of such a system would be able to supply system information for SCADA, display synchrophasor information as well as provide the required protection functions.  These functions can be incorporated in a single device.
(g) Elimination of common mode failure:  measurements should be used directly and not be collected at a common device, which could lead to the corruption of data to multiple systems.  A digital fault recorder is an example of a device requiring analog and digital inputs from various sources.  If a signal originating from one relay is subjected to a spurious ground, it could compromise the relay’s ability to operate.  Using the oscillography function of individual relays can eliminate this possibility.  This function can be found on most modern relays.  

(h) Simplicity:  robust algorithms and measurements that are not compromised by the complexity of the network.  This characteristic is related to agility and adaptability.  Changes in the power system should have minimal impact on existing equipment.  
(i) Redundancy:  proposed NERC compliance standards anticipate that the primary protection system is unavailable pre-contingency.  An example of redundancy is the use of dual high speed protection.  For protection that requires the same level of reliability for both the primary and alternate systems this requires the same speed of operation for both systems.  An example of this would be a line fault that must clear within 9 cycles to meet the low voltage ride through criterion for wind turbines.  If the primary system were unavailable pre-contingency, then the secondary system might initiate a slow trip if its communications system were compromised as a result of a contingency.
(j) Observability:  measured signals should be selected to provide the maximum amount of information to systems and operators.  Most modern relays can provide this function in some form.  An example of the best available technology would be the ability to provide synchrophasor information.
(k) Controllability:  controls should maintain local operation while enabling system knowledge to optimize for wide-area circumstances.  An example of the best available technology would be one that can allow for the local control of FACTS devices with regional inputs to bias the local control for system benefit.
(l) Balance between dependability and security:  systems that maximize the likelihood of reacting when necessary and avoid reacting when unnecessarily.  In conventional terms a directional comparison blocking scheme is considered to be dependable as it will operate even without receiving a blocking signal.  It may, however, overreach.  A permissive overreaching transfer trip scheme is considered to be secure as it will only operate when receiving a permissive signal.  It will, however, fail to operate under such circumstances.  For a directional comparison blocking scheme, power line carrier may be the best available technology.  This would depend on the application and criticality of the protected circuit.  Power line carrier, however, does not lend itself to loops, can only serve system protection needs, and is inadequate for general data transfer.  A fiber path can support both protection and data requirements.  One direct fiber is less dependable than a loop.  Line current differential relays are not susceptible to mutual coupling or weak infeeds.  As a result, they are quite secure and with a fiber loop they could be quite dependable as well.
(m) Expandability:  robust framework that enables future functionality (e.g. data requirements).  As technologies, system topologies, and operating requirements for a system change and/or evolve, there is often a need for protection, measurement, and control systems to adapt to these conditions.  New data requirements may result.  The best available technology is one that possesses the ability to meet these new requirements without the need for retrofits and modifications that may not be possible to achieve due to operational conditions.

(n) Relevance to circumstances:  new and unusual system characteristics should not be treated in the same manner as common condition (e.g. making traditional systems work, as opposed to using new systems that are immune to the new circumstance).  This requirement is fundamentally an implied element in all the rest of the listed categories.  The best available technology in one environment may be either inadequate or overkill in another.  No technology should be applied in any environment without a thorough investigation of the conditions and circumstances surrounding its application.  
