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	Comments


American Electric Power supports the concepts that are presented in Protocol Revision Request (PRR822), Termination of Access Privileges to Restricted Computer Systems, Control Systems and Facilities formerly  Removing of Access to Restricted Computer Systems, Control Systems, and Facilities ; however, we have concerns on interpretation and implementation of this PRR.  PRR822 is similar to existing North American Electric Reliability Corporation (NERC) requirements, specifically CIP-004-1, Cyber Security — Personnel & Training R4.2 which states “The Responsible Entity shall revoke such access to Critical Cyber Assets within 24 hours for personnel terminated for cause and within seven calendar days for personnel who no longer require such access to Critical Cyber Assets.”  The appropriate process would be for Texas Regional Entity (TRE) to recommend changes to the Critical Infrastructure Protection CIP standard for evaluation by NERC and NERC stakeholders. As pointed out in several stakeholder discussions at Protocol Revision Subcommittee (PRS) and Technical Advisory Committee (TAC), this change appears inappropriate for Protocol revision.
Creating Protocols that are duplicative and conflict with other regulations (NERC requirements) will result in confusion and can impair the ability to comply with the regulations.  The NERC CIP standards contain requirements whereby the Registered Entities (i.e. Market Participants) develop a risked-based methodology to determine the Critical Assets and based on the Critical Assets the Registered Entities can identify the Critical Cyber Assets.  This PRR does mention a reasonable risk-based assessment methodology, but there is no explicit reference that the methodology developed for the NERC CIP standards will suffice.

In many cases, the provision in remove access by 5 p.m. CPT of the next Business Day for termination for cause will be outside the 24 hour provision that is contained in the NERC CIP-004-1 standard.  Under some operational conditions, the provisions contained in the PRR could create conflicts with the NERC rules and these conflicts could cause undue confusion and result in an inadvertent violation in one regulatory arena over another. 
We disagree with the notion that the TRE will not be notified when a violation of the NERC standard occurs.  CIP-004-1 has only been in effect for a segment of the utility industry (Reliability Coordinators, Balancing Authorities and Transmission Operators with control centers) for little more than one year and it has already become the second most violated standard. Obviously, there are entities that are taking the matter seriously and reporting violations promptly.

If there is a gap in the NERC standards that do not cover reliability needs in the region, the TRE has an established process to develop a regional standard that can be more stringent than the NERC standards.  The regional standards are developed within the region and then reviewed by NERC and Federal Energy Regulatory Commission (FERC) before their respective approvals.  This process should ensure that the national and regional standards are compatible and trigger reviews if either standards change.

AEP believes there are no extra benefits to be gained by proceeding with this PRR, but there are many opportunities to cause confusion.  
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