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	Comments


Although Garland generally accepts the concepts included within the recommended version of the Protocol Revision Request (PRR822), Termination of Access Privileges to Restricted Computer Systems, Control Systems and Facilities formerly Removing of Access to Restricted Computer Systems, Control Systems, and Facilities, we remain concerned that this has been rushed and not fully discussed as evidenced by all of the comments received within the last 48 hours.
I am most concerned about the unintended consequences of some of the language particularly in regards to substations.  In both paragraphs (1 ) and (2) the placement of the word “and” and the lack of definition of “physical access”.  In particular I am concerned that the wording can be interpreted to indicate that all substation 100 kV and over are included within the definition unless limited buy the risk assessment methodology and further limited to indicate only those “Restricted Facilities” that contain “Restricted Systems” similar to the language in North American Electric Reliability Corporation (NERC) Standard CIP-002, Cyber Security — Critical Cyber Asset Identification.
The even larger concern is the definition of physical access.  Without a further definition this implies all of the door locks, gate locks, even padlocks on switches.  A large substation likely to be classified as a “Restricted Facility” frequently has in excess of 200 mechanical locks and padlocks for switches and buildings.  It is not practical to change this many locks at multiple substations every time an employee is terminated.  Although this is practical for locations utilizing card readers such as control rooms or even control house in substations considered critical, it generally does not make sense for gates, switches, breaker cabinets and other equipment generally locked by mechanical locks.  It would generally be impractical for utilities to replace or re-key such lock within one day.
It is impractical to install, both from a cost standpoint as well as an available labor standpoint, to replace all of the tens of thousands of locks at substations across the state by December.

I propose as a minimum changing the word “and” to the word “within” in paragraphs (1) and (2) but would prefer the PRR be circulated for one more month prior to being voted upon, in order to give more opportunity for a consensus and to further review for unintended consequences.


Even with this wording it could be implied to require changing the passwords of all relays and other equipment that has to be locally accessed within the control house (the equipment is not networked to have access outside of the physical location).  This again is impractical within the time specified.  I have proposed some wording in paragraph (3) to address this issue but believe this could be improved upon.
	Proposed Protocol Language Revision


16.12
Termination of Access Privileges to Restricted Computer Systems, Control Systems, and Facilities

All Market Participants and ERCOT are required to have processes in place to terminate access privileges to Restricted Systems and Restricted Facilities for any employee, consultant, or contractor, upon termination of employment.  
(1)
All Market Participants and ERCOT  are required to have processes in place to terminate access privileges to Restricted Systems within Restricted Facilities by 5:00 p.m. CPT of the next Business Day of termination for any employee, or any contractor or any employee of a contractor who had access privileges to such Restricted Systems or Restricted Facilities and was dismissed for cause. 
(2) 
All Market Participants and ERCOT are required to have processes in place to terminate access privileges to Restricted Systems within Restricted Facilities for any employee or contractor or any employee of a contractor who resigns from the employment of the Market Participants or ERCOT or contractor who had access privileges to such Restricted Systems or Facilities within seven (7) days of the effective date of the resignation.  This provision also applies to any employee of a Market Participant or ERCOT or a contractor employed by a Market Participant or ERCOT who is affected by a workforce reduction.
(
3)



Restricted Systems include, computer or control systems that are essential to the operation of Restricted Facilities that communicate using a routable Protocol across the physical boundary.  

(4)
Restricted Facilities include Facilities and assets that support the reliable operation of the bulk ERCOT System (100 kv and above), as determined by the application of a reasonable risk-based assessment methodology including, but not limited to:

(a)
Generation Resources; 
(b)
Transmission substations; 
(c)
Control/dispatch centers and backup control/dispatch centers related to items (a) and (b) above; 
(d)
Special protection devices; 
(e)
Systems and Facilities critical to system restoration (including but not limited to Black Start generators and substations); and
(f)
Systems and Facilities critical to automatic firm load shedding.

(3) 



(5)
Access privilege is defined to include computer, electronic and physical access.
(6)
Each Market Participant and ERCOT shall have internal controls in place to ensure these processes are reviewed at least on an annual basis.   
(7)
Each Market Participant and ERCOT is required to notify the compliance monitoring authority within two (2) Business Days of any incident where a terminated employee, contractor or employee of a contractor has accessed a Restricted System or Restricted Facility when access privileges have been revoked.
(7) 




(8)
Failure by a Market Participant or ERCOT to follow its processes that results in access to any restricted computer system, control system or Restricted Facility by any employee, consultant, contractor or affiliate after his or her termination will be considered a violation of these Protocols.
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