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	Comments


CPS Energy offers the following comments on Protocol Revision Request (PRR) 822, Removing Access to Restricted Computer Systems, Control Systems and Facilities filed by the Texas Regional Entity (TRE).  CPS Energy’s comments are provided using the September 21, 2009 Protocol Revision Subcommittee (PRS) Recommendation Report as the baseline.  CPS Energy offers these comments, which include our concerns along with some submitted by other Market Participants, in the hope that this version may approach one that the Technical Advisory Committee (TAC) might consider for approval.
CPS Energy believes this PRR should cover control systems and market operating systems and finds the PRS-approved language in paragraph (3) to be too vague to clearly indicate applicability.  CPS Energy also believes the portion of networks or systems such as WANs and telecom networks not under the control of the Market Participant or ERCOT should be excluded from the scope of this PRR. 
In addition, CPS Energy finds the mandatory inclusion of physical access to all substations in paragraph (4) to be overly broad, unnecessary and unmanageable.  We believe re-keying hundreds of substation locks each time a gate key is not recovered is unreasonable and unnecessary. CPS Energy is also unclear what is meant by a “special protection devices” Facility and suggests deletion. If the intent was to include cyber access to special protective schemes, then this item needs to be better defined and would seem to better fit in paragraph (4) as a Restricted System.
CPS Energy appreciates the contributions of numerous Market Participants, ERCOT and the TRE in working together in a sincere attempt to find a meaningful, but manageable solution to this sensitive issue.
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16.12
Termination of Access Privileges to Restricted Computer Systems, Control Systems, and Facilities

All Market Participants and ERCOT shall to have processes in place to terminate access privileges to Restricted Systems and Restricted Facilities for any employee, consultant, or contractor, upon termination of employment.  
(1)
All Market Participants and ERCOT  shall have processes in place to terminate access privileges to Restricted Systems and Restricted Facilities by 5:00 p.m. CPT of the next Business Day of termination for any employee, or any contractor or any employee of a contractor who had access privileges to such Restricted Systems or Restricted Facilities and was dismissed for any reason. 
(2) 
All Market Participants and ERCOT shall have processes in place to terminate access privileges to Restricted Systems and Restricted Facilities for any employee or contractor or any employee of a contractor who resigns from the employment of the Market Participants or ERCOT or contractor who had access privileges to such Restricted Systems or Restricted Facilities within seven (7) days of the effective date of the resignation.  
(
3)



Restricted Systems include, computers, networks, market operating systems, generation control systems and transmission control systems whose security is under the direct control of the Market Participant or ERCOT and that support the reliable operation of the bulk ERCOT System..  

(4)
Restricted Facilities include Facilities and assets that support the reliable operation of the bulk ERCOT System (100 kV and above), as determined by the application of a reasonable risk-based assessment methodology including, but not limited to:

(a)
Generation Resources, excluding mothballed Generation Resources; 
 
(b)
Generation and Transmission control centers and backup control centers ; 
 
(c)
Facilities critical to system restoration (including but not limited to Black Start generators and substations); and
(d)
Facilities critical to automatic firm load shedding.

(3) 



(5)
Access privilege is defined to include computer, electronic and physical access.
(6)
Each Market Participant and ERCOT shall have internal controls in place to ensure these processes are reviewed at least on an annual basis.   
(7)
Each Market Participant and ERCOT is required to notify the compliance monitoring authority within two (2) Business Days of any incident where a terminated employee, contractor or employee of a contractor has accessed a Restricted System or Restricted Facility when access privileges have been revoked.
(7) 




(8)
Failure by a Market Participant or ERCOT to follow its processes that results in access to any restricted computer system, control system or Restricted Facility by any employee, consultant, contractor or affiliate after his or her termination will be considered a violation of these Protocols.
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