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Calpine supports approval of PRR-822 with some changes and submits the following comments.  Calpine suggests some additional edits using the ERCOT redlined comments of September 25, 2009 as a baseline.

· It will be simpler to monitor and easier to manage at the Market Participant level is we do not try to characterize the nature of the termination of employment of employees, contractors, consultants, and vendors.  Motives and incentive to breach secure systems may be very similar across all types of terminated employees.  To assume that it’s safe to revoke privileges seven days after the effective date for a resignation but not safe to revoke privileges later than 5:00 the next Business Day for someone laid off may not always be a good assumption.  Calpine offers a new paragraph (1) covering voluntary and involuntary separations. 
· This language seeks to guard against “rogue ex-employees”, and although terminated employees are more likely to present this possibility, all former employees, vendors, and consultants present a probability level of risk and should have their privileges discontinued quickly. We might be able to cut out some of this verbiage by treating all severances the same.  For example, depending on state of mind, a reduction in forced employee may present more danger than an employee terminated for cause. Should we consider making cut-off of privileges to be 5:00 CPT on the day after for all severances whether terminated for cause, end of vendor contract, or resignation?
· In addition, if a former employee, etc. has gained access to the systems and facilities to which we have revoked his access privileges that should be viewed as a breach because he/she used methods other than privileges to gain access.  The assumption is that we’ve done our job right]
· Regarding the language describing Restricted Facilities, if the market want to stick with allowing the Market Participant to use a risk-based assessment of their  Facilities, which dovetails nicely with the North American Electric Reliability Corporation (NERC) requirement under Standard CIP-002-1, Cyber Security — Critical Cyber Asset IdentificationR1, Critical Asset Identification Method and systems then the market should not go on to prescribe what those Facilities are – that is why a Market Participant  is tasked with performing a risk-based assessment and re-evaluating it and its outcomes annually.  The list of Facilities, if used, should be a “such as” list if the onus is on the owner to carry out a risk-based assessment and the Market Participant is held to the outcomes of that assessment.
	Revised Proposed Protocol Language


16.12
Termination of Access Privileges to Restricted Computer Systems, Control Systems, and Facilities

All Market Participants and ERCOT are required to have processes in place to terminate access privileges to Restricted Systems and Restricted Facilities for any employee, consultant, or contractor, upon termination of employment.  


 (1)  
All Market Participants and ERCOT are required to have processes in place to terminate access privileges to Restricted Systems and Restricted Facilities by 5:00 P.M. CPT of the next Business Day after the day of separation of any employee, contractor, or any employee of a contractor or vendor who had access privileges to such Restricted Systems or Restricted Facilities.  This requirement pertains regardless of the reason for the termination of services of the employee, contractor, or employee of the contractor or vendor.




(2)
Restricted Systems include computer or control systems and network components that are essential to the reliable operation of Restricted Facilities.  

(3)
Restricted Facilities include Facilities and assets that support the reliable operation of the bulk ERCOT System (100 kv and above), as determined by the application of a reasonable risk-based assessment methodology, which may includ, the following:
(a)
Generation Resources; 
(b)
Transmission substations; 
(c)
Control/dispatch centers and backup control/dispatch centers related to items (a) and (b) above; 
(d)
Special protection devices; 
(e)
Systems and Facilities critical to system restoration (including but not limited to Black Start generators and substations); and
(f)
Systems and Facilities critical to automatic firm load shedding.

(3) 



(5)
Access privilege is defined to include computer, electronic and physical access.
(4)
Each Market Participant and ERCOT shall have internal controls in place to ensure these processes are reviewed at least on an annual basis.   
(5)
Each Market Participant and ERCOT is required to notify the compliance monitoring authority within two (2) Business Days of any incident where a terminated employee, contractor or employee of a contractor or vendor  has breached a Restricted System or Restricted Facility when access privileges have been revoked.





(6)
Failure by a Market Participant or ERCOT to follow their local access termination  processes resulting in unauthorized access to any restricted computer system, control system or Restricted Facility by an employee, consultant, contractor or vendor after their termination of services will be considered a violation of these Protocols.
(7)
Failure by a Market Participant or ERCOT to notify the compliance monitoring authority within two (2) Business Days of any incident as stated in paragraph seven (7) above will be considered a violation of these Protocols. 
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