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	Comments


Oncor has participated actively in all of the Market Participant meetings regarding Protocol Revision Request (PRR) 822, Termination of Access Privileges to Restricted Computer Systems, Control Systems and Facilities formerly  Removing of Access to Restricted Computer Systems, Control Systems, and Facilities .  Oncor is concerned that, notwithstanding the record of meetings and actions posted with the Protocol Recommendation Subcommittee (PRS) Report, individuals who have not closely followed the process may be unaware of the attention Market Participants have paid to this PRR and the extensive individual and group interactions Market Participants have had with Texas Regional Entity (TRE) representatives concerning PRR 822.  

The initial action concerning PRR 822 (in which the PRS undertook an email urgency vote that failed for lack of participation) demonstrated a shortcoming in ERCOT-Market Participant communications.  Since that time, PRS has voted in favor of urgency for PRR 822, and the tightened communication process has improved the email responses for several other urgency votes.  The email-vote failure was in no way a Market Participant commentary regarding the merits or urgency of PRR 822.


Commencing with the initial PRS review of PRR 822, there have been five Market Participant meetings concerning the PRR in the course of just over two months.  PRS evaluated PRR 822 as a reliability issue and referred it to Reliability and Operations Subcommittee (ROS).  ROS was concerned about the Critical Infrastructure Protection CIP implications of the PRR and referred it to the Critical Infrastructure Working Group (CIPWG) .  The CIPWG analyzed PRR 822 and, in good faith, suggested an alternative that built on the CIP Reliability Standards that are already in place.  ROS adopted the CIPWG recommendation.  Without necessarily disagreeing with the recommendations of ROS and the CIPWG, PRS noted the interim feedback from the TRE Board and Technical Advisory Committee (TAC) and responded with another alternative before you now.  Each meeting was substantive in nature.  At each turn, the meeting participants have affirmed the goal of maintaining ERCOT System reliability and recognized the threat a rogue employee may pose, particularly after employment is terminated.  At the same time, Market Participants have wrestled with crucial issues regarding the particular methodology of PRR 822 intended to achieve the goal.  

First, Market Participants are keenly aware that jurisdiction concerning ERCOT System reliability exists at both the state and federal levels:  through the Texas Public Utility Regulatory Act, as implemented by the Public Utility Commission of Texas (PUCT) and ERCOT, and through the Federal Energy Policy Act of 2005, as implemented by the Federal Energy Regulatory Commission (FERC), North American Electric Reliability Corporation (NERC) and the TRE.  Federal jurisdiction regarding the subject matter of PRR 822 has already been exercised through the development and implementation of CIP Reliability Standards.  The TRE Board expressed dissatisfaction with the implementation process and directed the TRE to prepare an ERCOT Protocol to remedy perceived shortcomings in the CIP Reliability Standards.  Market Participants have, in turn, questioned the TRE regarding whether the “shortcomings” in the CIP Reliability Standards can, in fact, be remedied by inquiry, investigation or other enforcement methods.  While there is full recognition that Market Participant compliance with the CIP Reliability Standards is not yet subject to audit, all Market Participants have self-certified with regard to compliance with these standards.  Such self-compliance would appear reviewable by the TRE.

Second, adopting the assumption that additional regulation is necessary with regard to ERCOT System reliability, market participants attempted to align PRR 822 with the CIP Reliability Standards.  As TRE and NERC audits have already shown, differences in terminology and description between the ERCOT Protocols and the NERC Reliability Standards create substantial opportunities for confusion among the regulators and the regulated.  Consequently, market participants have continually sought to harmonize PRR 822 and the CIP Reliability Standards--not to avoid compliance, but rather to ensure it.  Multiple Market Participants introduced the concept of a “risk-based methodology” in PRR 822 because that is the existing methodology in the CIP Reliability Standards.  It seemed to ensure an additional enforcement tool, through the adoption of PRR 822, without introducing another regulatory paradigm for security of assets necessary to ERCOT System reliability.  Oncor has excised the concept because of the perception that it avoids the substantive issues.

Third, Market Participants have struggled with the timelines on which PRR 822 requirements can be met, while insuring that human resources due process and information technology limits are recognized.  Obviously, a “firing” during business hours on Business Days is more easily followed by prompt termination of all relevant access.  Less obviously, a termination outside of those hours and days may sometimes be necessary, but it may be very difficult or impossible to promptly achieve the requirements of PRR 822.  If this is not remedied in some manner, it may have the unintended consequence of causing a delay in an otherwise urgent “firing” until a suitable time and day can be found.  Therefore, Market Participants have introduced the concept of a “Business Day” time limit in PRR 822. 

Finally, whether TAC and the ERCOT Board agree or disagree with the PRS Recommendation, perhaps as modified by changes suggested by Oncor and others, Oncor re-emphasizes the regard it and other Market Participants have for the TRE Board, the TRE representatives, and the reliability goals they have advocated.  It is only in the details of PRR 822 and its implementation of the goals that we have differed among Market Participants and with TRE representatives.

Set forth below are Oncor’s proposed revisions to PRR 822, using the PRS Recommendation for simplicity.  The changes offer an alternative timeline, suggest an alternative to the “risk-based methodology” determination, and recognize the importance of a documented annual review of compliance with PRR 822, without requiring the formality of an internal audit process.

	Revised Proposed Title Change 


	PRR Number
	822
	PRR Title
	Removing Access to Restricted Computer Systems, Control Systems and Facilities


	Proposed Protocol Language Revision


16.12
Termination of Access Privileges to Restricted Computer Systems, Control Systems, and Facilities

All Market Participants and ERCOT are required to have processes in place to terminate access privileges to Restricted Systems and Restricted Facilities for any employee, consultant, or contractor, upon termination of employment.  
(1)
All Market Participants and ERCOT  are required to have processes in place to terminate access privileges to Restricted Systems and Restricted Facilities by midnight of the Business Day of termination for any employee, or any contractor or any employee of a contractor who had access privileges to such Restricted Systems or Restricted Facilities and was dismissed for cause. 
(2) 
All Market Participants and ERCOT are required to have processes in place to terminate access privileges to Restricted Systems and Restricted Facilities for any employee or contractor or any employee of a contractor who resigns from the employment of the Market Participants or ERCOT or contractor who had access privileges to such Restricted Systems or Facilities within seven (7) days of the effective date of the resignation.  This provision also applies to any employee of a Market Participant or ERCOT or a contractor employed by a Market Participant or ERCOT who is affected by a workforce reduction.
(
3)



Restricted Systems include, computer or control systems that are essential to the operation of Restricted Facilities.  

(4)
Restricted Facilities include Facilities and assets that support the reliable operation of the bulk ERCOT System (100 kv and above), including, but not limited to:

(a)
Generation Resources, exclusive of Mothballed Generation Resources;
(b)
Transmission substations; 
(c)
Control/dispatch centers and backup control/dispatch centers related to items (a) and (b) above; 
(d)
Special protection devices; 
(e)
Systems and Facilities critical to system restoration (including but not limited to Black Start generators and substations); 
(f)
Systems and Facilities critical to automatic firm load shedding and
(g)
ERCOT market systems or systems that interface with them. 

(3) 



(5)
Access privilege is defined to include computer, electronic and physical access.
(6)
Each Market Participant and ERCOT shall have internal controls in place to ensure the effectiveness of these processes are reviewed at least on an annual basis.  Documentation of these reviews must be maintained.  
(7)
Each Market Participant and ERCOT is required to notify the compliance monitoring authority within two (2) Business Days of any incident where a terminated employee, contractor or employee of a contractor has accessed a Restricted System or Restricted Facility when access privileges have been revoked.
(7) 




(8)
Failure by a Market Participant or ERCOT to follow its processes that results in access to any restricted computer system, control system or Restricted Facility by any employee, consultant, contractor or affiliate after his or her termination will be considered a violation of these Protocols.
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