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	Comments


ERCOT Security “due diligence” and “best practices” require moving final text segment on workforce reductions from paragraph (2) to paragraph (1).   Expedited termination measures should be planned and executed by management during any “planned” layoffs or workforce reduction in such a manner that access is terminated concurrently with notification to the employee.  This issue has recently had high visibility within ERCOT Security and Human Resources communities across all industry sectors.  All it takes is one disgruntled employee to wreck havoc on a complex system.  If access is not immediately terminated, then the responsible Entity is at very high risk.  
ERCOT proposes the following comments to PRR822 Termination of Access Privileges to Restricted Computer Systems, Control Systems and Facilities:
· Modified paragraph (2) to remove redundant language dealing with access to Restricted Systems or Restricted Facilities which should provide clarity to this requirement.
· Modified paragraph (3) to add the term "network components" as “in scope” for Restricted Systems.  This change would include network switches, routers and other security enforcement mechanisms which are essential to the secure operation of the computer and control systems which support reliable operations of Balancing Energy Service (BES).
· Suggest that we determine whether the scope of Restricted Systems outlined in paragraph (3) complies with the “intent” of the ERCOT/Texas Regional Entity (TRE) Board request for this Protocol.  There are a number of systems which support BES and Market Operations which will not be covered within the scope of this paragraph as originally written.  Note: The precipitating incident that focused attention on this matter involved access to operations planning and email systems.  
· Modified paragraph (8) to clean up wording ambiguities and performed some editing for clarity.  
· Added paragraph (9) with language to close the loop and ensure that failure to report a violation is also listed as a Protocol violation.
	Revised Proposed Protocol Language


16.12
Termination of Access Privileges to Restricted Computer Systems, Control Systems, and Facilities

All Market Participants and ERCOT are required to have processes in place to terminate access privileges to Restricted Systems and Restricted Facilities for any employee, consultant, or contractor, upon termination of employment.  
(1)
All Market Participants and ERCOT  are required to have processes in place to terminate access privileges to Restricted Systems and Restricted Facilities by 5:00 p.m. CPT of the next Business Day of after the termination of any employee or contractor, or any employee of a contractor or vendor who had access privileges to such Restricted Systems or Restricted Facilities and was dismissed for cause.   This provision also applies to any employee of a Market Participant or ERCOT or a contractor employed by a Market Participant or ERCOT who is affected by a workforce reduction. 
(2) 
All Market Participants and ERCOT are required to have processes in place to terminate access privileges to Restricted Systems and Restricted Facilities for any employee or contractor or any employee of a contractor who resigns from the employment of the Market Participants or ERCOT or contractor  within seven (7) days of the effective date of the resignation.  
(
3)



Restricted Systems include computer or control systems and network components that are essential to the reliable operation of Restricted Facilities.  

(4)
Restricted Facilities include Facilities and assets that support the reliable operation of the bulk ERCOT System (100 kv and above), as determined by the application of a reasonable risk-based assessment methodology including, but not limited to:

(a)
Generation Resources; 
(b)
Transmission substations; 
(c)
Control/dispatch centers and backup control/dispatch centers related to items (a) and (b) above; 
(d)
Special protection devices; 
(e)
Systems and Facilities critical to system restoration (including but not limited to Black Start generators and substations); and
(f)
Systems and Facilities critical to automatic firm load shedding.

(3) 



(5)
Access privilege is defined to include computer, electronic and physical access.
(6)
Each Market Participant and ERCOT shall have internal controls in place to ensure these processes are reviewed at least on an annual basis.   
(7)
Each Market Participant and ERCOT is required to notify the compliance monitoring authority within two (2) Business Days of any incident where a terminated employee, contractor or employee of a contractor has accessed a Restricted System or Restricted Facility when access privileges have been revoked.
(7) 




(8)
Failure by a Market Participant or ERCOT to follow their local access termination  processes resulting in unauthorized access to any restricted computer system, control system or Restricted Facility by an employee, consultant, contractor or affiliate after their termination will be considered a violation of these Protocols.
(9)
Failure by a Market Participant or ERCOT to notify the compliance monitoring authority within two (2) Business Days of any incident as stated in paragraph seven (7) above will be considered a violation of these Protocols. 
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