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TEXAS INDUSTRIAL ENERGY CONSUMERS’ COMMENTS ON 
CONFIDENTIALITY OF RARF DATA

TIEC submits these comments in response to the ERCOT email dated July 15, 2009, requesting market participant feedback on the confidentiality of RARF data.  Like other Market Participants, TIEC members are concerned that releasing RARF data as part of the Network Operations Model will disclose confidential and competitively sensitive information.  For the reasons discussed below, all RARF information relating to Load or Private Use Networks (PUNs) should be protected from disclosure.  In particular, the information described in cells 18, 25, and 26 of the RARF Data General Descriptions document provided by ERCOT should be protected as confidential and competitively sensitive, and should be provided only to ERCOT and the TSPs.  


The ERCOT protocols, PUC Substantive Rules, and the Public Utility Regulatory Act (PURA), contain applicable legal authority and demonstrate a clear policy of protecting usage information and other competitively sensitive data from being disclosed to other Market Participants.  PURA § 39.901 explicitly requires the protection of information relating to a customer’s consumption.  The RARF data includes detailed usage information for Loads and PUNs that should be protected under PURA as “consumption” information.  In particular, the Load, PUN, and Transformer tabs of the RARF form contain sensitive consumption information that should be protected.  


Consumption information and general information about PUNs is also protected by PUC Subst. R. 25.361(e), which requires ERCOT to maintaining the confidentiality of “competitively sensitive and other protected information.”  For large industrial consumers that are competing with other sites, consumption information and any other information that would allow a competitor to deduce the configuration or usage patterns for a particular site is competitively sensitive and must be protected under Commission rules.  The ability of a competitor to take information and use it to gain an advantage in the market is not a trivial concern.  A competitor could use RARF data to determine both usage and generation configurations “behind the fence.”  This information could then be used to determine production rates and power costs for the site, as well details about the general PUN configuration.  This sort of reverse engineering would allow competitors to determine crucial information that could be used to undermine a customer’s competitive position.  It is therefore critical that this information not be disclosed.  


The information in the RARF is also protected as “other protected information” under PUC Subst. R. 25.361(e), and is protected under Section 1.3.1.1(o) of the ERCOT protocols, because it was designated in writing as competitively sensitive at the time it was submitted.  Each tab in the RARF is clearly labeled “ERCOT Confidential,” leading customers to believe that information submitted as part of the RARF would not be disclosed to other customers.  Because the RARF is designated in writing as confidential, the information it contains should not be subject to release to other Market Participants as part of the Network Operations Model.  TIEC therefore recommends that the information be released only to the TSPs and ERCOT as needed for reliability purposes.  



Similarly, Section 1.3.1.1(p) of the ERCOT protocols also supports the conclusion that information about a customer’s usage and facilities should be protected from disclosure.  That section protects all information compiled by a market participant on a customer in the normal course of business that would allow the customer to be identified by matching the information with the customer’s expected patterns of use, types of facilities, historical electricity usage, or other data.  Although ERCOT is not typically considered a “market participant,” the policy behind Section 1.3.1.1(p) should apply equally to protect data submitted in a RARF.  


Finally, it is important to note that ERCOT is not required to disclose the Load and PUN data in the RARF.  Section 5.1(3) of the ERCOT Nodal Transition Plan only requires ERCOT to release a Network Operations Model that includes estimates of all Loads “where nodal prices will be calculated.”  There is no requirement that ERCOT release information beyond the settlement point in a PUN, since prices will not be calculated “behind the fence.”  Likewise, ERCOT will not enforce any congestion behind a settlement point for a PUN in the nodal market, so there is no reason that behind-the-fence PUN information needs to be disclosed for Market Participant testing.  


Based on the foregoing, TIEC agrees with Calpine that the contents of all RARFs should only be released to ERCOT and the TSPs for building and validating the Network Operations Model.  TIEC also agrees with Calpine that competitively sensitive or otherwise protected information must be protected throughout the nodal transition process and after go-live.  The information contained in the RARFs relating to Load and PUN data is competitively sensitive, unnecessary for Market Participant testing, and should only be disclosed to ERCOT and the TSPs for reliability purposes. 
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