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	Comments


The clarifications included herein help to align the Obligations of Entities that are paid to provide services to the Electric Reliability Council of Texas (ERCOT) across Resource types.  Presently ERCOT is authorized by the Public Utility Commission of Texas (PUCT) Substantive Rule 25.507, Electric Reliability Council of Texas Emergency Interruptible Load Service (EILS) to contract with up to 1000 MW of Emergency Interruptible Load Service for use during system emergencies. Additionally, ERCOT routinely contracts with Load Acting as a Resource (“LaaR”) to provide responsive reserve Ancillary Service.  According to the ERCOT 2008 ERCOT State of the Market Report produced by Potomac Economics, Ltd. “…the amount of responsive reserves provided by LaaRs has held fairly constant at 1,150 MW since the beginning of 2005.” [p xvii] Thus, routinely approximately half of the responsive reserves needed to arrest frequency decay in the ERCOT interconnect are provided from Loads.  This Protocol Revision Request (PRR) will help to ensure that access to computer systems, control systems and Facilities for such Entities are secure. 
	Proposed Protocol Language Revision


16.12
Termination of Access Privileges to Restricted Computer Systems, Control Systems, and Facilities

All Market Participants and ERCOT are required to have processes in place to terminate access privileges to Restricted Systems and Restricted Facilities for any employee, consultant, or contractor, upon termination of employment.  
(1)
All Market Participants and ERCOT  are required to have processes in place to terminate access privileges to Restricted Systems and Restricted Facilities by 5:00 p.m. CPT of the next Business Day of termination for any employee, or any contractor or any employee of a contractor who had access privileges to such Restricted Systems or Restricted Facilities and was dismissed for cause. 
(2) 
All Market Participants and ERCOT are required to have processes in place to terminate access privileges to Restricted Systems and Restricted Facilities for any employee or contractor or any employee of a contractor who resigns from the employment of the Market Participants or ERCOT or contractor who had access privileges to such Restricted Systems or Facilities within seven (7) days of the effective date of the resignation.  This provision also applies to any employee of a Market Participant or ERCOT or a contractor employed by a Market Participant or ERCOT who is affected by a workforce reduction.
(
3)



Restricted Systems include, computer or control systems that are essential to the operation of Restricted Facilities.  

(4)
Restricted Facilities include Facilities and assets that support the reliable operation of the bulk ERCOT System (100 kv and above), as determined by the application of a reasonable risk-based assessment methodology including, but not limited to:

(a)
Generation Resources; 
(b)
Transmission substations; 
(c)
Control/dispatch centers and backup control/dispatch centers related to items (a) and (b) above; 
(d)
Special protection devices; 
(e)
Systems and Facilities critical to system restoration (including but not limited to Black Start generators and substations); 
(g)
Systems and Facilities critical to automatic firm load shedding; 

(h)
EILS Resources; and
 (j)
Loads acting as Resources.

(3) 



(5)
Access privilege is defined to include computer, electronic and physical access.
(6)
Each Market Participant and ERCOT shall have internal controls in place to ensure these processes are reviewed at least on an annual basis.   
(7)
Each Market Participant and ERCOT is required to notify the compliance monitoring authority within two (2) Business Days of any incident where a terminated employee, contractor or employee of a contractor has accessed a Restricted System or Restricted Facility when access privileges have been revoked.
(7) 




(8)
Failure by a Market Participant or ERCOT to follow its processes that results in access to any restricted computer system, control system or Restricted Facility by any employee, consultant, contractor or affiliate after his or her termination will be considered a violation of these Protocols.
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