PRS Recommendation Report

	PRR Number
	822
	PRR Title
	Termination of Access Privileges to Restricted Computer Systems, Control Systems and Facilities formerly  Removing of Access to Restricted Computer Systems, Control Systems, and Facilities

	Timeline
	Urgent 
	Recommended Action
	Approval 

	Date of Decision
	September 22, 2009

	Protocol Section Requiring Revision
	16.12, Improper Access to Restricted Computer Systems, Control Systems, and Facilities (new)

	Proposed Effective Date
	To be determined.

	Priority and Rank Assigned
	To be determined.

	Revision Description
	This Protocol Revision Request (PRR) defines the requirement for all Market Participants and ERCOT to have processes in place for removing access to restricted computer systems, control systems, and Facilities upon termination.  This PRR also defines the reporting requirement for incidents where improper access by terminated employees, contractors, consultants and affiliates has occurred.

	Overall Market Benefit
	Improved protection of restricted computer systems, control systems and Facilities, and also the creation of the requirement to report violations.

	Overall Market Impact
	None.

	Consumer Impact
	None. 

	Credit Impacts
	To be determined.

	Procedural History
	· On 7/14/09, PRR822 was posted.

· On 7/16/09, the motion to grant PRR822 Urgent status failed via PRS email vote

· On 7/22/09, Luminant Energy comments were posted. 

· On 7/23/09, PRS considered PRR822
· On 8/10/09, LCRA comments were posted. 

· On 9/2/09, the Critical Infrastructure Protection Working Group (CIPWG) comments were posted.

· On 9/11/09, ROS comments were posted. 

· On 9/17/09, CPS Energy comments were posted.

· On 9/17/09, PRS again considered PRR822. 

· On 9/18/09, a second set of CPS Energy comments were posted. 

· On 9/18/09, a second set of LCRA comments were posted. 

· On 9/21/09, AEP comments were posted. 

· On 9/21/09, NRG Texas comments were posted. 

· On 9/21/09, a second set of Luminant Energy comments were posted. 

· On 9/21/09, Centerpoint Energy comments were posted. 

· On 9/22/09, PRS again considered PRR822.

	PRS Decision 
	On 7/23/09, PRS unanimously voted to grant PRR822 Urgent status.  PRS also unanimously voted to refer PRR822 to ROS.  All Market Segments were present for the votes.
On 9/17/09, PRS unanimously voted to table PRR 822 and to have a second PRS meeting prior to the next TAC meeting.  All Market Segments were present for the vote.
On 9/22/09, PRS voted to recommended approval of PRR822 as amended by the 9/21/09 Luminant Energy comments and as revised by PRS.  There were two abstentions from the Independent Generator Market Segment.  All Market Segments were present for the vote. 

	Summary of PRS Discussion
	On 7/23/09, the submitter explained that the directive came from the Texas Regional Entity (TRE) Board to write this PRR and request Urgent status.  Concerns were raised that the language proposed is already addressed in the North American Electric Reliability Corporation (NERC) standards.  TRE Staff explained that the NERC standards do not require Market Participants to notify TRE when the type of violations that are the subject of this PRR occur, which was the basis of the TRE Board’s directive.  Participants agreed that further discussion is necessary regarding what rules are already in place and that this PRR needs further review by ROS.   
On 9/17/09, the submitter explained the intention of this PRR and elaborated on comments submitted by the CIPWG and ROS.  The submitter also stated that the comments submitted by CPS Energy are in-line with the TRE Board directive.  Participants agreed to table this PRR and hold a special PRS meeting to discuss PRR822.
On 9/22/09, Market Participants agreed that there are some grey areas regarding enforcement of the Protocols and that the ERCOT Board has yet to determine this jurisdiction.  There was debate regarding whether or not risk based assessment should be included in PRR822.   TRE staff stated that there are currently issues regarding risk based assessment that are being addressed at the national level, that applying a risk based assessment methodology via PRR822 would still leave many pieces of the ERCOT System unprotected and opined that the intention of PRR822 was to address assets that are not covered by NERC but that are still important to the operation of the ERCOT System.  
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	Comments Received

	Comment Author
	Comment Summary

	Luminant Energy 072209
	Stated that PRR822 should be rejected because the requirements in PRR822 are adequately covered by requirements contained in the NERC Critical Infrastructure Protection (CIP) Reliability Standards, which provide all the protection necessary to accomplish the purpose of PRR822. 

	LCRA 081009
	Supported the 7/22/09 Luminant Energy comments and respectfully added comments to supplement Luminant’s proposed revisions.

	CIPWG 090209
	Deleted the proposed Protocol language as submitted in PRR822 and proposed new language to reflect what is required by a Market Participant if an incident occurs.

	ROS 091109
	Endorsed PRR822 as amended by the 9/2/09 CIPWG comments. 

	CPS Energy 091709
	Submitted comments based on the original submission and the 7/22/09 Luminant Energy comments. 

	CPS Energy 091809
	Submitted additional changes to PRR822.

	LCRA 091809
	Proposed language to paragraph 7 to provide a more specific definition of restricted Facilities.  

	AEP 092109
	Provided additional comments to address concerns about termination of access.

	NRG Texas 092109
	Added the word “firm” in paragraph 7, item (f) of the 9/18/09 LCRA comments.   

	Luminant  Energy 092109
	Provided comments to the 9/18/09 CPS Energy comments and changed the term “Market Participants” to “Market Entities” and added ERCOT as a Market Entity subject to the requirements of PRR822.

	CenterPoint Energy 092109
	Proposed additional modifications to the 9/18/09 CPS Energy, 9/18/09 LCRA, and 9/21/09 NRG Texas comments.  


	Original Sponsor

	Name
	Victor Barry

	Company
	TRE

	Market Segment
	NA


	Proposed Protocol Language Revision


16.12
Termination of Access Privileges to Restricted Computer Systems, Control Systems, and Facilities

All Market Participants and ERCOT are required to have processes in place to terminate access privileges to Restricted Systems and Restricted Facilities for any employee, consultant, or contractor, upon termination of employment.  
(1)
All Market Participants and ERCOT  are required to have processes in place to terminate access privileges to Restricted Systems and Restricted Facilities by 5:00 p.m. CPT of the next Business Day of termination for any employee, or any contractor or any employee of a contractor who had access privileges to such Restricted Systems or Restricted Facilities and was dismissed for cause. 
(2) 
All Market Participants and ERCOT are required to have processes in place to terminate access privileges to Restricted Systems and Restricted Facilities for any employee or contractor or any employee of a contractor who resigns from the employment of the Market Participants or ERCOT or contractor who had access privileges to such Restricted Systems or Facilities within seven (7) days of the effective date of the resignation.  This provision also applies to any employee of a Market Participant or ERCOT or a contractor employed by a Market Participant or ERCOT who is affected by a workforce reduction.
(
3)



Restricted Systems include, computer or control systems that are essential to the operation of Restricted Facilities.  

(4)
Restricted Facilities include Facilities and assets that support the reliable operation of the bulk ERCOT System (100 kv and above), as determined by the application of a reasonable risk-based assessment methodology including, but not limited to:

(a)
Generation Resources; 
(b)
Transmission substations; 
(c)
Control/dispatch centers and backup control/dispatch centers related to items (a) and (b) above; 
(d)
Special protection devices; 
(e)
Systems and Facilities critical to system restoration (including but not limited to Black Start generators and substations); and
(f)
Systems and Facilities critical to automatic firm load shedding.

(3) 



(5)
Access privilege is defined to include computer, electronic and physical access.
(6)
Each Market Participant and ERCOT shall have internal controls in place to ensure these processes are reviewed at least on an annual basis.   
(7)
Each Market Participant and ERCOT is required to notify the compliance monitoring authority within two (2) Business Days of any incident where a terminated employee, contractor or employee of a contractor has accessed a Restricted System or Restricted Facility when access privileges have been revoked.
(7) 




(8)
Failure by a Market Participant or ERCOT to follow its processes that results in access to any restricted computer system, control system or Restricted Facility by any employee, consultant, contractor or affiliate after his or her termination will be considered a violation of these Protocols.
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