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	Comments


Luminant Energy Company LLC offers the following comments to those submitted by CPS Energy on September 18, 2009 which include changes designed consolidate requirements to eliminate redundancies.  Luminant’s comments change the term “Market Participants” to “Market Entities” and add ERCOT as a Market Entity subject to the requirements of this new Protocol section. Also, include are changes to the revised proposed title and defines Restricted Systems and Restricted Facilities. 
	Revised Proposed Title Change 


	PRR Number
	822
	PRR Title
	Termination of Access Privileges to Restricted Computer Systems, Control Systems and Facilities formerly  Removing of Access to Restricted Computer Systems, Control Systems, and Facilities


	Revised Proposed Protocol Language


16.12
Termination of Access Privileges to Restricted Computer Systems, Control Systems, and Facilities

All Market Entities are required to have processes in place to terminate access privileges to Restricted Systems and Restricted Facilities for any employee, consultant, or contractor, upon termination of employment.  For the purposes of this section, Market Entities shall include Market Participants and ERCOT.
(1)
All Market Entities are required to have processes in place to terminate access privileges to Restricted Systems and Restricted Facilities within twelve (12) hours of termination for any employee, or any contractor or any employee of a contractor who had access privileges to such Restricted Systems or Restricted Facilities and was dismissed for cause. 
(2) 
All Market Entities are required to have processes in place to terminate access privileges to Restricted Systems and Restricted Facilities for any employee or contractor or any employee of a contractor who resigns from the employment of the Market Entity or contractor who had access privileges to such Restricted Systems or Facilities within seven (7) days of the effective date of the resignation.  This provision also applies to any employee of a Market Entity or a contractor employed by a Market Entity who is affected by a workforce reduction.
(3)



Restricted Systems include, but are not limited to, computer or control systems that directly impact the operation of Restricted Facilities.  Market operation systems and other systems which do not affect the operation of Restricted Facilities, such as Texas Market Link, are not Restricted Systems for the purposes of this section.

(4)
Restricted Facilities include Facilities and assets that support the reliable operation of the ERCOT System, including, but not limited to:

(a)
Generation Resources; 
(b)
Transmission substations; 
(c)
Control/dispatch centers and backup control/dispatch centers; 
(d)
Special protection devices; 
(e)
Systems and Facilities critical to system restoration (including but not limited to Black Start generators and substations); and
(f)
Systems and Facilities critical to automatic load shedding.

(3) 



(5)
Access privilege is defined to include computer, electronic and physical access.
(6)
Each Market Entity shall have an internal audit process in place to monitor the effectiveness of these processes.  Audits shall be conducted on an annual basis, and documentation of such audits shall be made available upon request from ERCOT.
(7)
Each Market Entity is required to notify ERCOT of any incident where a terminated employee, contractor or employee of a contractor has accessed a Restricted System, or Restricted Facility after the time period when access privileges should have been revoked under this section within two (2) Business Days of identifying the incident..
(7) 
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